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I. INTEREST OF AMICUS CURIAE

The American Civil Liberties Union of
Massachusetts (ACLUM) 1is a statewide civil rights and
civil liberties organization which has long worked to
promote, defend, and to educate citizens about the
privacy, ©property zrights, due process, and civil
rights protected by the Fourth Amendment of the United
States Constitution and Article 14 of the
Massachusetts Declaration of Rights. ACLUM has

participated as amicus curiae in numerous Fourth

Amendment and Article 14 cases in this Court. See,

e.g., Commonwealth v. Augustine, 467 Mass. 230 (2014)

(direct representation arguing that the Fourth
Amendment and Article 14 require a warrant to obtain

cell phone site location information); Commonwealth wv.

Rousseau, 465 Mass. 372 (2013) (amicus arguing that
GPS monitoring of a vehicle constitutes a search and
seizure of all the wvehicle's occupants). It has a
strong and longstanding interest in the practices and
procedures governing the use of search warrants, and
it has been diligently examining and evaluating the
application of those practices and procedures to
developing technologies. ACLUM’'s affiliated national

organization, the American Civil Liberties Union based

A/TGT55866.2



in New York, participated as an amicus curiae in Riley

v. California, 134 S.Ct. 2473 (2014), in which the

Court ruled against the warrantless search of
smartphones incident to arrest. The captioned case
presents the Supreme Judicial Court with a case and
controversy putting at issue the proper rules and
procedures to be followed in the wake of Riley.
IT. ISSUE PRESENTED

The Court’s solicitation of amicus briefs, 83JC-
11793, invited submissions as follows:

Whether, when a search warrant is sought to

search a ‘“smart phone,” probable cause 1is

needed for each of the distinct £file types

to be searched, i.e., text messages,

photographs, e-mails, etc., and whether the

warrant must be particular in terms of the

specific types of files to be searched.

IIX, SUMMARY OF ARGUMENT

The advance of technology does not excuse the
need to adhere to the probable cause and particularity
principles established by the Fourth Amendment to the
United States Constitution and by Article 14 of The
Massachusetts Declaration of Rights. Warrants to

search smartphones should permit police officers to

AS76T53866.2



examine only the specific files for which probable
cause exists. The technology to allow the police to
comfortably limit their searches of smartphones to the
files for which probable cause exists 1s already
available. Unfortunately, that technology was misused
in the Dorelas investigation because the police had
improperly obtained a general warrant. The courts,
magistrates and police should not rely wupon “the
container analogy” when reviewing, issuing, or
obtaining warrants to search smartphones. These
pocket-sized computers contain such a quantity and
quality of personal information that they are entitled
to the same safeguards applied to the search of
houses, offices and personal effects.

Each file in a smartphcone is capable of being
stored in a different way and implicating privacy
interests for different sets of reasons. Meanwhile,
the rapid advance of technology has provided the
police with the means to organize and retrieve data
with increasing focus and precision. In Riley v.

California, 134 S.Ct. 2473 (2014), the volume,

variety, and sensitivity of the information either
stored in the smartphone or stored remotely (in “the

cloud”) and accessed through the smartphone led the

AlT6755866.2



Court to conclude that the privacy interests involved
in smartphone searches “dwarf” those examined in past
cases, when only limited information contained in a
finite space was involved. The Court rejected the
“container analogy” as a basis for justifying the
warrantless search of a smartphone., In the wake of
Riley, at least one federal court has ruled in favor
of a filed-based search of smartphones. The police may
search only the specific files for which probable
cause to search has been established. Police must
identify where in the smartphone they want to search
and what they are looking for when requesting a
warrant, just as they would have to if they wanted to
search a person’s home. Further zreliance on the
container analogy to search smartphones will result in
the issuance of general warrants, and after-the-fact
rationalizations for overbroad searches.

The police have the ability to search smartphones
with precision, and they should be held to a high
standard in order to ©preserve the privacy vrights
protected by the Fourth Amendment and Article 14. The
Universal Forensic Extraction Device (UFED) used by
the police in the Dorelas investigation gave them the

ability to limit the search of the smartphone to the

AT6T55866.2



files for which probable cause existed: telephone
calls and text messages. Perversely, the police
misused the technology to improperly expand the search
beyond the bounds of probable cause and particularity.
In light of technical advances 1like the UFED, the
police should be required to explain to the magistrate
in the warrant application the means and methods that
will be used to search for particular items located in
specific files in smartphones.

In addition to containing large amounts of data
revealing the most private aspects of a person’'s life,
smartphones also contain expressive and associational
materials. In keeping with Supreme Court precedent,
warrant applications seeking to search smartphones
containing expressive or associational information
should be subjected to “exacting scrutiny.” The police
should not be allowed to indiscriminately examine a
smartphone file that may contain thousands of
photographs without undergoing some form of heightened
scrutiny. At a wminimum, a magistrate should require
the police to demonstrate that there is little to no
probability that they are invading a form of protected
expression. The risk of invading expressive and

associational rights requires magistrates to give
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smartphone search warrant applications an exacting
scrutiny that demands strict compliance with the twin
mandates of probable cause and particularity.
IVv. ARGUMENT

A, Introduction

This case presents an opportunity to apply
traditional search and seizure safeguards to 21°°
century technology. It is well established that search
warrants must be based upon probable cause to believe
that particular items will produce evidence of a crime
and be found in particularly described locations. As
human ingenuity advances, as inventions multiply, or
as time simply passes, these fundamental protections
against wunreasonable searches and seizures can and
must endure. Accordingly, warrants to search
smartphones should permit police officers to examine
only the specific files for which probable cause
exists. Merely because modern technology makes it
possible to store a trove of personal, private
information in a pocket-sized computer does not make
it tenable for officers to rummage at will through the
entire trove when probable cause exists to examine
oﬁly a limited subset of the information.

Unfortunately, unconstitutional rummaging is what

A/16755866.2



~happened here, even though the police possessed a
data-extraction device that enabled them to limit
their search to files for which probable cause
existed.

In this case, the police arguably had probable
cause to believe that call records or text messages on
defendant Denis Dorelas’s smartphone would contain
evidence of unlawful threats. With respect to those
items, the police did traditional investigative work.
They interviewed a witness who said “that Mr. Dorelas
received a phone call and started arguing with the
caller on the phone” immediately before a gunfight.
See Aff. Supp. Appl. for Search Warrant, § 6 (Aff.),
Record Appendix (R.A.) 105. They allegedly learned
that Dorelas had been “receiviﬁg threatening phone
calls and threatening text messages on his phone.”
Id. § 7 (R.A. 106). And they heard that "“Denis has
been getting a lot of telephone threats because he
owes money to people.” Id. § 8 (R.A. 106).

Despite the narrow specificity of that evidence,
the Commonwealth sought, and a magistrate approved, a
warrant to search Dorelas’'s phone for text messages,
call records, and a raft of other gquintessentially

private information. The warrant permitted officers to
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sweep up, among other items, “saved and deleted
photographs,” “mobile internet browser,” and saved,
draft, or deleted email messages. R.A. 108. The
materials supporting the warrant application, however,
offered no facts to justify collecting such a broad
range of file types. Those materials, for example,
demonstrated no nexus between any c¢rime and any
photographs in Dorelas’s smartphone. And,
notwithstanding the Commonwealth’s arguments to this
Court, those supporting materials did not present even
a whiff of police expertise suggesting that modern-day
criminals, & la Bonnie and Clyde, are prone to take
self-portraits o©of themselves and their firearms.
Instead, the investigating officer all but conceded
that he was seeking the warrant for the purpose of
investigating crimes unrelated to the concrete
evidence of threats via phone calls and text messages:
assault and Dbattery with a dangerous weapon in
violation of G.IL.. ¢.265, §15B, and assault with intent
to murder in violation of G.L. c¢.265, §15. Aff. § 2
(R.A. 105).

The result of this effort was, in effect, a
general warrant. Such a warrant should not be

permitted now because, in this Commonwealth, it has
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never been permitted. There is nothing about modern
technology that Jjustifies a drift toward general
warrants. The opposite, 1in fact, is true. Technology
exists to enable police to conduct constitutional
searches 1limited to information for which probable
cause exists.

Two-hundred-fifty-two vyears ago, in an infamous
case that no doubt influenced the Framers of the
Fourth Amendment and Article 14 of the Declaration of
Rights, counsel for the victim of a general warrant
urged the English Court of Common Pleas to undo the
mischief of an improper and invasive search and “to
embrace this opportunity . . . of instructing those
great officers in their duty, [by] . . . erectling] a
great sea mark, by which ocur State pilots might avoid,
for the future, those rocks upon which they now lay
shipwrecked.” Wilkes v. Woods, Lofft 1, 19 How. St.
Tr. 1153, 98 E.R. 489 (1763). Today, the risk of
search-and-seizure shipwreck arises from the ease with
which governments can leverage technology, and

1

smartphones in particular,” to invade private lives. A

smartphone 1is Thome, office, and off-site archive

* See DeGusta, Are Smartphones Spreading Faster Than

An?wﬁechnology in Human History?, MIT Tech. Rev. (May
9, 2012).
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rolled into one. It is a computer, diary and camera.
It is a beacon capable of revealing where we have
been, where we are, and where we intend to go.

For this reason, and as the Supreme Court has
already explained, a traditional “container analysis”
-- whereby the government can search all of the
contents of a container without describing them with
particularity -- does not adequately protect the
expectations of privacy that citizens have in their

smartphones. Riley v. California, 134 8. Ct. 2473

(2014) . People use smartphones to create a “digital
record of nearly every agpect of their lives -~ from
the mundane to the intimate.” Id. at 2490. The amount

of data on a smartphone can easily exceed the amount
of data that could possibly have been found inside a
home during the pre-digital era. See id. at 2493. 1In
reality, each file type on a smartphone ig the
equivalent of a different house or office on a large
city block. Probable cause to search one office does
not provide a basis to invade and rummage the
neighboring office. Thus, as one federal district
court has already ruled, those simple facts mean that

a warrant to search a smartphone should meet the more

exacting particularity requirements that are routinely
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applied to searches of homes, offices, and other
locations containing comparable types of private

information. United States wv. Winn, U.S8. Dist. Ct.,

No. 14-CR-30169-NJR, slip op. at 9-10 (8.D. Ill. Feb.

9, 2015), appeal filed, No. 15-1500 (7 Cir. March 9,

2015} .

Critically, the Commonwealth not only should
conduct particularized searches of smartphones based
on probable cause, it also can do so. The very device
that the police used to extract data from the Dorelas
smartphone reveals that the police willfully targeted
the Defendant with electronic buckshot when they could
have conducted a constitutional search with laser-like
precision. This Court must hold the Commonwealth to
its well-established constitutional obligations.

A contrary holding would send the wrong message
to the police and the public. It will tell the police
that having gained access to one or two smartphone
files upon a showing of probable cause, they are at
liberty upon a “bare suspicion” to run amuck through
the remaining files. And it would tell citizens that
their expectations of privacy under Article 14 and the
Fourth Amendment have been badly eroded. Instead, this

Court should make clear that a warrant application to
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search a cell phone must list with particularity the
specific files in which there 1is probable cause to
believe evidence of a crime is stored.

The evidence supporting the warrant application
pointed to two, but only two, possible sources of
evidence: call records and text messages. The police
knew where these items were likely to be found on the
phone, and they alsc knew that they possessed the
means -- a Cellebrite “Universal Forensic Extraction
Device,” or “UFED” -- to limit their search to those
items. See R.A. at 106. The police should have
disclosed to the magistrate their ability to pinpoint
relevant files on the smartphone without rummaging
through the entire device. This they failed to do.

B. Probable Causge To 8Search a Smartphone For One

Type of File Cannot Justify Searching the Entire
Smartphone.

1. The Particularity Requirement ig Especially
Important in Cases Involving Smartphones.

Search warrants must be based upon particularly
described places to be searched and things to be

seized. See Groh v. Ramirez, 540 U.S8. 551, 557 {2004);

Commonwealth v. Balicki, 436 Mass. 1, 7 (2002). That

requirement serves as a safeguard against general

exploratory rummaging by the police through a person’s
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belongings. Id. Accordingly, a valid search warrant
must rest on “a substantial basis for concluding that
any of the articles described in the warrant are

probably in the place to be searched.” Commonwealth v.

Upton, 394 Mass. 363, 370 (1985). To prevent “the
wide-ranging exploratory searches the Framers intended
to prohibit,” the government must “establish probable
cause as to each area and item to be searched.
Maryland v. Garrison, 480 U.S. 79, 84 (1987)
(authorization of search warrant must bé limited ™“to
the specific areas and things for which there is
probable cause to search, [a]l requirement ensur[ing]
that the search will be carefully tailored to its
justifications”).

These principles have long meant that officers
seeking or executing a search warrant can intrude only
into the areas justified by the materials supporting

the warrant. For example, in Commonwealth v. Toledo,

402 Mass. 355 (1988), two witnesses stated that the
defendant sold cocaine in an apartment described as
“the front apartment on the 2™ floor directly above
No. 17”7 at 50C Memorial Road. The police included
those statements in the affidavit wused to obtain a

warrant to search “the front apartment on the 2™ floor
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above apartment #17 located at 50C Memorial Road.”
However, the resulting search extended to an
additional apartment not identified in the affidavit
or warrant. There, the police found evidence used
against the defendant. This court affirmed the Ilower
court’s decision to suppress that evidence. Id. at
361.

These principles take on a special role in
protecting “the privacies of 1life” when the police
search a smartphone. The right to be free from general
warrants developed when no information was stored
digitally, and thus all recorded private information

took up tangible space. Smartphones, however, can

contain abundant information in a negligibly small
space,® and they can remotely access information stored
in other locations -- including the home -- throughout
the physical world. Smartphones have numerous files,
databases, and file areas where data, documents,
information, and itemg can be stored. R.A. at 45. Each
one 1s capable of being stored in a different way and

implicating privacy interests for different sets of

° A popular type of iPhone features 64 GB of storage,

which is large enough for a person to shoot and carry
over 70 hours of private video in her pocket. Price,
What’s an 1iPhone or iPad’s True Storage Capacity?,
Macworld (April 14, 2014).
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reasons. Meanwhile, the rapid advance of technology
has provided the police with the means to organize and
retrieve data with increasing focus and precision.

These facts of modern 1life led to the unanimous
decision in Riley, where the Supreme Court held that
police officers may not search a smartphone based on
having probable cause to arrest 1its owner. Instead,
they must “get a warrant.” 134 S. Ct. at 2495.

The Supreme Court’s reasoning in Riley has clear
implications for the kind of warrant that officers
must get. The Court recognized that “[mJodern cell
phones, as a category, implicate privacy concerns far
beyond those implicated by the search of a cigarette
pack, a wallet, or a purse.” 134 8. Ct. at 2488-2489.
The Court observed that ®“a cell phone search would
typically expose to the government far more than the
most exhaustive search of a house[.]” Id. at 2491. The
volume, variety, and sensitivity of the information
either stored in the smartphone or stored remotely (in
“the c¢loud”) and accessed through the smartphone 1led
the Court to conclude that the privacy interests
involved in smartphone searches “dwarf” those examined
in past cases, when only limited information contained

in a finite space was involved. Id.
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Applying this reasoning, a federal court has
ruled that a warrant to search all content on a device
ig invalid when the ©police fail to demonstrate
probable cause that everything on the phone is
evidence. Winn, slip op. at 10. In that case,
witnesses alleged that the defendant had been pointing
his smartphone 1in the direction of vyoung girls at a
swimming pool and either photographing or videotaping
them. But, as in this case, the police in Winn did not
tailor a warrant request to the types of files as to
which they had probable cause. Instead, they copied a
template seeking authorization for the broadest search
possible, a search encompassing an expansive range of
data potentially relevant to any case.

The district court held that this approach
violated the Fourth Amendment because it ran afoul of
the particularity requirement. The court reasoned
that, because the officer obtained the warrant based
on accusations about Winn’s behavior at the swimming
pool, the officers had probable cause only to
investigate the crime of public indecency. But “only
two categories of data could possibly be evidence of
[that crime]: photos and videos” (emphasis added). Id.

at 9. Indeed, "“the narrative portion of the complaint

Af76755866.2



did not even mention [other] categories of data.” Id.
Thus, the court explained, officers could not
permissibly rely on a template that failed to
differentiate one category from another:

Templates are, of course, fine to use as a
starting point. But they must be tailored to
the facts of each case. This particular
template authorized the seizure of wvirtually
every piece of data that could conceivably
be found on the phone. . . . Obviously, the
police will not have probable cause to
search through and seize such an expansive
array of data every time they search a cell
phone” (emphasig added).

Id., citing Riley, 134 S. Ct. at 2491.
The court in Winn also refused the prosecution’s
invitation to speculate as to whether the alleged
photos or videos could have been moved to other files
by being attached to a text message or emall or by
internet wupload. The court explained that “'[t]lhe
police cannot rationalize a search post hoc on the
basis of information they failed to set forth in their
warrant application to a neutral ({judgel.’” Id.,

quoting Messerschmidt wv. Millender, 132 S. Ct. 1235,

1257 n.8 (2012).
As to the files for which no probable cause
existed, the court ruled that the police should have

established probable cause as to each type of data.
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Their failure to do so at the time they applied for
the warrant was fatal to its validity:

The bottom line is that if Detective Lambert
wanted to seize every type of data from the
cell phone, then it was incumbent upon him
to explain in the complaint how and why each
type of data was connected to Winn's
criminal activity, and he did not do so.
Consequently, the warrant was overbroad,
because it allowed the police to search for
and seize broad swaths of data without
probable cause to believe it constituted
evidence” (emphasis added).

Id. at *10.

2. Smartphones Are Not Mere Containers.

The Commonwealth’s argument in this case, which
directly contradicts the reasoning of Riley and the
holding of Winn, essentially treats a smartphone just

like any other “container of information.” United

States v. Flores-Lopez, 670 F. 3d 803, 805 (7" cCir.

2012); Comm. Br. at 35-36, 39-40. That approach risks
“‘oversimplify([ing] a complex area of Fourth Amendment
doctrines and ignor[ing] the realities” of data

storage in cell phones. United States v. Carey, 172 F.

3d 1268, 1275 {10th Cir. 1999) {quoting Winick,
Searches and Seizures of Computers and Computer Data,
8 Harv. J.L. & Tech. 75, 104 {(1994}). In truth,
smartphones are not mere containers. They are more

like entire wvirtual buildings because they are “akin
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tc a vast warehouse of information.” Kery, Searches
and Seizures 1in a Digital World, 119 Harv. L. Rev.
531, 542 (2005).

Indeed, not only is it misleading to describe
smartphones as containers, even calling them phones is
a “misleading shorthand; many of these devices are in
fact minicomputers that also happen to have the
capacity to be used as a telephone.” Riley, 124 S. Ct.
at 2489. There, the Supreme Court cited Learned Hang,
who wrote that it is *a totally different thing to
gsearch a man’'s pockets and use against him what they
contain, from ransacking his house for everything that
may incriminate him.” 134 S. Ct. at 2490-91. {(quoting

United States v. Kirschenblatt, 16 F.2d4 202, 203 {2nd

Cir. 1926)). In providing a modern response to that
thought, the Riley Court wrote “If his pockets contain
a cell phone, however, that is no longer true. Indeed,
a cell phone search would typically expose to the
government far more than the most exhaustive search of
a house.” 134 8. Ct., at 2491. The Court even goes sO
far as to skeptically compare a search of a cell phone
incidental to arrest to “finding a key in a suspect’s
pockets and arguing that it allowed law enforcement to

unlock and search a house.” Id.
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Thus, “I[tlhe potential invasion of privacy in a
search of a cell phone is greater than in a search of

a ‘container’ in a conventional sense.” Flores-Lopez,

670 F. 3d at 805. Smartphones, as minicomputers, “hold
so much personal and sensitive information touching on
many private aspects of 1life” that “there is far
greater potential ‘for the intermingling of documents
and a congequent invasion of privacy when police
execute a search for evidence on a computer.’” United
States v. Lucas, 640 F.3d 168, 178 (6th Cir. 2011)

{quoting United States v. Walser, 275 F.3d 981, 986

{10th Cir. 2001)) . To protect against the
intermingling of documents on a smartphone, police
must identify where in the smartphone they want to
search and what they are looking for when requesting a
warrant, just as they would have to if they wanted to
search a person’s home,

Given that smartphones frequently contain the
“sum of an individual’s private life,” Riley, 134 8.
Ct. at 2489, warrants to search them should require
descriptions of locations and items that are at least’
as particular as warrants to search computers, The
Tenth Circuit has repeatedly noted that “officers

conducting searches (and the magistrates issuing
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warrants for those searches) cannot simply conduct a
sweeping, comprehensive search of a computer’s hard
drive.” Wasler, 275 F.3d at 986 (citing Carey, 172

F.3d at 1275). See also United States v. Barbuto, U.S.

Dist. Ct., No. 2:00CR197K, slip op. at 5 (D. Utah.
April 12, 2001) (recognizing “the important
limitations on the scope of computer searches,” in
Carey that require “a more particularized inquiry”).
Similarly, the Seventh Circuit has counseled “officers
and others involved in searches of digital media to
exercise caution to ensure that warrants describe with
particularity the things to be seized and that
searches are narrowly tailored to uncover only those

things described.” United States v. Mann, 592 F.3d

779, 786 (7th Cir. 2010). These requirements are
consistent with the Supreme Court’s instruction that
when 1t comes to searches, ‘“responsible officials,
including judicial officials, must take care to assure
that they are conducted in a manner that minimizes
unwarranted intrusions wupon privacy.” Andresen v.

Maryland, 427 U.S. 463, 482 n.11 (1976).
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3. The Warrant in this Case Was Not
Sufficiently Particularized.

The particularity required of warrants to search
a computer was not on display here. The pclice failed
to present facts to the magistrate supplying probable
cause that files other than text messages and phone
calls would vyield evidence of a c¢rime. Accordingly,
the warrant relied upon to gearch Dorelas’'s smartphone
was invalid as to the sgearch of files other than phone
calls and text messages.

The relevant evidence presented in the affidavit
consisted of the three witnesses who stated that Mr.
Dorelas received “threatening phone calls and
threatening text messages on his phone.” R.A. at 106.

As set out 1in the affidavit’s narrative, the
peolice believed that those threats were evidence of a
crime. Aff. Y4 7-8 (R.A. 106). Thus, the police had to
establish probable cause that the threatening calls
and text messages would likely be found in the places
that they requested authorization to search. See

Commonwealth v. Snyder, 413 Mass. 521, 527 (1992);

Upton, 3%4 Mass. at 370.
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However, the police requested a much broader
warrant to search. The list appearing in the warrant
application contains twelve line-items:

A. Subscriber telephone number,

B. Electronic Serial Number, International

Mcbile Equipment Identity, Mobile Equipment
Identifier, or identification number,

C. Contact list, address book, calendar, and
date book entries,
D. Group list,
E. Speed dial list,
F. Phone configuration information and settings,
G. Incoming, outgoing, and draft sent and
deleted text messages,
H. Saved, opened, and unopened voice mail
messages,
I. Saved, opened, uncpened, draft, sent, and
deleted electronic mail messageg,
J. Mobile instant message and logs, data, and
contact information,
K. Mobile internet browser history,
L. Saved and deleted photographs and movies.
This 1list -- including emails, internet Thistory,
photographs, and videos -- far exceeds the potential

types and locations of evidence described by the
witnesses. R.A. at 106-107. The subsequent boilerplate
search warrant essentially rubber-stamped the
boilerplate application without due regard to the
limited set of facts set forth in the Affidavit
supporting the warrant application. R.A. at 108.

Such a broad 1list of file types and areas to
search in the phone supported by such a paucity of

evidence robs the warrant of the particularity
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necessary under the TFourth Amendment and Article 14.
It is akin to a witness telling the police that a
bloody pillow is located in the master bedroom, and in
response the police request a warrant to search the
garage, mudroom, kitchen, first floor bathroom, living
room, pantry, second floor bathroom, master bedroom,
guest room, gsecond floor Dbathroom, linen closet,
basement, and attic. The particularity requirement
“makes general searches under [search warrants]
impossible and prevents the seizure of one thing under
a warrant describing another.” Marron v. United
States, 275 U.S8. 192, 196 {1927}. The witnessesg’
statements described threatening phone calls and text
messages; 1t should have been impossible for the
police to seize photographs saved in the photograph
file on Mr. Dorelas'’s phone.

Accordingly, the «court’s analysis in Winn is

directly applicable here. As in Winn, the police
established “probable cause to believe that only two

categories of data could possibly be evidence of the

crime” (emphasis added), without any mention in the
narrative of the other files that they requested to
gearch. Id. at 9. Instead, the list of files included

in the Dorelas warrant, like the unmodified template
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in Winn, “authorized the geizure of virtually every
piece of data that could conceivably be found on the
phone,” without any apparent effort to tailor the list

to the facts of the case. Id. See also Garrison, 480

U.S. 79, 84 (stating that a search must be “carefully
tailored to its justification”). For this reason, the
Dorelas warrant 1s overbroad. It granted the police’s
request to search files for which they did not
establish probable cause, and therefore it is invalid.

Winn, slip op. at 9-10; Messerschmidt, 132 S.Ct. at

1257 n.8.

At this point, no amount of speculation or post
hoc rationalization can save the Dorelas warrant. The
government attempts to dance the Limbo at great length
to point out that threats may be conveyed through
pictures. Com.’s Br. 27-29 (citing caseg in which
physical, not digital, photographs constituted
threats). The Commonwealth also argues that even in
the absence of a threatening picture, the actual text
of a threatening message could be transferred to the
photograph file by means of a screenshot. Com.’s Br. 9
n.6, 30. If the police had any information indicating
that Defendant had received a threatening photograph

on his smartphone and that he had stored it in his
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photograph file, or that he had memorialized a text by
taking a screenshot, then they should have presented
it to the magistrate in the affidavit. See Winn, slip

op. at 9-10; Messerschmidt, 132 S. Ct. at 1257 n.8.

The ability to take a screenshot does not mean the
Defendant did, and the Commonwealth is not entitled to
justify a search by rank, post hoc speculation. See

United States v. Falso, 544 F.3d 110, 121 {(2d Cir.

2008) (no probable cause where affidavit merely recited
that defendant had ability to view child pornography
on Web sgite defendant visited, but did not state
whether defendant accessed, viewed, or downloaded
child pornography). The police did not even offer any
“law enforcement expertise” to support the search for
photographs. All of the Commonwealth’s rationales have
been after-the-fact and laced with speculation. Such
conduct does not satisfy Fourth Amendment and Article
14 standards.

The precedent set by permitting this search is
dangerous, as an affidavit indicating that there is
relevant information in a particular location on a
smartphone could lead to a warrant authorizing a
search of all or nearly all file Ilocations on the

phone. A witness stating that a calendar appointment
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contains the name of other suspects would permit the
police to search personal emails, personal notes, and
other private and constitutionally protected files and
data on the phone. It is important for this Court to
firmly establish that a warrant to search a smartphone
can only be wvalid if it describes with particularity
the items and locations on the phone to be searched.

C. The Police Possessed the Tools to Conduct a Less-
Intrusive, Targeted Search. They Failed, However,
to Resist the Urge to Rummage.

Just as the search in this case demonstrates why
this Court should apply a strong particularity
requirement to warrants to search smartphones, it also
demonstrates that law enforcement officials can
comfortably satisfy such a requirement. The police
have the ability to search with precision, and they
should be held to a high standard in order to preserve
the privacy rights protected by the Fourth Amendment
and Article 14.

The police in this case possessed a powerful, hi-
tech tool to search Defendant’s smartphone: the UFED.
As the expert Joseph Nicholls explained to the
Superior Court, the UFED is capable of extracting only
phone calls and text data, without searching the

photograph file area at all. Tr. at 29, 33, 45-46.
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Distinguishing between areas of the phone to search is
as easy as checking boxes on the UFED, so there is no
practical reason for police to refuse the Fourth
Amendment protection courts have begun to recognize in
a person’s smartphone and in each different file area
of a smartphone.

The manufacturer of the UFED, Cellebrite, markets
itself as *“the world leader in delivering leading-edge
mobile forensic solutions.” Cellebrite Mobile
Synchronization Ltd., Brochure, UFED TK: The Rugged
Mobile Forensic Tactical Kit, About Cellebrite, at
http://www.cellebrite.com/images/stories/brochures/UFE
D-TK-web.pdf (last viewed Mar. 27, 2015). The company
claims that its ‘“comprehensive Universal Forensic
Extraction Device (UFED) 1s designed to meet the
challenges of unveiling the massive amount of data
stored in the modern mobile device. The UFED Series is
able to extract, decode, analyze and report data from
thousands of mobile devicesg, including smartphones,
legacy and feature phones, portable GPS devices,
tablets, memory cards and phones manufactured with
Chinese chipsets.” Id. Since 1999, Cellebrite has sold
more than 30,000 units in 100 countries. It considers

its UFED Series to be “the primary choice for forensic
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specialists in law enforcement, military intelligence,
corporate security and eDiscovery.” Id. The UFED
reportedly has:

the widest coverage avalilable in the mobile
forensics market, with the ability to
extract data from nearly 8200 devices as of
June 2012. These include smartphones, PDA
devices, cell phones, GPS devices and table
computers. The UFED can extract, decrypt,
parse and analyze phonebook contacts, all
types of multimedia content, SMS and MMS
messages, call logs, electronic serial
numbers {ESN) , International Mobile
Equipment Identity (IMEI) and SIM location
information from both non-volatile memory
and volatile storage alike, in wmultiple
international languages including Middle
Eastern and European languages. The UFED
supports all cellular protocols including
CDMA, GSM, IDEN, and TDMA, and c<an also
interface with different operating systems'
file systems such as 108, aAndroid 0S8,
BlackBerry, Symbian, Windows Mobile and Palm
as well as legacy and feature cell phones'
operating systems.

Cellebrite, Wikipedia, at http://en.wikipedia.org
/wiki/Cellebrite (last viewed Mar. 25, 2015).
Law-enforcement agencies can wuse the UFED to
disgorge the entire contents of a smartphone. In other
words, the police can perform a complete “memory

dump.” See Cellebrite Mobile Synchronization Ltd.,

Universal Forensic Extraction Device User Manual, June

2009 [hereinafter User Manuall], at https://

www.cellebrite.com/images/stories/support%20files/UFED
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-UserManual-v4b.pdf {(visited March 25, 2015) {copy
attached in Appendix to this brief, pp. A. 19-79).
Thug, 1if misused, the UFED provides the police with
the means to rummage through the wvast storehouse of
data filed in a smartphone. Consideration of the UFED
reveals the degree of risk of invasion to which
personal computing devices and  smartphones are
exposed.

But a complete memory dump followed by
unrestricted rummaging through the data 1s not law

enforcement’s only option. As explained in the User

Manual, the UFED can be restricted to a targeted
search, In other words, the police can apply
particularity to the UFED and limit their intrusion to
the material -- and only the material -- that they
have probable cause to search.

The  User Manual provides step~-by-step

instructions to 1limit the scope of the UFED data
extraction. After setting up the UFED (in the field or
the office as the case may be) and connecting it to
the smartphone, Step 1 provides the option to “Extract

Phone Data.” User Manual, at 13. Next, the operator

selects the proper manufacturer, id., and, in Step 3,

identifies the proper manufacturer model, id. Steps 4,
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5 and 6 continue the extraction set-up. Id. at 14-15.
Step 7 provides the police with a very clear
opportunity to target the search to particular kinds

of data. Id. at 15,

Qﬂi@

In Step 7, the menu illustrated above appears on
the UFED’s screen. The operator uses this menu to
“[slelect content types to be extracted.” Id.
According to the manual, the UFED displays options in
accordance with the capabilities that are “available
in the phone.” Id. The operator checks the boxes that
identify the type or types of data to be extracted.

In the Dorelas investigation, the police could
have and should have limited the smartphone search to
“call logs” “phonebook” and “SMS.” As explained at the
March 11, 2013 suppression hearing, the *“call logs”

provided the police with the calls that Dorelas made
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or received. Tr. at p. 23 1line 10. In other words,
checking the *call logs” box might have provided the
police with information about the person or persons
who were reportedly threatening Dorelas about his
debts. The “phonebook” would have provided the police
with the telephone contacts Dorelas had entered in his
smartphone. Again, this data might have revealed
evidence concerning persons who  were reportedly
threatening Dorelas by telephone. Assuming that the
smartphone had been lawfully seized in the first
place, witness interviewsg arguably gave the police
probable cause to check the first two boxes on the
UFED.

The suppression hearing also revealed that
checking the “SMS” option on the UFED would have given
the police access to both simple text messages and to
text messages with  photographs or other items
attached. “8MS” stands for “simple message gystem.”
Tr. at p. 12 lines 12-17. That phrase in turn refers
teo a words-only text message. Tr. at p. 26 lines 15-20
("SMS for simple messages system. . . . That refers to
text messages”) . Texts, however, can also have
photographs attached to them on the iPhone system.

(Dorelas’s smartphone was either an Apple iPhone 3G or
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iPhone 4. Tr. at 43-44.) The “multimedia message
sexvice” or MMS can attach “pictures, voice, wvideo,
even graphic files” to a text message. Tr. at p. 26
line 21, p. 27 line 2. The UFED software in use at the
time of the Dorelas sgearch only offered the SMS option
(as in the screen illustrated above), but checking
that box provided the police with both simple text
messages and with  text messages that included
attachments such as photographs:

That was a current version at the time the

extraction happened. At that point, to get

MMS messages, all that was presented to the

[UFED] examiner was SMS, and the software at

that point, if you selected SMS as the data

type vyou wanted to extract, it would get

both text messages and MMS messages.

Tr. at p. 48 line 23, p. 49 line 4.

Limiting their search to the first three boxes on
the UFED screen would have opened only the fileg that
the police reasonably believed contained smartphone
data related to the reported threats made against the
Defendant. But, of course, that 1is not what happened
here.

Instead, officers turned the key to files for
which they lacked probable cause. By checking boxes 4

(photographs) and 5 (videos), the police cut their

constitutional mooring 1lines and steered into the
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murky, inadequate shoals of having only a “strong
reason to suspect.” Upton, 394 Mass. at 370. As that
case holds, a *“strong reason to suspect” does not
amount to probable cause.

The police had no basis to search the Defendant’s
photograph file. The Warrant Affidavit, R.A. 105-107,
is devoid of any basis to do so. Failing to resist the
urge to rummage, the police submitted a boilerplate
application. The magistrate rubber-stamped 1it, and

issued a warrant authorizing “the secret cabinets and

bureaus of [Dorelas’s smartphone} . . . [to]l be thrown
open to the search and inspection of a
messenger . . ."”" Entick v. Carrington, 19 How. St. Tr.
1029 (C.P.) (Eng.) (1765).°

The boilerplate warrant was a general warrant.

Armed with it, the UFED operator checked the box for

 In Entick, the King’'s messengers conducted a four-
hour search of Entick’s home, broke open locks and
doors, and seized hundreds of pamphlets. In Boyd v.
United States, the Supreme Court noted that Entick
“laid down . . . the very essence of constitutional
liberty and security. . . . It is not the breaking of
his doors and the rummaging of his drawers that
constitutes the essence of the offense, but it is the
invasion of  his indefeasible right of personal
security, personal liberty, and private property

it 1is the invasion of this sacred right which
underlies and constitutes the essence of Lord Camden’s
judgment .” 116 U.S. 616, 630 (1886).
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photographs, and also checked the box marked “videos.”
By checking those boxes, the police opened the door to
an unreasonable search of Defendant’s private life - a
search that “expose[d] to the government far more than

the most exhaustive search of [Dorelas’ s] house”

Riley, supra, which -- ironically -- they had already
searched. When applying to search a suspect’s
smartphone, the Fourth 2Amendment and Article 14

require the police to demonstrate probable cause for
each of the files they intend to search. Riley, 134
S. Ct. at 2491. The constitutional mandates also
require the Magistrate to 1limit the warrant with
particularity to the smartphone files for which
probable cause exists.

The Commonwealth c¢iteg Commonwealth v. McDermott,

448 Mass. 750 (2007), in an after-the-fact attempt to
justify the police search of Defendant’s photograph
file. In that case, arising out of a shooting rampage
at a Wakefield business, the police seized and
searched the defendant’s computers and storage disks.
The police made a “forensic duplicate” of the
computers and storage media, and then used the
“EnCase” program to run a search for “approximately

250 keywords that were pertinent to the
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investigation.” Id. at 774. The Court ruled that the
search was reasonable Dbecause the “keyword search
method resgulted in a cursory inspection of only
approximately 750 files out of the 100,000 files

less than one per cent of the defendant’s files.” Id.
at 777.

In McDermott, the police did the exact opposite
of what the police did here. In McDermott, law
enforcement used technology to limit the scope of the
search. They used technology to narrow the search to
files relevant to the crimes under investigation, and
to narrow the invasion into the defendant’'s private
life. In the Dorelas investigation, the police used
technology to expand their search beyond the bounds of
probable cause. Worse, they ignored the fact that the
UFED gave them the means and method to keep their
gsearch within the confines of the Constitution and
Article 14.

Although decided on April 13, 2007, and thus only
eight vyears old, McDermott was decided two months
before Apple introduced the first iPhone. See Ritchie,
History of 1iPhone: Apple Reinvents the Phone, iMore
(Aug. 22, 2014), at www.imore.com/history-iphone-2g

(last viewed Mar. 27, 2015) (detailing the history of
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the iPhone and its launch date of June 29, 2007).
Although the use of simpler, less powerful cell phones
was well established by then, neither the Court nor
the litigants could have been expected to predict the
life-changing smartphone revolution about to begin.

Accordingly, McDermott’s statement that *[aldvance

approval for the particular methods to be used in the
forensic examination of the computers and disks is not
necessary,” 448 Mass. at 776, bears reassessment. In
more recent cases involving the searches of computers,
courts -- including this one -- have acknowledged the
need to segregate, using third party engineers if
necessary, the particular files for which the
government has established probable cause from those
for which it has not and which it therefore cannot

have lawful authority to search. See Preventive Med.

Associates, Inc. v. Commonwealth, 465 Mass. 810, 830-

832 (2013) (distinguishing McDermott and stating: “We
take seriously the concern that a cursory review of
every e-mail undermines the particularity requirement
[because such a review may] enable the Commonwealth to
use against the defendants inculpatory evidence with

respect to the pending indictments that it finds in

the emails, even though such evidence may not actually
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fit within  the scope of the search warrants

obtained.”). See also United States v. Comprehensive

Drug Testing, Inc., 621 F.3d 1162, 1170-1172 (9th Cir.

2010) (finding that examination of data for which
government did not have probable cause was “an obvious
case of deliberate overreaching by the government”);
id. at 1180 {(Kozinski, c.Jg., concurring) (*The
government's search protocol must be designed to
uncover only the information for which it has probkable
cause, and only that information may be examined by
the case agents.”).

Smartphones are so powerful and so widespread
throughout society that the risk of overreach by the
police has grown exponentially since 2007, The

magistrate who reviewed the Dorelasg warrant

application may well have had McDermott’s statement in

mind. At the same time, the magistrate may not have
realized that police possessed a device -- the UFED --
that allowed them easily and conveniently to limit the
smartphone files for which probable cause existed. A
description in a warrant application explaining how a
data extraction will occur and how the device

performing the extraction can or cannot be used to
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limit the scope o©f the search 1s not too onerous a

burden to impose.

D. Smartphones Also Deserve Heightened Protection
Because They Contain Constitutionally Protected
Speech and Assgociational Information.

In addition to containing large amounts of data
revealing the most private aspects of a person’s life,
smartphones also contain expressive and associational
materials. Warrant applications seeking authority to
search and seize books, documents, photographs, videos
and other expressive material, merit extra care and

attention from the reviewing magistrate, and extra

caution and restraint by the police.

What the history of search and seizure
jurisprudence “indispensably teaches is that the
constitutional requirement that warrants must

particularly describe the ‘things to be seized’ is to
be accorded the most scrupulous exactitude when the
‘things’ are books, and the basis for their seizure is
the ideas which they contain.” Stanford v. Texas, 379
U.8. 476, 485 (1965). In that case, the Court found a
warrant authorizing the search and seizure of
“literary materiall,] ‘books, records, pamphlets,
cards, receipts, lists, memoranda, pictures,

recordings and other written instruments” to be of
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“indiscriminate sweep” and “constitutionally

intolerable.” Id. at 486. See also Zurcher v. Stanford
Daily, 436 U.S. 547, 564 (1978) (“Where presumptively

protected materials are sought to be seized, the
warrant requirement should be administered to leave as

little as possible to the discretion or whim of the

officer in the field.”) ; Commonwealth V. Dane
Entertainment Services, Inc., 389 Mass, 802, 906
(1983) (“Because of the possibility of interference

with protected materials, police seizure of allegedly
obscene books and films ‘calls for a higher hurdle in
the evaluation of reasonableness.’ Thus, before police
obtain a warrant to seize a film, a magistrate must

have an opportunity ‘to focus searchingly on the

question of obscenity.’” [citations omitted]).
Photographs, like Dbooks and essays, can be

protected forms of expression. “Visual art is as wide

ranging in its depiction of ideas, concepts and

emotions as any book, treatise, pamphlet or other
writing, and i1is similarly entitled to full First

Amendment protection.” Bery v. City of New York, 97

F.3d 689, 695 (24 Cir. 1996). While every form of
photography is not eligible for such protection, see

Larsen v. Fort Wayne Police Dept., 825 F. Supp. 2d
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965, 979-980 (N.D. Ind, 2010) (videotape for
documentation of daughter’s childhood not protected),
the police should not be allowed to indiscriminately
examine a smartphone file that may contain thousands
of photographs without undergoing some form of
heightened scrutiny. At a minimum, a magistrate should
require the police to demonstrate that there is little
to no probability that they are invading a form of
protected expression.

The search of a smartphone also triggers a risk
that protected associational activity will be invaded.
While initially regarded as a device for connecting
with friends and relatives, smartphones have
increasingly become a tool used for political activity
and other forms of community involvement. Smartphones
now contain a broad range of social networking
applications, and those applications have become a
pervasive means of sending and receiving information
about political campaigns, fundraising, and other
forms of collective activity. The search of a
smartphone increasingly presents a risk of revealing
associational information that courts have

traditionally forbidden the government from compelling
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a person to divulge absent extraordinary
circumstances.

The First Amendment protects a person from the
compelled disclosure of his or her group memberships
and other assoclations. See NAACP v. Alabama, 357 U.S.
449, 460 (1958). Privacy in group association is often
indispensable to the preservation of freedom of
association -- especially when unpopular or dissident
beliefs are concerned. Absent that degree of privacy,
individuals would feel pressured to “adhere to the
most orthodox and uncontroversial view and

associations.” Watking v. United States, 354 U.S. 178,

197-198 (1957). Forced disclosure harms both the
person forced to disclose and those with whom he or
she chose to associate. Id. at 197.

Smartphones contain substantial gquantities of
information about our associations, and internet-
enabled smartphones have accelerated the development
of aggociational features. Social networking
applications have become an important means of
promoting a person’s views, of petitioning, and of
other forms of political activity. For Americans who
use their smartphones to associate with particular

candidates and campaigns, a police search of these
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phones presents a substantial risk of law enforcement
uncovering information about the phone owner's
political associations and beliefs. The risk of
invading these rights requires magistrates to give
smartphone search warrant applications an exacting
scrutiny that demands strict compliance with the twin
mandates of probable cause and particularity.
V. CONCLUSION

Amicus Curiae, the American Civil Liberties Union

of Massachusetts, respectfully wurges this Court to
reverse the decision below. A reversal will send an
unmistakable message about the importance of adhering
to the constitutional principles of probable cause and

particularity in the digital age.
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ADDENDUM

Pirst Amendment to the Constitution of the United
States

Congress shall make no law respecting an establishment
of religion, or prohibiting the free exercise thereof;
or abridging the freedom of speech, or of the press;
or the right of the people peaceably to assemble, and
to petition the Government for a redress of
grievances.

Fourth Amendment to the Constitution of the United
States

The right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable
searches and sgeigzures, shall not be violated, and no
Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly
describing the place to be searched, and the persons
or things to be seized.

Article 14 of the Massachusetts Declaration of Rights

Every subject has a right to be secure from all
unreasonable searches, and seizures, of his person,
his houses, his papers, and all his possessions. All
warrants, therefore, are contrary to this right, if
the cause or foundation of them be not previously
supported by ocath or affirmation; and if the order in
the warrant to a c¢ivil officer, to make search in
suspected places, or to arrest one or more suspected
persons, or to seize their property, be not
accompanied with a special designation of the persons
or objects of search, arrest, or seigzure: and no
warrant ought to be issued but in cases, and with the
formalities prescribed by the laws.

G.L. c¢. 265, § 15. Assault; intent to murder or maim;
penalty

Whoever assaults another with intent to commit murder,

or to maim or disfigure his person in any way
described in the preceding section, shall be punished
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by imprisonment in the state prison for not more than
ten years or by a fine of not more than one thousand
dollars and imprisonment in jail for not more than two
and one half vyears.

G.L. c¢. 265, § 15B. Assault with dangerous weapon;
victim sixty or older; punishment; subsequent offenses

{(a) Whoever, by means of a dangerous weapon, commits
an assault upon a person sixty years or older, shall
be punished by imprisonment in the state prison for
not more than five years or by a fine of not more than
one thousand dollars or imprisonment in jail for not
more than two and one-half years.

Whoever, after having been convicted of the crime of
assault upon a person sixty years or older, by means
of a dangerous weapon, commits a second or subseguent
such crime, shall be punished by imprisonment for not
less than two years. Said sentence shall not be
reduced until one year of said sentence has been
served nor shall the person convicted be eligible for
probation, parole, furlough, work release or receive
any deduction from his sentence for good conduct until
he shall have served one year of such sentence;
provided, however, that the commissioner of correction
may, on the recommendation of the warden,
superintendent, or other person in charge of a
correctional institution, or the administrator of a
county correctional institution, grant to said
offender a temporary release in the custody of an
officer of such institution for the following purposes
only: to attend the funeral of next of kin or spouse;
to visit a critically ill close relative or spouse; or
to obtain emergency medical services unavailable at
said institution. The provisions of section eighty-
seven of chapter two hundred and seventy-six relative
to the power of the court to place certain offenders
on probation shall not apply to any person 18 years of
age or over charged with a violation of thisgs
subsection.

For the purposes of prosecution, a conviction obtained
under subsection (a) of section fifteen A or paragraph
(a) of section 18 shall count as a prior criminal
conviction for the purpose of prosecution and
sentencing as a second or subseguent conviction.
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(b) Whoever, by means of a dangerous weapon, commits
an assault upon another shall be punished by
imprisonment in the state prison for not more than
five years or by a fine of not more than one thousand
dollars or imprisonment in jail for not more than two
and one-half years.
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APPLICATION FOR SEARCH WARRANT - ' : TRIAL COURT OF MASSACHUSETTS
G.L.c. 276, 8§ 17 . .

1 . 5 Crimingl COURT DEPARTMENT
NAME OF APPLICANT | : ’ é T
Richard Walker Wesh RCXbUI’Y OIVISION

" [POSITION OF AP PLICANT SEARCH WARRANT DOCKET NUMBER
- {Boston Police Detective 1106 S OBy : i

1, the undersigned APPLICANT, being duly sworri, depose and say.ihal;

1. Vhave the fcllowing ‘iﬁ:bfmalio‘a based upon the alteched aliidavi(s), ¢o

{are} i rajed herein by relerence nisisling of 2 folal of 03 pagels), which Is
218} NCorpo . i .

S

2. Based upen this information, there is PROBABLE CAUSElo belisve that the praperty desciibes 'beiow:

[ has been siofén, embezzied, of obleined by false preténses
¥1s ntended for use ophas been used @$ a'means-of cominitling a crime.
{7 hias baen toncesaled lo preventa crimedrom being discovereg.
* [7is unlawully possessed of concealed for an unlawiul pupose.
) is-evidence of a.crims or s evidence of ciminatactvit,
0 other (specily}

3. 1 am seeking the Issuance of a warrant lo'search for the Ini!’owi}:g property (ée'sc:ribe the property 1o be searched .
for as pariicularly as possible): Apzrle L phave,, Siiveas BACK Gar Sugr Codw RECouoned PURSVAM
Subserbers name and tolephune numbar, cotact fish, acdress book, salendar, date buok entries, group fisl, speed dial

Jist, phone configuration ifformation and setlings, Incoming and ouigelng drafl sent and defeted texi messages, saved :
opsned, unopened diall sent 2nd delsled sleclronic mall messages, mobile instant message chal logs and conact’

infornation moblie internet broweer and saved and deleled pholographs which are on an Apple IPhone siiver and black, |-

cracked screen in a green sofl rubber case. Addiiionally Informiation irot the networks and carrers such as subseriber's :

o foramation, call history containing use limes and number dialed, called, recelved and missed. A

. . :

' G

B

%

: ; T - . i i

5 Besed upon is Information, There s also probable calse o befieve thl the property may be found (check as | ¢

many 28 apply) - e ; .

53 2t (identify ihe exact jocation of description of he placels) tobe searched): A

Tustooy of Bostan Police Departmenl, 1249 Hyde Park Ave, Hyde Park, Ma. ';'f,

which Ts ooeupied by andjor 1 the possession of: Boston Police Depaﬁmént &

—"{"Jon the person or In fhe possession of Tidentily any specilic personis) lo be.searchedy; SO

f {

, . .
] On 2y person present Who gy be found to have such properly in his ef her pessession or undsr s or her
' coptrol or towhom property may have been dellvered,

FHEREFORE, | respeoifully request hat the courl issue a Warrant and order of selzure, authorlzing the search of fhe
above described place(s) and person{s), I any, lo be searched, and direcling that such property or evidence or any
pavi thereol, if found, be selzed and brpughl before the court, logeiher with such other and Jurther celief that the coun
may deam proper. . , '

1 T} have previously submitled the same application. -

_L_@.ﬁé}ie not pravicusly subialited ibe same application.

PRINTED NAME OF APPLICANT SIGNED UFDE i PENALTIES OF
PERJORY |12
', Richard Walker : =/

Signature of Afflant "

SWERN AND SUB LD TO BEFORE
X@ij f%f ‘ Bei G 1
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' AFFIDAVIT o ~TRIAL COURT OF
IN-SUPPORT OF APPLICATION FOR SEARCH MASSACHUSETTS
. WARBANT e

1. %; Rickiard Walker, arm a Boston Police Officer ang hiave been a police officer for 26 year(s). I am presently
zssigned to Boston Police Area B-18 Detectives Unit a5 a criminal investigator and have been 5o assigned for
the 1ast 11 year(s). During that time T have juvestigated and processed rmerous seriows atd violent crimes,
including assault and battery dangerous weapon, and have received spesielized training and experience in the
collection of physical evidence, crime scene processing, and the jnvestigations of stwoh cases: I have personal

- mowledge of the:facts and-circurnstances herednafter related-as a result of iy own investigalive efforts and
tvose of brother officers, who havereported their findings to.me.

2, Based upon my personal knowledge, I believe that the crime of Assault and Batwery with 2 Dangerous
Weapon 10 vit a Firearm, 8 violation of Massachusers General Laws, Chapter 265, Seotion 15B, Assault vy
lutent to Murder, a violation of Massachusetts General Laws, Chapter 265, Section 15, was commitied at' 74
Pierce, Street, Hyde Park; Massachusctts and the viclims/sospects-being identified a5 one Michsel Lerouge and.
Denis Jumior Keri Dorelas in that the facts estzblishing the grounds for my request to the-coutt for the jsstance:
of 4 seareh warast ars as follows: . . .

. 4, On 07/03/201 3, abovt 7:08 PM., I responded with other Avea E-18 Deteclives, Detacfivc’s,upar\iisors, and
Police Officers, fo 74 Piercé Street, Hyde Pk, for 2 radio call of 2 person shot. On-atrival responding unit
‘found aMiﬂhw‘,Lgmug;._t;Uffczing from agunshoet wounds to back area. My, Lerogue was tansported 16 the.
Brighams and Womans Hospita} by Emergency Medical Technicians for treabment. Denis Junior Keri Dorelag
was located on & concrete landing on the (e Jeft side of 86 Pieres Stroet, suffering from gunshot wotmnds 10 hig
Jeft 16gs. M. Dorelas wis lransported to Beth Jerae] Hospital by EMT s for fivther treatmént..

4. On anival al 74 Pievee Suee, Officer Boyle located a black firearm in the middle of the roadway between
3 and 74 Pietcs Street. This black ﬁi’carm is a[GIock 23,40 caliber with sexial woinber KDTY30, This fivearny
‘was in 1he locked back position indicating that the firearm was fired unti} the magazine was empty, The firescrn
contained #n empty magazine that had the capacity to-store 13 ronnds of ammumition, Dueto growing narmber
of snlookers and for safety concerns, Officer Boyle retrieved this firearm which was turned over to Officer:
Rogers who Wanded said firearns to Detective Walkey, Witnesses who dre known to (he Commonwealth of
Maseachuseits stated that the shooung victim identified as Michyel Lerouge discarded the black Glock 23 undnr
a parked m/y. Firearm failed to stop under the packed m/v and s119d nto the street whicre iU was recovered by
Officer Boyle, ' '

3. Wimesses on scene inforimed the responding officers that two black males were sbooﬁng‘at each other in
tho vicinity of 74 Pierce Street, The witnesses who are known to the Coimmonwealth stated-that Mr. Lorouge  ~ ©
" wias one of the shooters. They stated hat the other shooter ren oy Pistce Street iowards Walter Strect.  The
witnesses stated that this black xoale dropped a firearm as he ran, He sfopped, retrieved the firtarm and ran 10
6 Pierce Stroet, ‘This male wes described as wearing a green colored shirt/jacket with soms type of Wilting on
i Denis Juior Keri Dorelas was locered on the left side of 86 Pierce Stseet saffering from gunshot wounds 10
his lefi Jeg. Mir. Dorelas was wearing a green colored jacket with emblems on it. Mr. Dorelas was in the.
company of lamal Bouci cault, -

5. Yamal Boucicauit was transporled to Area E-18 whese he was interviewed by Detectives Antonucei and ’
Morzis. Mr. Boncicanli'was informed of his zight 10 have the inlerview electronleal]y recorded and declined 1o
have 1he interview slectronically recorded, During the interview M, Boucicanlt stated that he was visiting his
fdend, Denis Junior Keri Dorelas, at 86 Plerce Street, second floorsoar. apariment (a converted porch), Mr.
Boucicault stated that Mr. Dorelas received a phone call and started argning with the caller on the phone. Mr.
Boucicaul stated that Mr. Dorelas left the apariment stil] arguing with fhe caller, Mr, Boucicault stated that ke
remnained in (he apartment playing games ofi & laptop. Mz Boucicavit stated thal a short time 2fier My, Doralss
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Jeft the apertment he heard what s