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ISSUES PRESENTED

I. Whether the:motion judge erred in'téking judicial
nbtice of facts that were material to the motion to
suppress but which cannct be sald to Dbe indisputably
true. |

1. Whether the motion Jjudge erred in suppressing
cell to%er records where there was no government
action and where the defendant failed to demonstrate a
reasonable egpectation, of privacy iﬁ his cell phone
records or in the location which they revealed.

I1T. Whether the exclusionary rule should apply where
fhe records were cobtained through a court order and

there was no police misconduct.

STATEMENT OF THE CASE

on July - 29, 2011, a BSuffolk County grand jury
indicted the defendant, Shabazz Augustine, for the
murder of Julaine Jules, in violation of G.L. c¢. 265,
§ 1 (-CA.B) -

On Noveﬁber"15, 2012, the defendant filed a
motion to suppress Cell Site Location Information
“(CSLI),” arguing that this information waé obtained
pursuant to 2 warrantless search and seizure in

violation of the Fourth, Fifth, Sixth, and Fourteenth

! “(CA. )" herein refers to the Commonwealth’s
record appendix while ™ (Tr._: )” refers to the two
volumes of transcript from the motion to suppress
hearings.



Amendments  to the United States Constitution and
Articles 12 and 14 of the MassachusettslDeclaration of
Rights (CA.5; 9-42Z). After two non-evidentiary
hearings. on January 16, 2013 and February 15, 2013
(CAJ6),2 Judge Janet L. Sanders allowed the defendant’s
motion on Febrﬁary 26, .2013, noting that a written
memorandum was to follow (CA.%). . On February 28,
2013, the Commonwealth filed notice of appeal (CRA.6;
112-113) . |

On March 4, 2013, the Commonwealth filed an
application for interlocutory review (CA.127-147). On
April 2, 2013, Judge Sanders issued a “Memorandum of
Decision and Order” on the defendant’s_ motion to
suppress-(CA.ll4m126). After receiving this decision,
the Commonwealth filed a supplemental application for
interlocutory 'review <Hﬁ April 23, 2013 {CA.157~170).
On May 2, 2013, the.Single Justice Gants, J., allowed
the Commonwealth’s application and ordered that 1t be

heard by the Full Bench (CA.171).

2 During the January 16 hearing the Jjudge took

evidence related to a motion to suppress statements
not at issue here (CA.B}. She also heard a
preliminary argument as Lo the motion to suppress C5LIT
(CA.6; Tr. 1:67-92).



STATEMENT OF FACTS

1. The Comﬁonwealth’s Caze.

On August 24, 2004, Julaine Jules lefr her work
place.in South Boston at approximately 7:00 pm and was
not seen again until her body was discovered in the
Charles River on September 19, 2004 (CA.12; 43).
Because her body was discovered in a seétion of the
Charles River that fell within the boundary of
Middlesex County, the investigation 1into Jules’s
disappearance and death commenced there (Tr.1:80).
During this investigation, on September 22, 2004, the
Middlesex County District Attorney’s Office socught and
obfained_ a Jjudicial order ?ursuant to 18 U.8.C. §
2703(d) of the Stored Communications Act seeking CSLI
maintained by Sprint for the defendant’s cellular.
phone number (617} 905-7830 {CA.43; Tr. 1:80).

Under the Stored Communications Acf, the
government can require the provider of an electronic
commuﬂication service to. disclose “a record or other
information pertaining to a subscriber to or customer
of such service (not including . the Cbntents of

i

communications) by  obtaining a Judicial order
pursuant to 18 U.S5.C. s 2703(4d). See. 13 U.S5.C. §
2703 (c) (1). To obtain an order pursuant to § 2703(d),

the government must demonstrate to a court “specific



and  articulable  facts  showing  that  there  are
reasonable grounds to believe that the zrecords or
other informétion‘sought are relevant and matérial to
an ongoing criminal investigation.” 18 U.s5.C. §
27031(d) . Under the provisions of §. 2703{(d), the
government is not required to obtain a search warrant
.for such.iﬁformation. The ofder here granted access
to historic CSLI from August 24, 2004  throucgh
September 7, 2004 (CA.19).

In late .2007 or early 2008, the investigation
into Jules’s death was turned over to the Suffolk
County District Attorney’s OCffice after evidence
suggested that the incidents related to Jules’s
disappearance and death took place in Suffolk County
(Tr.1:80}. The Suffolk County District Attorney’s
Office commenced a Grand Jury investigation, which
culminated in 2011 with an indictment charging
defendant with first degree murder (QA.3}.

2. The Motion To Suppress.

During the first hearing on the defendant’s
motion to suppress CSLI, the defendant asked the judge
to take Judicial notice of how a cell phone
technically  works (Tr.1:73). The Commonwealth
reserved the right to object (Tr.1:74), and the Jjudge

indicated that she did not think there was any dispute



“as to how cell phone technology works wifh ;egard to
these_locations” (Tr.l:74).

At the second hearing, the Commonwealth argued
that CSLI provided a very limited type of informatién,
(Tr.2:17, 22-25, 28-29), which did not reveal a
precise location (Tr.24). The Commonwealth contested
that CSLI revealed a precise locatioﬁ, explaining to
the judge that CS5SLI cén only show that an individual
cell phone pinged off a particular public tower in
Malden, which could be used to demonstrate thaf he was
in Malden and not in ‘Boston (Tr.2:24) . The
Commonweélth also argued that it was the defendant’s
burden to shoﬁ that. the CSLI was more discerning in’
this case, (Tr.2:23; 25), which he could do by
demonstrating how “densely the cell towers [were]
located throughout the city” (Tr.2:25}. The
Commonwealth argued throughout the hearing that the
defendant simply had not shown that he had any
expectation of privacy in this type of information
(Tr.2:18, 20-21, 23, 25-26).

During this hearing, the parties also discussed
whether CSLI was like GP3 in terms of the how precise
a location it revealed. The judge recognized that she
had no basis to find that CSLI “can define location

with the precision of GPS” (Tr.2:28). In responsge,



defense counsel stated that he “was not going to say
[CSLI is] the same as GPS” (Tr.2:29). ~ The
Commonwealth reiterated that it did not believe CSLI

was in any way analogous to GPS (Tr.2:33).

3. The Memorandum of Decision and Oxder of the
Motien to Suppress. '

The motion judge began her memorandum of decision
by explaining, “[blecause there was no dispute as to
the relevant facts,” she “did not hold an evidentiary
hearing” (CA.115). Nevertheless, the motion Judge
explained that “some factual context as to the
Vtechnology at issue” was needed (CAR.1150). She noted
that because “[tlhe parties agreed thét this Court
could take ‘judicial notice’ of facts related to this

technology” (CA.115), she would make findings as to

how a cell phone worked (CAJllB). She found that

untike conventional land = lines phones,
cellular phones use radio waves that connect
the user’s handset to the telephone network.
These radio waves are picked up by a system
of “cell sites” or base stations spread
throughout the geographical coverage area.
These sites include a cell tower, radio
transceiver and base station controller.
radic waves are transmitted to this base
station any time a cell phone user makes OX

receives a call or text messade. In
addition, through a process called
“registration,” a cell phone will

periodically identify itself to a cell tower
whenever a phone ig on, whether a call is
made or not.



(CA.115).
The judge then made findings 'as to how location

is revealed using cell towers (CA.115). She found

By correlating the precise time and angle at
which a phone’s signal arrives at different
cell towers, one can determine a cell
phone’s location. It 4is this Cell 8Site
Location Information (CSLI) that is at issue
here. The cell phone provider collects and
stores historical C3SLI for network
management and marketing. The cost of
collecting this data has declined, with a
trend toward more extensive archiving of
this information.

Cell towers were initially placed far apart
so as to maximize coverage. Nowadays with
cell phones in common use, the number of
towers has increased dramatically, tripling
in the last decade. The result is that a
cell phone user’s location can be pinpointed
with much more exactitude, thus diminishing
the difference between CSLI and the Global
Positioning System, or GPS. :

(CA.115-116).

The Jjudge ruled that obtaining CSLI without a
warrant viclated art. 14 of the Massachusetts
Declaration of Rights because CSLI is like GPS in that
it revealed a precise location (CA.116, 122-123). She
expléined. that in order to take the Commonwealth’s
argument that “CSLI is far less precise in determining
an individual’s location than” GPS seriously, “this
Court would have to close its eyes to reality: as cell

phones have become ubiquitous, cell towers toc have



proliferated and, through a process of ‘triangulatioh’
among towers, CSLI is now no less accurate than GPS in
pinpointing location (except perhaps in remote rural
areas)” (Ch.122-123).

The judge was also not persuaded that because
01,87 involved access to historic data for a limited
period of time it was different than the reéi time
monitoring of an individual through GPS as considered
by the Supreme Court in OUnited States v. Jones, 132
g.Ct. 945 (2012} (CA.123) . She held that “[t]lhe
temporal difference between prospective and historic
location tracking has no bearing on whether one has
any reasonable expectation of privacy in that
information” (CA.124). “A more satisfactory anéwer,”

she explained,

is that the duration of the monitcring is
‘rrelevant. The fact is that technology has
made it possible for law enforcement fto
access information which it would have never
heen able to obtain by standard police
surveillance technigues. This is
particularly true where the CSLI is
historical since it allows the government TO
do what has hitherto been Impossible and
literally reconstruct a person’s movements
in the past. Where there is probable cause
to believe that the person has committed a
crime, allowing the government to access
this information is clearly a good thing.
However, without that minimal limit on
government power, all of us (at  least those
of us with cell phones) are at risk.



(CA.125).

The judge also rejected the Commonwealth’s
-argument that the defendant did not have any
expectation of privécy_in CSLI because he veoluntarily
transmitted this information to a third party, -his
~cell phone provider' (CA.123-124). She ruled that
while ™“[t]he ordinary cell phone user may understand
that radio waves are sent out to gonnect his calls” it
“requires a jump in logic to conclude that the user is
also aware that his provider is making a record éf the
location from which he made the call and is storing it
fbr some  indefinite  period”  {(CA.124). “More
significant,” the Jjudge held, “there 1s no overt or
affirmative act by the user whereby she voluntarily
exposes her locatipn to a third party: CSLI is
generated automatically without the ceil phone user’s
participation Dbeyond the act of making a <all”
(CA.124). “Finally,” she explained, YCSLI can be
generated even Qithout a call Dbeing made since,
tgrough a procesé of ‘registration,’ a cell phone will
periodically identify itself toc a cell tower whenever
a phone is on, 'whethef a call 1is made or not”
(CA.124); and “[1]n short, this Court fails‘to see how

one ‘assumes the risk’ that the government will be
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able to track one’s movements simply by carrying a

cell phone on one’s person” (CA.124).

SUMMARY OF THE ARGUMENT

I The judge erred when she took “judicial notice”
of facts related to the precision of location revealed
.by cgT,T. First, because the parties never agreed to
those facts or agreed that she could take judicial
notice of such facts. Second, because they were not
. the type of indisputably true facts a Judge could
-properiy take Judicial notice of. Compounding this
error, the actual CSLI record itself that was provided
in response to the 2703(d) order was never marked as
an exhibit or submitted in support of the defendant’s
motion. Thus, the judge had no basis to find that the
CST,I in this instance revealed any location let alone
as precise a location as GPS and relieved the
defendant of his burden to demonstraté that he had a
éonstitutionally protected interest in this
information (pp. 11-27).

II. The judge erred in finding that a search in the
constitutional sense occurred. First, because there
was no governmental action as the surveillance was notl
conducted at the direction or with the involvement of
the government. Second, because CSLI 1is a business

recoerd held by a third party that the defendant failed
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to demonstrate 'he had an expectation of privacy in.
Third, because the defendant failed to manifest an
expectation of privacy in the location revealed in
c3sLI or in not being so surveilled {(pp. 27-53).

IIT. The judge erred in ruling that the exclusionary
rule should apply because the recofds were obtaiﬂed
through é court order with a supporting affidavit that
established probable cause and there was no police

misconduct (pp. 53-58). .
ARGUMENT

I. THE JUDGE ERRED IN TAKING JUDICIAL NOTICE OF
FACTS RELATED TO THE PRECISION OF THE LOCATION
REVEALED BY CSLI.

The judge improperly took judicial‘notice of a
number of facts. “A “udge's reliance on information
that is not part of the record implicates fundamental
fairness concerns.” Commonwealth v. O’Brien, 423
Mass. 841, 848 (1996) (citing White v. White, 40 Mass.
| App. Ct. 132, 141-142 (1996)). For that reason,
judicial notice “cannot be taken of material factual
issues tﬁat can only ke decided.by the fact finder on
competent evidence.” Commonwealth v. Kirk, 39 Mass.
App. Ct. 225, 220 (1995).  "Matters are judicially
noticed bnly when they are indisputably true.”
Nantucket v. Beinecke, 379 Mass. 345; L3520 (1879);

accord ©’Brien, 423 Mass. at 848. “A Jjudicially
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noticed fact must be one not subject to reasonable
dispute in that It is either (1) generally known
within the territorial jurisdiction of the trial court
or (2} capable of accurate and ready determination by
resort to resources whose accuracy cannct reasonably
be questioned.” Mass. G. Evid. §‘201(b) (2012Y.

Here; the judge stated that the parties agreed
+hat the court could take “judicial notice” of facts
related to cell phone technology (CA:115). " ghe then
went on to use what she characterized as. judicially-
noticed facts to make findings abkout how a cell phone
works, how cell site data can reveal an individual’s
location, and how precise of a location the data
reveals {CA.115). However, the Commonwealth never
~agreed that the Judge could take judicial notice of
all of those facts. At the first hearing, the
Commonwéalth resaerved the right to object to the judge
taking judicial notice of this type of information

(Tr.1:74). In its memorandum in opposition to the
_defendant”s motion to suppress, the Commonwealth
broadly defined how a cell phone works and wﬁat g cell
site and cell site data is by relying on twd cases: In
re Application for Pen Register and Trap/Trace Device
with Cell Site Location Authority, 3%t F. Supp. 2d

747, 751 (8.D. Tex. 2003) and In re Application of the
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7.S. for an Order Directing a Provider of Elec.
Commc’n-Serv.qu Disclose Records to the Gov’t, 534 F.
Supp. 2d 585, 590 (W.D. Pa. 2008) -(CA. 44-45). To the
extent that +the Commonwealth agreed to stipulate to
any facts, it was only general facts about how a cell
phone works, what‘ a cell site 'is, and that cell
service providers maintain a record of CSLI as set‘
forth in those two cases (see CA.44-45).

The Commonwealth never agpeed to stipulate to any
facts related to the precision of location revealed by
CSLI. Compounding this error, the actual CSLI record
- 4tself that was provided in response to the 2703(dj
order was never marked as an exhibit or submitted in
support of the defendant’s motion. Thus, the Judge
had no basis to find_thaf the CSLI in this instance
revealed any location let alone as precise a location
as GPS. It is the defendant’s burden to demonstrate
that he had a constitutionally protected intereét in
this information, see Cdmmonwealtb v. .Mbntanez, 410
Mass. 290, 301 (1991); Comﬁonwealth v, D'COnofric, 396
Mass. 711, 714-715 (1886), yet he failed to put that
argument before the court at all. Indeed, defense
counsel admitted at the motion hearing that he was not
arguing that CSLI revealed as precise a location as

GPS (Tr.2:29). Accordingly, the use of Jjudicially
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noticed facts improperly relieved the defendant of his
burden. For thié reason alone, the decision should be
reversed.

The facts that the Commonwealth stipulated to
outlined the basic facts about how.a cell phone works
and how a cell service provider normally keeps CSLI-
type records (see CA.44-45). A cell phone is a radio
that relies upon a network of cell sites to make and
receive calls. See In.re Application for Pen Register
and Trap/Trace Device with Cell Site Location
Authority, 396 F. Supp. 2d at 750. A cell site is a
geographical location containing a cell tower, radio
transceiver, and base station controller. id. The
cell site sends and receives traffic from the cell
phones that are near it to a switching office. Id.
This switching office contrels all ﬁhe cell sites in
the area. Id. at 751,

Ceil phones and base stations communicate with
each other on frequencies called channels. Id. When
a cell phone 1s on it searches for the strongest
channel provided by its service provider. Id.  When
it selects & chanﬁel, the cell phone sends a unique
electronic serial number and mobile i1dentification
number - to the cell site. Id. Most lcell service

providers maintain records of this information in
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tﬁeir ordinary course of business that identify - for
any given cell phone number - the éeneral location of
the phope at a given time by the specific tower that
transmitted the call and the specific “face” of the
tower that served as the antenna. In re Application
of the U.S. for an Order Directing a Provider of Elec.
comme’n Serv. To Disclese. Records to the Gov’t, 534 F.
Supp. 2d° at 530. The precision with which CSLI
locates a certain cell phone depends on-the proxiﬁity
of the cell sites to each other in a given area. Seea
id.

When the cell service provider recocrds the cell
site that carries the communication, it does not:
record the actual content of the communication itself.
See Iﬁ re Application for Pen Register and Trap/Trace
Device with Cell Site Location Authority, 396 F. Supp.
=+ 750. CSLI is maintained in large part for business
purposes such as improving service and determining
rocaming charges based on the cell site that a
subscriber’s phone uses for a particular call. See In
re Application of the U.S. for an Order Directing a
Provider of Elec. Commc’n Serv. To Disclose Records to
the Gov’t, 534 F. Supp. 2d at 590.

The background inf&rﬁation above was appropriate

for the judge to find because it was agreed to by both
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parties. .However, it was improper for The ijudge to
take judicial notice of any other fact. Specifically,
i+ was an error to make any finding about how precise
a location CSLI revealed. At the second hearing,
there ' was an active ‘disagreement between the
Commonwealth and the defendant as to how precise a
location CS8LI reveals. The Commonwealth argued that
cSLI provided a very dlimited type of informaticn,
(Tr.2:17, 22-25, 28-29), - which did not reveal a
precise location ({(Tr.2:24). The defendant argued the
opposite (Tr.2:10—16, 28-31). How precise a location
is revealed by CSLI was a material issue To the
motion, as indicated by the arguments made by both
parties and by the judge’s ultimate ruling that <the
motion should be allcwed because CSLI ravealed as

precise a Jlocation as GFS (CA.122-123) . Judicial
notice cannot be taken of a material issue in dispute.
See Kirk, 39 Mass. App. Ct. af 229, For that reason
alone, the judge’s order cannot stand.

That other courts have taken Jjudicial notice of
similar facts has no bearing on this issue. During
the motion hearing, the defendant argued that the
judge should take judicial notice of necessary facts
because dJudge David Lowy had done so in Commonwealth

v. Wyatt No. ESCR2011-00693, 30 Mass. L. Rep. 270,
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2012 Mass. Super. LEXIS 248 (Bug. 7, 2012) (Tr.l:7¢~
Ty . Tn Wyatt, Judge Lowy took Judicial notice of
facté related to CSLI relying on In re Appliéation of
the United States of America for Historical Cell Site
Data, 747 F. Supp. 2d 827 {5.D. Tex. 2010),° to support
his findings.  In the S.D. Tex. case, which was
recently reversed,? Judge Stephen Wm Smith, also took
heard no evidence and elected instead to take judicial,
notice of facts related to CSLI based on a. 2010
angressionél hearing. Id. A comparison of the facts
as found by Judge Smith in the S.D. Tex. case to the
materials related to the 2010 Congressional hearing
demonstrate why Jjudicial notice of these facts by
Judge Smith in the S5.D. Tex. case, éudge Lowy in
Wyatt, and Judge Sanders here, was improper.

For examp%e,' in the §8.D. Tex. case, the judge

found ) ,
New technology allows providers to lccate
not just the sector in which the phone is

located, but also its position within the
sector.

3 Due to the length of this case name it is

referred to hereinafter the “S.D. Tex. case.”

4 The Fifth Circuit recently reversed this decision
- in In re: Application of the United States of America
for Historical Cell Site Data, 2013 U.S5. App. LEXIS
,15510 (July 30, 2013), hclding that the defendant did
not have a reasconable expectation of privacy in CSLI
as it was a third party business record.
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By cecrrelating the precise time and angle at
which a phone’s signal arrives at multiple
sector hase stations, a provider can

 pinpoint the phone’s latitude and longitude
to an accuracy within 50 meters or less.
Emerging versions of. the technclogy are even
more precise.

Carriers typically create ‘call detail

record’ that include the most accurate

location information available to them.
Tn re Application for Pen Register and Trap/Trace
Device with Cell Site Location Authority; 747 F. Supp.
2d at 833. ﬁhe judge used the testimony of Professor
Matt Blaze on June 24, 2010, at =a congressional
hearing on “ECPA Reform and Lhe Evolution in Location
Based Technoiogies and Services” to find those facts.
From those findings, it appears that Blaze testified
~hat each cell phone service provider has the ability
+o locate the precise location of a cell phone user
within 50 meters and records that information in a
call detail record. Looking at Blaze’s testimony in
context, however, shows that 1is not what he testified
to.

while +rue <that Blaze testified that new
technology allows cell phone services providers to
1ocate an individual’s position within the sector and

that certain products and upgrades <can be ‘used to

“pinpoint - a phone’s: location to an accuracy of 50
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meters,” he alsé explained that “these enhanced
location technologies are not yet available in every
netwofk.” ECPA Reform and the Revolution in Lecation
Based Technologies and Services, Before tﬁe Sub&omm.
On the Constitution, Civil Rights, and Civil Liberties
of the H. Comm. on the Judiciary, 111th Cong. 2, 27
(2010) (statement of Matt Blaze). He furtheristated
thét, “[w]lhether locations are routinely tracked and
recorded at times other than when calls are made or
received 'dependé on the pelicy of the particular
cariier.” 111th Cong. at 26 (statement of Blaze).
While Blaze did testify -that “carriers typically
create ‘call detail records’ that include the most
accurate location available to them,” 111lth Cong. at
27, he clarified that testimony iﬂ a follow-up letter
to the Subcommittee, in which he explained, “[t]he
degree of information that can be obtained from these
records depends on the precise collection practices of
.the particular provider. Some providers may collect
only information —about the nearest tower.” 111lth
Cong. at 135 (testimony of Blaze).

The problem with taking Jjudicial notice of a
small portion of Blaie’s testimbny is magnified when
comparing it to other testimony from that same

hearing. another individual, Michael Amarosa, who
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restified at that hearing, explaiﬁed fhat CSIL.I “is an
clement of a carrier’s network” that generally
“presents the broad geographic area which can be used
tb identify the approXimate region, gquadrant or a more
refined area of [a&] call.” 111ith Cong. at 122
(questions for the record Michael Amarosa, Senior Vice
president, TruePosition). “In most circumstances,” he
further explained, “the data is not precise enough to
assist with iddentifying a iocation that can Dbe used
for an emergency dispatch.” 11ith Cong. at 122
{statement of Amarosa) . Moreover, he tespified that
while his company provided technology that made it
possible to locate a call within 150 feet, 111th Cong.
at 95 (testimony of Amarcsa), céll service providers
do not use the technolegy unless the call has a
certaiﬁ trigger, such as if. it is a call to 211.
111th Cong. at 96 (testimony of Amarosa). Indeed,
Blaze agreed with that fact as he testified that cell
service providers only locate a caller to that degres
of accuracy when specifically asked to do so. 111th
Cong. at 96 (testimony of Blaze). Cell service
providers “do not collect these types of precise
location information on Consumei—level usér in the
ordinary = course of business.” - Electronic

Communications Privacy Act (ECPA), Part 2: Geolocation
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Privacy and Surveillance, Before H. Subcomm. on Crime,
Térrgrism, Homeland Security and Inveétigations of the
H. Comm. on the Judiciary, 113 Cong. 1, 7 (2013}
(statement of Mark Eckenwiler, senior counsel Perkins
Cole LLP).

It cannot be said then that there is agreement as
to the precision that CSLI reveals a location at'aﬁy
given time. Blaze testified before Congress in both
2010 and again in April of 2013 that the precision of
csiI “will vary widely for any given customer Ovef the
course of a given day, from the relatively less .
precise to the relatively very precise, and neither
the user mnor the carrier will be able %to predict
Whether the next data lccation ,céllected will Dbe
relatively more or less precise.” 113 Cong. at 2
(statement of Blaze); 1llth Cong. at 28-29 {(statement
ofrBlaze). In the same 2013 hearing, Mark Eckenwiler
similarly testified that “[tlhe degree to which CSLI
reveals ©the location of a user’s phone varies for
several reasons” including how Ifar apart, the towers
are spaced (which Variés enormously), how heavily
populated the area is, and how often the boundaries
between the sectors bf an individual cell ftower
change. 113 Cong. at 2 (statement- of Eckenwiler). He

further explained
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‘a particular communication 1s not always
handled by the closest tower. Both natural

terrain features (e.g., hills and valleys)
and man-made structures interfere with line-
of-gsight radio transmission. Weather

conditions, including precipitation or even
humidity level, also may affect signal
propagation.

At times, the carrier antenna closest to the
user’s handset may even be entirely
unavailable. This can result from local

Lldl

temporary eguipment or network outages, or
simply from network congestion.

Id.

Tn sum, the Congressional testimony is that the
type of location CSLI revealsg is incredibly dynamic.
it seems not to lend i£self to generalization. While
C3LI could in theory reveal a precise location,
whether it ‘actually does depends on a number of
factors. The judge’s findings here, however, do not
reflect that this is the agreement about how precise a
iocation CSLI will provide. For that reéson, her
Judicially-noticed facﬁs are not “indisputably true,”
should be’ sét asidef and her order reversed. Sea
O’Brien, 423 Mass. at 848; Beinecke, 379 Mass. at 352,

Additionally, the specific facts Judicially
noticed by the judge were noﬁ the type of facts that
could be properly judicially noticed. The judgerfound
that “a <¢ell phone user’s‘location can be pinpointed

with much more exactitude, thus diminishing the
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difference between CSLI and the Global Positioning
System, or GPS” (CA.115-116) . Such a fact -- that
cs1, I reveals a location akin to GRS - was not
supported by evidence or even ar'gument at the hearing.
’fhe judge herself recognized that she had no basis to

make such a finding (Tr.2:28).

Moreover, as demonstrated by both the 2010 and

2013 testimony of Blaze, whether CSLI reveals a
precise location varles by customer, carrier, and day.
113 Cong. at 2 (statement of Blaze); 111lth Cong. at
28-29 (statement oI Blaze). Indeed, “[nlct all
location data 1is created br .used equally. Mobile
location data is derived from a vafiety of sources
+hat have wvarying degrees of precision.” Cy Smith,
wppC Staff Preliminary Report on Protecting Consumer
privacy” (Feb. 18, 2011}, available at
http://www.ftc. gov/os/comments/privacyreportframew'ork/
00438-58027.pdf (last visited 13 Aug. 2013). While
GPS data may be very preclise, “a cell site generated
location can be up to a mile off.” Smith, supra, at
3. Thus, the finding that CSLI reveals a location
akin to that revealed by GPS is unfounded and cannot
be said to be “indisputably true,” see O’Brien, 423
Mass. at 848; Beinecke, 379 Mass. at 352, and should

be set aside because 1t 1s clearly errconeous. See
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Commonwealth v. Hilton, 450 Mass. 1732, 178 (2007} (VA
finding is clearly errconeous if it is not supported by
the evidence, or when the reviewing court, on the
entire evidence, is left with the firm conviction that
= mistake has been committed.”); accord Commonwealfh
v. Antwan, 450 Mass. 55, ol (20077 .

The judge also found that

[c]ell towers were initially placed fazr

apart so as to maximize coverage. Nowadays
with cell phones in common use, the numbexr
of towers has increased dramatically,

tripling in the last decade.”
(CA.1105). First, there 1is no citation fto any source
which shows where this fact is from. There is nothing
+o show where the number of towers ‘has tripled in
number whether it is the world, the United Statés, of
Massachusetts. There was no evidence at the hearing
that established how many cell towers are currently
around greater Boston or how many cell towers were in
+he area in 2004 when the victim was killed. As such,
there 3s no way to ascertain whether this fact 1is
sccurate or 1if 1t came from a source “who accuracy

cannot be gquestioned” or whether this 1is a statistic

+hat is subject to reasonable dispute. See Mass. G.
Fvid. § 201(b) (2012). Thus, it was improper for the
judge to take judicial notice of 1t. As it is not

supported by any evidence it too should be set aSLde



25

The 3udge went on to find that because of the
high number of cell towers, the locatién revealed by
triangulaticn is as precise as GP5 (CA.123). She
specifically reasoned that to | accept the
Commonwealth’s argument that CSLI does not reveal a

precise location

this Court would have to close its eyes to
reality: as cell phones become ubiguitous,
‘cell towers too have proliferated and,
through a process of “triangulation” among
different ‘towers, CSLI is now no less
accurate than GPS in pinpointing location
(except perhaps in remote rural areas).
(CA.123). There was a dispute at the hearing as to
whether historic CSLI can reveal the exact location of
a cell phone user. There was no evidence presented at
the Thearing about GPS and the gimilarities ox
difference between it and CSLI. The CSLI record at
issue . was never entered into evidence or brought
before Lthe 7judge. Thus, there was no basis for the
judge to find that historic CSLI was as accurate as
GPS in pinpointing location.
Moreover, there Was no evidence about
triangulation presented at the hearing. While
triangulation generally can be defined as the "“process

of determining the coordinates of point based on the

xnown location - of two other points,” thera aié




26

different ways to triangulate cell towers to obtain a
location and each way varies in the precision of the
location it reveals. Smith, supra, at 3.° Here, there
was no evidence to support that triangulation was used
at all, never mind that the type of triangulatiocn that
was used was one that would reveal a precise location.
Therefore, it was improper for the jﬁdge to find that
triangulation occurred at all in this instance.

Again, it was the defendant’s burden to support
his claim with evidence. He did not. The Jjudge
simply relieved the defendant of his burden when she
improperly took judicial notice of facts 1in order to
support her ruling that CSLI revealed as precise of a
location as GPS. This was clear error. Accordingly,

the judge’s order must be reversed.

II. THE JUDGE ERRED BECAUSE THE DEFENDANT FAILED TO
SHOW THAT A SEARCH IN THE CONSTITUTICNAL CSENEE
OCCURRED. ‘

The Judge alsc erred in ruling that the Fourth

Amendment to the United States Constitution or art. 14

> ““Triangulation’ in this context refers to a

range of technigues for more precisely locating a
cellular subscriber handset by comparing the radioc
signal received from the handset at multiple vantage
points.” 111 Cong. at 138 (statement of Blaze). Some
of these techniques use the angle the radic signal
arrives at different polnts while some use the tTime
the signal arrives at certain points. 111 Cong. at
138 (statement of Blaze). '
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of the Massachusetts Declaration of Rights were
implicated by the government’s reguest and receipt of

nistoric CSLT from the defendant’s cell service

provider. Not every search and seizure implicates the
Fourth Amendment or art. 14. See Commonwealth v.
Molina, 459 Mass. 819, 824 (2011) (gquoting

Commonwealth v. Porter P., 456 Mass. 254, 259 (2010})
(In deciding whether a search viclated the Fourth
Amendment and art. 14 the must “'first determine
whether a search in the constitutional sensé took
place.””}. Insteéd, it is the defendant’s buxden to
demonstrate: (1) that the search or seizure was
“eonducted by” or was “at the direction of the state,”
District Attorney for the Plymouth District v. Coffey,
386 Maés. 218, 220-221 (1982} (2) that he has
standing to challenge the search; and (3) that he has
a2 reasonable expectation of privacy in either the
place searched or the items seized. See Commonwealth
V. Mubdi, 456 Mass. 385, 380, 392 (2010). Here, thg
defendant failed to show that the Commonwealth was
involved in the creation or retention of CSLI -or that

he has any expectation, reasonable or otherwise, 1n

it.
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A, The Defendant Failed To Show That The
Surveillance Was By Or At The Direction Of
The Commonwealth.

The origin and history of the Fourth Amendment
“iclearly show that 1t was intended as a restraint
upon the activities of sovereign authority, and was

not intended to be a limitation wupon other than

[ea}

governmental agenciles.’” Coffey, 38
(quoting Burdeau v. McDowell, 256 U.S5. 465, 475
(1921)) . “The same considerations apply to art. 14.7
Id. To show that a constitutional search occurred the
'defendant must demonstrate that the governmént either
conducted the search or directed ancther to conduct
the search. Coﬁpare id. at 222 (constitutional
question not raised because there was no evidence that
Commonwealth directed phone company to install a pen
register) with District Attorney for the Plymouth
'Districtrxh New England Tel. & Tel. Co., 379 Mass.
586, 590 {1280) (constitutional queétion raised
because the Commonwealth ﬂirected the phone company to
install a pen register).

The facts of Coffey illustrate this point. In
Coffey, ‘the victim requested that the phone company
install a cross frame unit trap on her telephone line
+to trace annoying phone calls she had been receiving.

386 Mass. at 219. Three phone calls were traced back
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to the defendanf. id. The defendant moved TtTo
suppress the record of these calls alleging that his
Fourth AmendmentAand art. 14 rights had been vioclated.
Id. at 220. VThis Court rejected that claim explaining
+hat the Fourth Amendment and art. 14 were not
implicated because the Commenwealth had no involvement
in the creation of the records. Id. at ZZI1.

Here too, the Commonwealth had no involvement in
the collection of the CSLI. iCell phoﬁe service
providers maintain these records iﬂdependently in
their. ordinary course of Dbusiness for business
‘purposes such as improving service and determining
roaming charges based on the c¢ell site that a
subscriber’s phone uses for a particular call. See In
re Application of the U.S. for an Order Directing a
pProvidser of Elec. Commc’n Serv. To Disclose Records to
the Gov’t, 534 F. Supp. 2d at 590; In re United States
Orders pursuant to 18 U.5.C. 2703(d), 509 F¥. Supp. 2d
76, 78 (D. Mass. 2007).

That the CSLI already existed independent of any
governmental action also differentiates this case from
a more modern electronic surveillance case like
Commonwealth v. Rousseau, 465 Mass.‘372, 832 (2013).
In Rousseau  this Court considered  whether an

individual had standing to challenge the attachment of
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a GPS device to a car in which he was a ﬁassenger and
had no possessory interest in. 465 Mass. at 38Z.
This Court held that “under art. 14, a person may
reasonably expéct not to be subjected to extended GPS
electronic surveillance by the government, targeted at
his movements, without judicial oversight and a
showing of probable cause.” Id. {itallics added). in
that case it was clear that there was government
Vaction becauée the police took a GPS device, put it on
2 truck, and then electronically surveilled the
_ defendant’s location from the aﬁtached device.

Here, in contrast, the government did not take
any action that caused Sprint, the defendant’s cell
gservice provider, to recoﬁd the defendant’s CSLI.
.Cell service providers collect the information without
a reguest or order from the government. The
government does not require a cell service provider to

collect this type of information and dees not dictate

how long they must store 1it. Cell service providers
collect ~such  information for routine business
pUrposes. It cannot be said then that any

governmental action caused the defendant’s location
through CSLI to be recorded. “In the case of
historical cell site. information, the Government

merely comes 1in after the fact and asks a provider to
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turn over records the provider has already created.”
fn re Smartphone Geoclocation Data Application, No. 13-
MJ-242 (GRB), 2013 U.S. Dist. LEXIS 62605, *33 (E.D.
N.Y. May i, 2013) . Thus, the motion Judge erred
because there was no search under the'Fourth Amendment

or art. 14.

B. The Defendant Failed To Show That He Had an
Expectation Of Privacy In CSLI Because It Is
A Third Party Business Record And It Does
Not Reveal Any Protected Information.

The judge also erred in allowing the defendant’s
motion to suppress because the defendant failed to
demonstrate that he had any expectation of privacy in
CSLT. To meet this burden, the defendant must
demonstrate that he “exhibited an'actual (subjective)
expectation of privacy,” and that this “expectation
[is] one that society Is prepargd, to receognize as
objectively reasonable.” Katz v. United States, 389
U.S. 347, 361 {(1%€7}; acqord Commonwealth’v. Morrison,
479 Mass. 511, 513-514 (19%9).  If the record is
unclear, it is the defendant, not the Commonwealth,
who has failed to meet the burden of proof. See
Commonwealth v. Netto, 438 Mass. 686, 697 (2003) (“the
burden is initially on the defendants to demonstrate

that they had a reasonable expectation cf privacy.}.



32

The Supreme Court has yet to rule on whether the
search of CSLI implicates the Fourth Amendment. The
majority of courts to consider this issue have ruled
that the acguisition of historic CSLI pursuant-to a
2703 (d) order does not implicate the Fourth Amendment
hecause it is a business record held by a third party.
See, e.qg., In re: Application of the United States of
America for Historical Cell Site Data, No. 11-20884,
2013 U.S. App. LEXIS 15510 (5th Cir. July 30, 2013);
United States v. Caraballo, No. 5:12-cr-105, 2013 U.S.
Dist. LEXIS 112739, *53 (D. Vt. Aug. 7, 2013); United
States V. Rigmaiden, No. 08ﬂ814—PHX"DGc; 2013 U.s.
Dist. LEXIS 65633, *32-33 (D. Ariz.. May §&,. 2013);
United States v. Wilsom, NO. 1:11-CR-53-TCB-ECS-3,
2013 U.S. Dist. LEXIS 37783, *17 (N.D. Ga. Feb. 20,
2013); United States v. Steve Ruby, NO. 12CR1073 WQH,
5513 1U.S. Dist. LEXIS 18997, *17 (S.D. Cal. Feb. 12,
2013); In re Application of United States for Order
Pursuant to 18 U.S. C. 2703(d), 84% F. Supp. 2d 177,
*179 (D. Mass. 2012); United States V. Madison, No.
11-60285, 2012 U.S. Dist. LEXIS 105527, *29-30 (5.D.
¥la. July 30, 2012); United States v. Valasguez, No.
08-730~-WHA, 2010 U.S. Dist. LEXIS 118045, *17-18 (N.D.
Cal. Cct. 22, 2010);‘ United States v. Dye, No.

10CR221, 2011 U.S. Dist. LEXIS 47287, *25-26° (N.D.
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Ohioc Apr. 27, 2011); Unifed States v. Benford, No. 08
CR 86, 2010 U;S. Dist. LEXIS 29453, *7-8 (N;D. Ind.
Mar. 26, 2010); Uniﬁed States v. Suarez-Blanca, No.
074023—MHS/AJB, 2008 U.S. Dist. LEXIS 111622, *27-28
(N.D. Ga. Mar. 26, 2008).

Other courts have held that the acguisition of
historic CSLI without a warrant viclates the Fourth
Amendment if the record covers a long peiiod of time
" because the extent of long-term electronic monitoring
reveals an individual’s movements, which iﬁplicates an
individual’s legitimate expectation of privacy. See,
e.g., In the Matter of an Application of the United
States of American for an Order.Authorizing ﬁelease of
Historical Cell-Site Information, 809 F. Supp. 2d 113,
114 {E.D.N.Y. 2011); In the Matter'of an Application
of the United States of America for an COrder
Authorizing - the Release of Historical Cell-Site
Tnformation, 736 T. Supp. 2d 578, 579 (E.D.N.Y 2010).
Neither theory, however, supports a conclusion -that .
the acquisition of CSLI in this case violated either

+he Fourth Amendment or art. 14.
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1. An Individual Has No Subjective or Objective
Expectation of Privacy in CSLI Because It Is
A Business Record Created, Held, And Owned
By A Third Party.

csi, I is  information  that was created and
maintained by a third party. See In re Application of
the U.S. for an Order_Directing a Eﬁoyider of Elec.
comme’n Serv. Te Disclose Recordslto the Gov’'t, 534 F.
supp. 2d at 59%0; In re United States Orders pursuant
fo 18 U.S.C. 2703(¢d), 509 F. Supp. 2d at 78. The
Supreme Court “has repeatedly held that the Fourth
Amendment does not prohibit the obtaining of
information revealed to a third party and conveyed by
him to Government authorities.” Smith v. Maryland,
442 U.s. 735, 744 (1°979). Under the “third party
doctrine,” the disclosure of information Lo & third
party does not implicate the Fourth Amendment even if
the information is disclosed under “the assumption
that 1t will'be used only for a limited purpose and
the confidence placed in the third party will not be
petrayed.” United States v. Graham, 846 F. Supp. 2d
384, 397 (D. Md. 2012) (quoting United States v.
Miller, 425 U.S5. 435, 443 (1976)) . The reasoning
underlying the third party doctrine is .that, in
voluntarily disclesing information to a third party,
an individual assumes a cgrtain risk that the third

party will in turn reveal the information to a
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government agency. Miiler, 425 0.3, at 443,
Moreover, when the informaticon 1s proprietary to, and
in the possession of, the third party, the privacy
interest in the information is even further
diminished.é In the present case, the third party
doctrine forecloses any claim by defendant that he has
an objectively reascnable privacy interest in CSLI.

The reasoning in Smith v. Maryland, 442 U.S. f35
(1979), is analogous and applicable here.’ In Smith,
the issue was whether a pen register, installed at the
phone company’s central office to monitor phone calls
made from the suspect’s home phone, constituted a
“gearch” under the Fourth Amendment. Smith, 442 U.S5.

at 736-737. In concluding that an Individual does not

6 In Miller, the Supreme Court held that the
compelled disclosure of respondent’s financial records
from twoe banks did not constitute a Fourth Amendment
search. 425 U.S at 442-443. In rejecting the
respondent’s Fourth Amendment challenge, the Court
held that bank records are the “business records of
the banks,” not the “respondent’'s private papers.”
Id. at 44Z. As a result, the respondent could
“neither assert ownership nor possession” in the bank
records. Id.

! Massachusetts cases have similarly held that an
individual does not have an expectation of privacy in
information veoluntarily turned over to third parties.
See, e.g., Commonwealth v. Buccella, 434 Mass. 473,
483 (2001); Commonwealth v. Cote, 407 Mass. 827 (1990)
{no reasonable expectation of privacy in telephone
message records); Commonwealth v. Feodoroff, 43 Mass.
App. Ct. 725 (193%7) (no reasonable expectation of
privacy in telephone company billing records).
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have an expectation of privacy in the numbers that he
dials from his phone, the Court stated, “we doubt that
people in general entertain any actual expectation of
privacy in the numbers fhey dial. All telephone users
realize that they must ‘convey’ phone numbers to the
telephone company, since it is through telephone
company switching squipment that their calls are
completed.” Id. at 742. Further, the Court held that
telephone users “typically know that . . . the
telephone company has facilities for recording [the
numbers they dial] and that the phone company does in
fact record this information for a legitimate business
purpose.” Id. at 743.

Here, the Jjudge rejected the third party doctrine
and distinguished the case at bar from both Smith and
Miller_by explaining that unlike a telephone which a
wser must affirmatively dial, “there is no ovért or
affirmative act by the user” of é.cell phone, “whereby
she voluntarily exposes her location to a third party:
cSLT is generated automatically without the cell phone
user’s participation beyond the act of receiving or
making a call” (CA.124). She went on to explain that
wegTT can be generated even without a call being made
since, through a process of ‘registration,” a cell

phone will periodically identify itself to a cell
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tower whenever a phone is on, whether a call is made
or not” (CA.124).'

That reasoning is flawed for ftwo reasons. First,
it is not supported by any evidence. Again, the cell
tower records were not before the jﬁdge in this case.
There was nothing teo show that registration data was
ever sent to the Commonwealth. There is nothing to
show that registration data 1is typically turned over
when cell service providers respond to 2703 (d) orderé.
“While retention practices vary by carrier, many
retain registration data only Zfor about 10 minutes,
unless the cell phone has registered again at the. same
or another cell tower.” In re United States ex rel.
an Order Authorizing Disclosure of Location Info. of a
Specified Wireless Tel., 849 F. Supp. 2d 526, 534
(D.Md. 2011} (citing FIC Workshop, "Introduction to
privacy and Security Issues Panel” (Dec. 12, 2000);
available , at
http://www.ftc.gov/bcp/workshops/wifeless/001212.htm).
Tndeed, commenters have also noted that it is unclear
that such infermation even could be turnedlover. See
Recent Develcpment, Who Knows Where You’ve Been?
privacy Concerns Regarding the Use of Cellular Phones
as Personal Locators, 18 Harv. J. Law & Tec 307, 309

(2004) (™It 1is unclear, however, whether cell service
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providers maintain records of these registrations.”);
Jen Manso, “Cell-Site Location Data and the Right to
Privacy,” 271 Syracuse Séi. & Tech. L. Rep. 1, 4 {2002}
(“If registfation data were also collected by the
providef and made avéilable”).

Second, the judge applied an incorrect standard
when assessing whether the defendant had an
expectation of privacy. In Smith, the Supreme Court
cautioned against Tan aséumption of ignorance” on the
part of the telephone customer, see Graham, 846 F.
Supp. 2d at 401, by assuming that the user was
familiar with both the technology used andrwith the
fact that the phone company “has facilities for making
permanent records of the numbers that they dial, for
they see a 1isﬁ of their long-distance {(toll) calls on
their monthly bills.”. 442 1.3, at 742: The Court
further explained that, ™[tlhe switching equipmént
that processed those numbers is merely the modern
counterpart of the operator whe, in an earlier day,
personally completed calls for the subscriber.”  Id.
st 744. As in Smith, this assumption should apply to
the cell phone custcmer. Cell towers are simply the
modern counterpart of the technology employed by the
telephone company in Smith. Thus, the appropriate

analysis There is  whether an individual with a
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reasocnable uhderstanding of the technology had an
cbhbiective expeétation of privacy in CSLI.
The answer Lo ihat question; as the nmjority of
. courts have ruled, is no. "See, e.gd., In re:
Application of the United States of America for
gistorical Cell Site Data, 2013 U.S. App. LEXIS 15510
2t *37; United States v. Skinner, 690 F.3d 772, 777
(6th Cir. 2012); Dye, 2011 U.S. Dist. LEXIS 47287 at
*25-26;  Velasguez, 2010 U.S5. Dist. LEXIS 118045 at
*17-18; Benford, 2010 U.S. Dist. LEXIS 29453 at *8;
Suarez-Blanca, 2008 U.S. Dist. LEXIS 111622 at *29-30.
“[A] cell service subscriber, 1like a tTelephone user,
understands that his cell phone must send a signal to
~a nearby gell tower in order to wirelessly connect his
call.” In fe: Application of the United States of
America for Historical Cell Site Data, 2013 U.S5. App.
LEXIS 15510 at  *35; accord In Re Smartphone
Geolocation Data Application, 2013 U.S. Disf. LEXTS.
62605 at *46 (“it is elearly within the knowledge of
cell phone users that their telecommunications
carrier, smartphone manufacturer and others are aware
of the location _of their cell phone at any given
time”); Madison, 2012 U.S. Dist. LEXIS 105527 at *26-
27 (“[C}ell—phone users have knowledge thét when they’

place or receive a calls, they, through their cell
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phones, are transmitting signals to the nearest cell
tower, and, thus, to their communications service
.providers.”). The habit of looking at one’s phone to
see the strength of the signal, illustrated by the now

r

iconic “bars,” demonstrates an understanding by cell
phone users that their «cell phone isg conétantly
accessing, or attempting to access, a service
provider’s'towers even when the phone is not in use.
ILikewige, using a map or weather function on the phone
equally reguires locational data that the user must
provide. Cell Servicerproviders, including Sprint in
its Privacy Policy, also inform customers that they
maintain such location data.®

Further, the defendant’s use of his cell phone
was entirely wvoluntary. He was not “reguirel[d] as a
member of the public to own or carry a phone.” In ré:
Application of the United States of America for

bistorical Cell Site Data, 2013 U.S. App. LEXIS 15510

8 The Sprint Privacy Policy states, in relevant

part: We may collect information about your device
such as the type, version of operating system, signal
strength, whether it is on and how it is functioning,
2s well as information about how you use the device
and services available through it, such as your call
and data usage and history, your location, web sites
you have visited, applications purchased, applications
downloaded or used. http://www.sprint.com/legal/
privacy.html (lLast visited August 7, 2013} {emphasis
added) . '
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at *37. He was not required to “obtain his cell phone
service from a particular service proviaér that keeps
historical cell site records for 1its subscribefs,
either.” Id. at *37-38. He was not required “to make
a call, let alone to make a c¢all at a .specific
location.” Id. at *38. “Because a cell phone user
makes & choice to get a phone, to select a particular
service provider, and to make a call, and because he
wnows that the call conveys cell site informaticn,
[and] thelprovider retains this information . . . he
voluntarily conveys his cell site data each time he
makes a call.” Id. at *39. The defendant is such a
cell phone user. When he voluntarily chose to.use his
cell phone he, like phone users since Smith, assumed
" the risk that his cell service provider could turn
over information obtained through that use. Thus, the

judge’s ruling should be reversed.

2 The Defendant Failed To Demonstrate A
Subjective Or Objective = Expectation Of
Privacy In The Location That CSLI Revealed.

The Supreme Court has never applied the standards
applicable to electronic surveillance cases, see,
e.qg., United States v. Karo, 468 U.s. 705, 714-715
(1984), United States v. Knotts, 460 U.S5. 276, 282
(1983), to cases that dinvolve the disclosure of

business records from a third party through a judicial
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order. See, e.g., Smitn, 442 U.35. at 745-846; Miller,

425 U.S. at 443. Triis 1s true even though such
records, like a pen register, could reveal an
individual’s location. Unlike an electronic

surveillance case, the conduct here invelved only
looking at a record, which was generated solely by the
cell service provider in  its Qrdinary course of
busimess, and was never in the defendant’s possession.
Hence, such records could never Dbe considered
“private” in the sense of ownership. In signing up
and using Sprint’s network the defendant teook the risk
+hat the information he provided them would Dbe
revealed to the government. See Miller, 425 U.5. at
443; acéord Feodoroff} 43 Mass. Bpp. Ct. at 730.
There is simply no reéson, on theée facts, to
distinguish CSLI from any other business recoxd.

Other courts, however, have analyzed whether thé
defendant ‘has a reasonable expectation of privacy in
C3SLI under the Supreme Court electronic survelillance
cases of Knotté and Karo. -In Knotts, the Court
explained that electroﬁic surveillance which reveals
an individual’s public movements does not violate the
Fourth Amendment because “nothing . . . prohibit[s]
the police from augmenting the sensory faculties

hestowed upon them at birth with such enhancements as
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1

science and technology afforded them in this case.”
460 U.S. at 282. In Karo, the Court held that

vlectronic surveillance which reveals an individual’s

Voo

a location not open to visual

i

surveillance,” does, however, violate the Fourth

movements inside

Amendment because it  allows the police to obtain
informatioh “it could not have otherwise obtained
without a warrant.” 4638 U.S. at 714-715.

Among courts to have analyzed CSLI in this way
several have «come To the conclusion fhat the
acguisition of such data does not violate the Fourth
Améndment' because CSLI does not reveal a precise
location. See, e.g., In re Application of the United
States of’America for an Order Directing a Provider of
Electronic Communication Service Lo Disclose Records
fo the Government, 620 F.3d 304, 312-13 (3d Cir.
2010% ; Suarez—Blanca; 2008 U.S. Dist. LEXIS 111622 at
*9-11; In re United States for Order for Prospective
Cell Site Location Info!, 460 F. Supp. Zd at
462 (noting vthat_ if such information could track an
individual into  a “private home then it  might
raise Fourth Amendment concerné)‘- As mnoted here, the
actual CSLI record was never entered into evidence.
Tt was never before the motion judge and is not before

this Court. Therefore, it cannot be said on this
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fecord that the defendant’s Fourth Amendment or art.
14 rights were violated because the CSLI in this
instance reﬁealed any particular location, elther
public or private, Dbecause there 1is no ‘evidence
whatsoever as to what locaticn was éctuallf revealed.
It is the defendant’s burden to prove that he had a
subjective and objective expectation oI privacy. in the
location revealed. He did not meet this burden. TFor
this reasonralone, his motion should have been denied.
Further, in so far as the ‘defendant’s location
was generally revealed by this data, the defendant has
not demonstrated or even asserted, that he had a
reésonable expectation éf privacy in it, see Karo, 468
U.s. at 714, or that he.had a reasonable expectation
+that his location would not be so reveaied. Seea
Knotts, 460 U.S. at 281 (no reasonable expectation of
privacy in his movements from one ?lace to another);
Katz, 388 U.3. at 361 (an individual has no
expectation of privacy in what is revealed to the
public) . Notably, his affidavit did not include any
assertion about the cell records revealing a location
in which he enjoved an expectation of privacy (CA.11}.
For that reason too, his motion should have been

denied.
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The Supreme Court recently  revisited the .

constitutionality of electronic surveillance in Jones,
when it .considered whether the installation of a GPS3
device on the defendant’s car and the subsequent use
of the device .to monitor the vehicle’s movements
constituted an unreasonable séarch. 132 S. Ct. at
949-950. Holding that it did, the Court’s ruling
rested on the fact that the government’s installation
- of fhe CPS device on the suspect’s car constituted a
trespass. | Td. The Court reasoned that, Y[tlhe

governmentc physically  occupied private property ‘for

the purpose of obtaining information” and as a result,

these actions constituted a sgarch within the meaning
of the Fourth Amendment. Id. For that reascon the
Court did not engage in the familiar Katz analysis and
ask whether the defendant had an expectation of
privacy in his location because the installation of
the GPS3 invelved a physical f{respass, which
necessarily violated fﬁe defendant’s right to privacy
_in his car. Id. at 952. The Court explained further,
however, ‘that electronic surveillance without such a
trespass would still be subject to the Katz analysis
but reserved for another day the question of whether

long-term electronic surveillance that does not
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invelve a trespass would viclate the Fourth Amendment.
Id. at 954-955. |

"This Court, in Rousseau, recently considered
under art. 14, whether é passenger, who had no
pPCSSEessory interegt in the car, had standing to
challenge the installation of a GPS and the electronic
surveillance of that car. 465 Mass. 382. The issue
framed by this Court was not, as it had-béen by the
Supreme Court in Knotts and Karo, whether the
defendant had a reascnable expectation of privacy in
the location that was revealed Dy the electronic
surveillance but rather whether the defendant had a
reasonable expectation of privacy in not being so
surveilled. Td. at 382 (ccurt must decide “whether,
aven in the absence of & property interest, The
government’s contemporaneous monitoring of one’ s
comings and goings in public places invades one’s
reasonable expectation of privacy.”). Answering that
question under the traditional Katz formulation, this
Court held “that under art. 14, a person may
reasonably éxpect not to be subjected to extended GPS
electronic surveillancelby the government, targeted at
his wmovements, without Jjudicial oversight and the

showing of probable cause.” Id.
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Applying the holding of Rousseau toO the facts of
+he case at bar it becomes clear that the acquisition
cof CSLI through a. 2703(d) order does not violate art.
14. First, the holding in Rousseau specifically
contemplates whether an individual had. an expectation
of privacy to not be electronically surveilled by GPS.
See id. .(asks whether an individual “may reasonably
expect not to be rsubjected.to extended GPS electronic
surveillance”). That means Uthe iésue to be decided
here is whether an individual may reasonably expect
that his «cell phone records, which detail where his
cell phone connected within the cell network and were
compil‘ed' and kept by his cell service prbvider, would
not be disclosed. Az discussed above, the defendant
had no such expectation.

The holding in Rousseau also instructs that the
clectronic surveillance has Lo -be by the gdvernment,
targeted at the defendant’s movements, and not subject
to Jjudicial oversight. Here, the surveillance was
neither conducted by the government nor specifically
targeted at the defendant’s movements. Sprint
collegts this type of data in its normal course of
business. Ccell service providers generally do so for
businesrs purposeé such as improving cell reception and

service and determining roaming charges. See In re
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Application of the U.S. for an Order Directing a
Provider of Elec. Commc’n Serv. To Disclose Recoids to
the Govft, 534 F. Supp. 2d at 590. Those purposes
have nothing to do with tracking an individual’s
movemants or location.

| Importantly, the search was subject to judicial
oversight. “ T+ ig well known that art. 14 was
adopted to prohibit the abuse of official power
brought about by two deviceslwhich the British Crown-
used 1in the colonies:  the general warrants and the
writs of assiétance,’” which allowed the government Lo
search with almost unlimited discretion. Commonwealth
v. Valerio, 449 Mass. 562, 566 (2007) (quoting Jenkins
&. Chief Justice of the Dist. Court Dep't, 416 Maés.
221, 229 (1993)). Here, however, the situation
presented 1is mnot the typical “warrantless” search.
Prior to obtaining these records the government had to
apply for a 2703(d) order, which laid out “specific
and articulable facts showing - that there are:
reasonable grounds to believe that . . . the records
or other material sought, are relevant to an bngoing'
criminal investigation.” 18 U.s.c. § 2703(dy. After
doing so, a jﬁdge issued thé order and the government
served it upon the cell serviée provider, who then

complied with the order and sent the historic CSLI
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record to the government. That process is different
than the ﬁolice entering an inaividual’s home without
a warrant and searching it or physically placing a
device on a car and tracking it in real time. It
cannot be said then that thié type of search was
undefined and limitless, the very vice art. 14 was
designed to prevent. See Commonwealth V. Balicki} 436
‘Mass. 1, 8 (2002).

Additionally, it was also an error for the judge
to rule that “the duration of the monitoring is
irrelevant” (CA.125}. In Jones, Justice Alito, in a
concurrence ‘joined by Justices Kagaﬂ, Breyer, and
Ginsburg, stated that short-term monitoring of an’
individual’s movements on public streets “accords with
expectations of privacy  that our soclety  has
recognized as reasonable.” Id. at 964 {Alito, J.,
concurring) . However, longer term GPS monitoring
“impinges on expectations of privacy.” Id. Likewise,
in Rousseau, this Court notéd that while not necessary
te “decide how broadly such an expectation might reach
and to what extent it may be protected,” under art.
14, the fact that the police monitored the defendant
over a thirty day period was sufficient to establish
an expectation of privacy. 465 Mass. at 382. Both

" decisions inform that contrary to the judge’s ruling
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the length of surveillance is important to the
expectation of privacy analysis.

Here, the Commonwealth was authorized to cbtain
historic CSLI for the period of August 24, 2004
through September 7, 2004. Unliike the data generated
from a GPS . tracking device that is planted on a
vehicle, historic CSLI does not invelve ongoing, real-
time monitering. Historic CSLI is simply information -
regarding past events that is collected and recorded
by a third party cell service provider, and in turn,
obtained by the government after the fact. It does
not  involve  the real-time monitoring of  the
defendant’s movements from location to location that
this Court and Justice Alito was concerned with.

| A number of federal courts have also held that an
individﬁal has a Fourth Amendment privacy interest in
rhe contents of CSLI because of the long-term nature
of the surveillance. See, e.g., In the Matter of an
Application of the United States of American for an
order Authorizing Release of Historical Cell-Site
Information, 809 F. Supp. 2d at 114 (requesting CSLI
for a 113 day period); In Re Application of the United
Srates of America for Historical Cell Cite Data, 747
F. Supp. 2d at 828 (requestiﬁg CsLI for a 60 day

period); In the Matler of an Application of the United
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States of America for an Order Authorizing the Release
of Historical Cell-Site Inférmation, 736 F. Supp. 2d
at 579 {reéuesting CSLI for a two month period).

These cages, however, rely upcn an analytical
approach articulated by the Court of Appeals for the
District. of Columbia Circuit in United States v.
Maynard, 615 F.3d 544 (D.C. Cir. 2010). lIn Maynard,
the court held that an individual has a legitimate
privacy interest in cell site location information
that is cumulative.® 615 F.3d at 555-68. Under this
theory, an individual who ordinarily would not have a
reasopable expectation of privacy éver his location
while making & specific trip would have a reasonable
expectation of privacy in the totality of his
movements over a long period of time. Id.

Under the present facts, the Maynard cumulative
CSLI approach does not apply because the CSLI obtained
does not cover the long term time frames that were at
issue in the cases cited above. The federal cases
listed are limited to their facts. Had the CSLI
acquired by the government in the above c¢ases heen

1imited to the short time period at issue here, the

% cumulative cell site location information is that
which is obtained by. way of continual or long-term
surveillance of an individual’s CSLI. See Maynard, 615

F.3d at 555-68.
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reasoning of the cases suggests that the outcomes
would have been different. Moreover, the court in
Maynard specifically noted that “[plrolonged
surveillance reveals types of information not revealed
. by short-term surveillance, such aé what a person does
repeatedly, what he dces not do, and what he  does
ensemble. This type of information can each reveal
more about a person than does any individual trip
viewed in isclation.” 615 F.3d at 5el. Such
informaticon was simply not obtained here.

Finally, the Fourth Amendment and art. 14 need to
strike “a balance between the individual citizen’s
interest in conducting certain affairs in private and
the general public’s interest in subjecting possible
criminal activity to intensive investigation.”
Reporters Committee for Freedom of Fress v. American
Tel. & Tel. Co., 593 F.2d 1030, 1042-1043 (D.C. Cir.
1978) . To meet this end, 1t “securles] for each
individual a private enclave a ‘zone’ bounded by the
individual’s own expectations of privacy.” Id. at
1043. of course, in normal life an individual-ﬁmust
‘wiransact with other people” and in doing so leaves
pehind evidence of his activities. Id. “To  the
extent that an Individual knowingly expéses his

acﬁivities to third parties, he surrenders Fourth
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Amendment protections, and, if the Government isg
subsequehtly called upon to investigate his activities
for possible viclations of the law, 1s free to seek
ouf those third parties, to inspect thelr récords, and
to probe their recollections for evideﬁce/’ Id. In
that way, “the Fourth Amendment carries with it both a
promise and a warning?" Id. It promises a zone of
privacy “shielded from unwarranted investigative
‘scrutiny.” Id. Yet, it alsc warns “each individual
that, once he projects his activities beyond this
private enclave, the Government 1is free to scrutinize
them for law enforceﬁent purpose.” Id.

Thué, where the defendant has not shown that the
surveillance in this instance intruded iﬁto a private
zone or mapped out his movements To an invasive degree
the acéuisition of CSLI through a court order simply
did not violéte the Fourth Amendment or art. 14. For

this reason, the judge’s order must be reversed.

TTT. ALTERNATIVELY, THE EXCLUSIONARY RULE SHOULD NOT
APPLY BECAUSE THE GOVERNMENT DID NOT GAIN ACCESS
TO THIS INFORMATION THROUGH ANY MISCONDUCT.

The motion judge also erred because, even if the
defendant demonstrated a reasonable éxpectation of
privacy in CSLI, the exclusionary rule should not
apply.- The general rule is that evidence is to be

excluded if it is found to be the ‘fruit’ of a police
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officer’'s unlawful actions.” Commonwealth v. Balicki,
436 Mass. 1, 15 (2002) (citing Wong Sun v. United
States, 371 U.S. 471, 484 (1963)). “[Elxclusion ‘has
always been [the Court’sj last resort, not [the
Court’s] first impulse.”” Herring v. United States,
555 ©U.S. 135, 142 (2009) (guoting Hudson V. Michigan,
547 U.S. 586, 591 (2008)). “"The decision whether to
exclude suéh evidence should properly turn on: (1) the
degree to  which the wviolation  undermined  the
principles underlying the governing rule of law, and
(2) the extent to which exclusion will tend toldeter
such violations from being repeated in the future.”
Commonwealth v. Sbordone, 424 Mass. _802, 809-310

(1997} (citing Commonwealth v..Gomes, 408 Mass. 43, 46

(1950)) . The target of the exclusionary rule is
police misconduct. See Commonwealth v. Brandwein, 435
Mass. 623, 632 (2002). “[Ulnless there is either

police misconduct, or police instigation of misconduct
by a private party, there is no ‘poisonous tree’ that
can taint subsequent police investigation. Id. at
633.

Here, Lthere was no police misconduct. M Aln
- assessment of the flagrancy of the police misconduct
constitutes an impo:tant step in the calculus’ of

applying the exclusionary rule.” Herring, 555 U.S. at
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143‘(quoting United Statéslv. Leon, 468 U.Ss. 897, 0911
(1984)) . ““[R]vidence should be suppressed ‘only 1if it
can be said that the law enforcement officer had
knbwledge, or may properly be chargéd with knowledge,
that the search was unconstitutional under the Fourth
nmendment.’” Illinois v. Krull, 480 U.S. 340, 348-349
£1987) (quoting United States V. Peltief, 422 U.S.
531, 542 (1975)) . Here; there was no violation of the
law. The law regarding Fourth Amendment and art. 14
protections for historical CSLI is in flux. To  this
date, neither our Asupreme Judicial Court nor the
United States‘Supreme Court has directly addressed the
issue. Certainly, in 2004, when the 2703(d) order was
obfained in this case, no court or law stated that a
search warrant, was required to obtain historic CSLI.
The officers in this case did not undermine the
governing rale of law but rather, acted in accordance
with the Statutory scheme that was 1in place then and
now. The officers followed the legal pfocess in order
to obtain the infermation they scught.

Second; erxclusion of this evidence will not déter
viclations from being'repeated in the future. There
is no evidence here that investigators engaged in
conduct designed to avoid having te obtain a warrént.

To the contrary, the officers followed the statutory
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scheme when they obtained the order. Seae Krull,'480
J.s. at 349-350 (“Unless a statute is clearly
unconstitutional, an officer cannot be. expected to
question the Judgment of the legislature that passed
the law.”) The Stored Communications AcCt, in place
since 1986, cannot reasonably be said to be of the
sort that is clearly unconstitutional on its face.
Here, the records were sought in full conformity with
the statute, subject to prior judicial oversight. No
deterrent effect would flow from the exciusion of this
evidenée, as the officers acted within the parameters
of the law.

Additionall?, contrary to the judge’é finding,
(CA1116),‘ the Commonwealth argued that, while not
required, the affidavit submitted to the court with
the application for a 2703({d} order established
probable  cause 1O believe that CSLI  from  the
defendant’s cell phone would furnish evidence relative
to the investigation intc the disappearance of Julaine
Jules (CA.57). Troopei' McCauley’s affidavit stated

that
Jules disappeared on August 24, 2004 and was
reported missing by her father on August 25,
5004. She was last seen at Circles, located
at 300 Congress Street in Boston, where she
was employed as a credit card concierge. At
approximately 12:20. AM on August 25, Jules’
vehicle was found burning on the
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Maiden/Revere  line. Jules’ body  was
discovered on September 18, 2004 when it
appeared, wrapped ' in plastic, on  the
Cambridge side of the Charles River. An
investigation into Jules’ death  revealed
that Jules had twc boyfriends —one of which
was the defendant. The weekend preceding
Jules’ disappearance, on August 21-22, the
other Dboyfriend ~was visiting Jules in
Boston.

The defendant was interviewed Dby Trooper
McCauley and her partner, Pi Heseltine on
August 28, 2004. The defendant admitted to
having his cousin, Melissa Mitchell, contact
Jules and -contact a rouse in order to lure
Jules to the defendant’s residence on the
date of Jules’ disappearance. As the
troopers began to guesticn the defendant
about whether he would -appear on any
surveillance tape . near where Jules
disappeared, he began to cry and moan. A
subsequent interview with Mitchell revealed
informaticn that the defendant contacted
Mitchell on August 25, 2004 and reported
that Jules had come to his residence and
" that she was a little upset, but that
overall things went well. Mitchell also
informed the troopers that on August 26,
2004, the defendant contradicted himself and
told Mitchell that he actually had not seen
Jules on August 24. Troopers McCauley and
Haseltine had an opportunity to examine the
phone records of both Jules and the
defendant, and it was their belief, based on
their training, that the historic CLSI would
show the general location -of both Jules and
the defendant during the night of August 24,
2004 and early morning of August 25, 2004.

(CA.57). These facts sufficiently set forth probabie

cause to _believe rthat ©CSLI would reveal information
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relative +to the murder investigation. Because of
that, the exclusionary rule should not apply.

Finally, the “ultimate touchstone” of the Fourth
Amendment and art. 14 is reasonableness. Commonwealth
.  Entwistle, 463 Mass. 205, 213 (2012); accord
Commonwealth v. Townsend, 453 Mass. 413, 425 (2009).
Here, the pclice acted reasonably. They applied for a
court order to obtain a busiﬁess record from a cell
service provider under 2703{(d) because in 2004, there
was 1o Massachusetts statute or case that said
ctherwise. Though a 2703(d) ordei need only be
supported by an affidavit that establishes “specific.
and articulable facts,” the police provided an
affidavit that established probable cause tO believe
that CSLI would reveal evidence relative to the murder
investigation.‘ Not only did the officers follow the
statutory scheme, but because the affidavit met the
probable cause standard required for a search warrant,
a search warrant would have issued had the
Commonwealth sought one. Accordingly, as the very
purpose of the exclusicnary rule is not served by the
suppression in this instance, the Jjudge erred 1in
ruling that it should apply. Thus, her order should

be reversed.
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CONCLUSION

For the foregoing reasons, the Commonwealth
respectfully requests that this Honorable Court
reserve the allowance of the defendant’'s motion to

suppress.
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