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Congress shall make no law
respecting an establishment of
religion, or prohibiting the free
exercise thereof; or abridging the
freedom of speech, or of the press;
or the right of the people peaceably
to assemble, and to petition the
Government for a redress of
grievances.

The First Amendment to the U.S. Constitution

The liberty of the press is essential to
the security of freedom in a state: it
ought not, therefore, to be restrained in
this commonwealth. The right of free
speech shall not be abridged.

Article 16 of the Massachusetts Declaration of Rights



Policing Dissent: Police Surveillance of Lawful Pelitical Activity in Boston 1

. OVERVIEW

The Boston Police Department (BPD) and its fusion spying center, the Boston Regional Intel] ligenee

o

Center (BRIC), have for years been tracking and ereating criminal “intelligence reports” on the lawful

¢
political activity of peace groups and local leaders, including a former Boston City Councilor and the late
Boston University Professor Howard Zinn, according to documents obtained by the ACLU of Massachusetts
and the National Lawvers Guild, Massachusetts Chapter (NLG). Officers monitor demonstrations, track the
beliefs and internal dynamics ol activist groups, and document this information with misleading criminal
labels in scarchable and possibly widely-shared clectronic reports. This collection and retention of data
regarding people’s constitutionally protected speech and beliefs — with no link to terrorism or a crime —
violates federal privacy regulations and the BRIC’s own privacy policies.

Documents and video surveillance tapes obtained by the ACLU and the NLG — after suing for
access on behalf of six groups and four activists’ — show that officers assigned to the BRIC are collecting
and keeping information about ¢ onstitutionally protected speech and political activity. The documents
provide the public with its first glimpse into the political surveillance practices of the Boston Police
Department. They show that police officers assigned to the BRIC create and retain “intelligence reports”
detailing purcly non-criminal political acts — such as handing out flyers and attending anti-war rallies — by
well-known peace groups, including Veterans for Peace, Stop the Wars Coalition and CodePink. The

g

videotapes, which include hours of footauc of peacetul protests, confirm that police are often watching

when members of the public speak their minds.

These revelations come on the heels of a report by a bipartisan US Senate subcommittee, which
found that the federal government’s work with state and local fusion centers — among them the BRIC —
“has not produced useful intelligence to support Federal counterterrorism efforts.” “Fusion centers” were
created in the aftermath of 9/11, ostensibly so the federal government could “share terrorism-related
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was created in 2005 as “a way to further integrate the intelligence capabilitics of Boston, local, state and

> Sinee then, it has received millions of dollars in foderal funding and

federal law enforcement partners)

operated entirely absent independent public oversight or accountability. ©
According to the Senate subcommittee report released earlier this month, the lack of accountability

at fusion centers nationwide has translated into poor results: the report found that the millions of dollars

poured into centers like the BRIC have failed to uncover a single terrorist plot. 7 Instead, fusion centers have

“forwarded ‘intelligence’ of uneven quality —— often times shoddy, rarely timely, sometimes endangering

citizens’ civil liberties and Privacy Act protections, occasionally taken from already-published public
sources, and more often than not unrelated to terrorism % When they were related to terrorism,
intelligence reports produced by fusion centers “duplicated a faster, more efficient i nformation-sharing
process already in place between local police and the FBI-led Terrorist Screening Center”? One
Department of Homeland Security (DHS) official told investigators that fusion centers produce “a lot of . .
predominately useless information,” and at times, said another, “a bunch of crap.”i

That shoddy intelligence gathering does not just waste taxpayer money. It undermines our most
cherished democratic values and at times vielates the law. The Code of Federal Regulations provides that
federally-funded surveillance projects may colleet and maintain information on individuals “only if there is
reasonable suspicion that the individual is involved in eriminal conduct or activity and the information is
relevant to that criminal conduct or activity." The regulations also state that surveillance teams “shall not
collect or maintain eriminal intelligence information about the political, religious or social views,

associations, or activities of any individual or any group . . . unless such information directly relates to

> Boston Police Department, 2005 Annual Report, at 9, According to the BPDs 2005 Annual Repory, the BRIC's membership

expanded within its first year to include “the MA State Police, the MA Transit Police, the MA Department of Correction, the

Suffolk County Sherift’s Olfice and the Brookline and Cambridge Police Deparuments” as well as a private sector laison with the

business community. It later grew 1o include Chelsea and Revere and a daily telephone call with nine cities and towns in what is

known as the Urban Areas Security Initiative.
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criminal conduct or activity and there is reasonable suspicion that the subject of the information is or may be

involved in oriminal conduct or activity”? The BRICs own puk also released at the request of the

ACLU and NLG, expressly include the same mandate — to investigate crimes rather than speech,

Those rules are vitally important because they areate a dividing line between the permissible
investigation of crimes and the impermissible investigation of people based on their ideas and beliefs. As the
Senate subcommittee report on fusion centers explained, monitoring ordinary people is a “sensitive task”
that can interfere with “individualy’ rights (o associate, worship, speak, and protest without being spied on
by their own government.”* The records we received from the BPD show that officers at the BRIC are not

managing that “sensitive task” appropriately.

The documents show that surveillance officers from the BRIC, local and state police, and the FBI

have worked together to monitor and record the non-criminal activities of Boston-arca peace groups and

activists, Officers created and retained electronic “intellioence reports” on groups and individuals where
£ g

there is no demonstrated link to erime or terrorism. The BRIC files list the non-violent actions of peace
groups and activists under the heading “Criminal Act,” with labels such as “Extremists,” “Civil Disturbance”
and “HomeSece-Domestic” in reports that track groups and people who are not engaged in crime but are

merely exereising their constitutional right to peacetul dissent.

In one “intelligence report,” officers deseribe plans for a talk on March 23, 2007 at the Central
Congregational Church in Jamaica Plain, writing that “this engagement was arranged by Boston City
Councilor Felix Arrovo [Sr.]"The report notes that a “BU professor emeritus/activist” — it was the late
Howard Zinn, although his name is blacked out in the document — and Cindy Sheehan, a member of Gold
Star Families for Peace whose son was killed in Iraq, “will be speaking at the March 24 demonstration.”
Although nothing in the report suggests even a fleeting connection to criminal activity, it nonetheless labels
the March 23™ presentation and subsequent anti-war rally as a “Criminal Act” with the sub-heading “Groups-
Extremists,” and creates searchable links to the individuals and peace groups discussed therein,

Worse still, the BPDs inappropriate intelligence collection about peaceful activists in the City of
Boston may contribute to improper stovage of information about them at the federal level. The documents

received from the Boston Police Department provide evidence that local officers and federal law
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enforcement agents exchange information about Boston arca activists. (That information sharing is
unsurprising given that facilitating information sharing among ditferent levels of government is part of the

BRICs mission.) One report refers to an FBI source who provided information to the Boston police on

protesters’ plans to “pass out fliers promoting their cause.” The documents also deseribe communications

between municipal police departments concerning First Amendment expression, Another report references

a phone call between officers Irom BRIC and the Metro DC Intelligence Section during which the officials
discuss how many activists from the Northeast attended a Washington, DC peace rally.

Due to the secretive nature of the BRICs operations, we don't know precisely how Boston Police
“intelligence reports” are shared with outside entitics. We know that the BRIC is involved in several
federally-managed reporting schemes, including the Suspicious Activity Reporting Initiative' and
Homeland Intelligence Reports, ' but we don’t know what other means the Center has at its disposal to
transfer information from local officers to shared government or private databases.

We therefore cannot easily trace the way “intelligence reports” like those describing our clients’
First Amendment activity move through “intelligence” databases. Even i we had access to a complete list of
those databases and information sharing systems, it may remain impossible to determine exactly where
information generated at the BRIC ends up because the systems are difficult to audit. Therefore, erroncous
information filed in reports crafted in Boston could find its way into untold numbers of further reports in
departments and agencies nationwide. Tt is difficult to imagine a mechanism that could reel in errorsina
locally-gencrated report because that report could end up in a police database 3,000 miles away, simply at
the click of a button, Exacerbating the problem, the BRIC does not possess appropriate accountability
mechanisms that would ensure the purging of inaccuracies or outdated information in its own files. /7

That lack of functional oversight has resulted in predictable abuse, the released records show. While
BRIC guidelines state that officers may create “interim reports” about an anticipated event or incident with

potential for eriminal conduct, they further require the destruction of those interim reports within 90 days

it no criminal conduct occurs,

Ly

Nevertheless, in response to our lawsuit, the BRIC produced “inteflivence reports” that did not

reference any criminal activity dating back as far as 2007 These reports were retained for years when they
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that abuse occurs absent appropriate oversight and accountability, Had the ACLU and the National Lawvyers
Guild not sued to recover these documents, the public — and perhaps even the BRIC —— mav never have
known these files were retained in violation of the department’s guidelines.

shouldn’t have

bl

The BRIC admits that these “intelligence reports” were kept for too long, But they
been written in the first place. The lack of effective oversight and accountability with regard to the BRICs
surveillance operations created an environment in which there was no meaningful check on the monitoring
that led officers to create the unlawful reports about our clients.

These abuses demonstrate what can happen when policing procedures are shrouded in seereey, It

scems clear that despite having implemented rules designed to prevent abuses, the BRIC cannot effectively
police itself. We are unaware of any officers facing discipline for violating the BRIC's own policies and
putting our clients — and other innocent people — at risk of continued government surveillance or worse
forms of harassment.

Political spyin g absent a nexus to criminal activity undermines effective law enforcement by wasting
scarce tax dollars. The City of Boston faces real threats to public safety and shouldn’t waste precious police
resources investigating peace rallies. The Senate subcommittee report on fusion centers found that DHS may
have allocated over a billion dollars towards the construction of offices like the BRIC nationwide. Its
investigation also found that the states spent four times what the federal government contributed towards
the development of these “fusion centers.” Scarce police resources would be better allocated towards
building community trust and solving actual crimes than intimidating and harassing petitioners for ati)angc in
government policy.

When law enforcement officers start investigating protected ideas rather than crimes, they threaten
our right to free expression and assembly protected by the First Amendment to the Constitution and Article

16 of the Massachusetts Declaration of Rights. The unchecked political surveillance our lawsuit uncovered

undermines our core valies by chilling the specch of people who wish to participate in our democracy,

which is a Taudable exerdise that our government should encourage and promote. It would weasken the First
€ £ i

Amendment il would-be speakers were to remain silent out of fear that they would be falsely labeled an

“Extremist” or potential threat in a secret government database. Upon learning that the police had

ol

»f them should have b

s Inal

- ter the ACLLL

TR i‘) iz ;

rged from the Department’s

ey

nal s

the Departme tware provented thi  oecurTing.

databas

error has since been corrent ing aud accountabili

BRIC continues 1o keep interim reports longer than 90 days.



b

inteiligence liles containing information about him, onc of our clients, peace activist Richard Colbath-Hess,
said, “People are scared. | If the police are monitoring us, who wants to take a risk?”
The organizations and individuals involved in the lawsuit against the Boston Police Department

release these records to shine a light on counterproductive surveillance practices in our city. We call on the

Boston Police Department to cease its political surveillance operations. The BRICs political surveillance
constitutes both a waste of public resources and a threat to our democracy. Rapidly advancing technologies
enable government databases to log, store and share information —— including false information — about
people accused of no crime. Massachusetts should lead the nation and implement binding accountability,
transparency and oversight mechanisms to ensure that police practices remain firmly within the confines of

the law and the Constitution.

There 1s noroom in a dcm()cmcy for the policing of dissent.

l. DOCUMENTS AND FINDINGS

A police presence is commonplace at political rallies and events, where officers are called on to
keep order, help marchers get through the Boston streets and ensure public safety. Documents released by
the BPD reveal that, in at least three ways, police now do much more than that.

First, officers actively monitor and videotape events and demonstrations, retaining the footage, and

writing the “intelligence reports” on peaceful protesters. Second, officers investigate the beliefs and

cominunications of peaceful demonstrators, giving them labels like “extremists” even when the officers

could not plausibly suspect them of any crime. Third, the BPD and the BRIC improperly retained this

information for years, even though it never should have been collected.

A. The documents reveal that police surveillance teams have been monitoring and
tracking Boston activists for years.
-

ieos taped at public demonstrations and “intelligence reports” written by offic

&

s assigned to the

BRIC

ow pervasive monitoring of peaceful demonstrations. Nine out of the 13 reports obtained by the
ACLU and NLG discuss only political activity, never mentioning criminal or even potentially criminal acts;

two relerence non-violent civil disobedience. Nonetheless, all of the reports include the category “Criminal

Act” and use labels such as “Extremist,” “Civil Disturbance” or “HomSee-Domestic”
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hired a Disproportionate Minority Contact Reduction
Specialist to educate others about the overrepresentation of

youth of color; increased the compensation of and ¢ ning
opportunities for attorneys who represent indigent zoi?
funded an alternative-to-detention pilot p

I. INTRODUCTION AND EXECUTIVE SUMMARY

roject  in

Dorchester to supervise children who would have heen

detained if such supervision had not been available: and

&

The United States Constitut dates that state | " began to work with the Juvenile Detention Alternat]
1e United States Constitution mandates that state juvenile o
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w e systems 1re e E,. y stiva m,,: chraren .gco. Vi alternatives to detention in Boston and Worcester,
regardless of their race or national origin. Systems in which

outh of color are overrepresented are often viewed as fail-
J\ vlerare epre ~ - * :w Altheugh the number of youth detained and commitied
ing 1o adhere to this mandate. That perception not only )

decreased, the extent to which youth of color are dispropor-

tionately confined did not.  In 2007, minority youth were

undermines public confidence in the system's fairness but
also impedes the system’s ability to work with the families

, overrepresented in the Oo:ijc?é%:r.& detention and cor-
and children who need its help.

rectional {treatment] fac
had been in 1998,
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For each of the last ten years, minority youth have account-
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have been stymied by a lack of dats. Many
est stati
gate that data by
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tracks the filing of delinquency complaints and youthful

Juvenile Justice and Delinguency Prevention Act requires

i offender indictrents and requests for jury trials, Although
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and detention after arraignment but prior to a formal adju-
dication of delingquency.

We selected arrest to determine whethar the disproportion-
ate confinemant of youth of color resulted from the dispro-
portionate arrest of youth of color, Some inner-city public
schools with a significant number of minority students rely
heavily on the juvenile justice system to address school dis-
ciplinary problems. in 2006, for example, 82% of the stu-
dents enrolled in Springfield’s public schools were youth of
color. During the same year, a reportad 40% of all juvenile
arrests in that city were made by the police officers
assigned to patrol the schools. Alack of reliable state-wide

juvenile arrest data, however, ultimately forced us to aban-

don arrest.

We chose detention because Massachusetts had one of the
higher rates of securs pre-adjudication detention in the
nation. In 2003, the most recent year for which nationwide
data is available, the rate al which Massachusetts commit-
ted youth to DYS after an adjudication of delinguency was
significantly below the national average. Yet the rate at
which it detained youth prior to a determination of guilt or
innocence was above the national sverage. Eight states
committed youth at a lower rate than Massachusetts, but 33
states detained youth at a lower rate,

In addition, available data indicated that Massachusetts’ pre-
adjudication detention practices were at odds with its own
b
bail statute presumes that all youth charged with delinquent

I statute and national and international standards. The

behavier shall rernain in the custody of a parent or guardian

prior to adjudication. 1t imits the use of secure detention to

those youth who are at high risk of flight or have been
deernerd dangers to their community after an evidentiary

hearing. National and international standards recommend
that the use of secure detention be similarty limited.

A large percentage of the detained by

Massachusetts, howaver, did not appear to he flight risks or

dangerous. In 2006, for example, 45% of the 5438 youth
detained had been charged with misdemeanors, There was
no publicly available evidence that any of these children had
histories of failing to appear or were the subject of "danger-
ousness” hearings. In fact, at least 80% of all detained
youth were released into their communities once their

cases were resolved.

To examine detention practices, we obtained hundreds of
documents on the demographics of detained youth from
DYS, the state agency that administers or oversees the
administration of all juvenile detention facilities. In addition,
we interviewed over 100 state officials, justices, prosecutors,
defense attorneys and advocates by telephone and in-person
in 7 different locations throughout the Commonwealth. The
Massachusetts Office of the Commissioner of Probation was

the single state agency that refused to permit regional and

local employees to speak to us.
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[. EXECUTIVE SUMMARY

On October 23, 2007, a 14-year-old ée:sg at the Kennady Middie Schaoolin Snr;ﬂfzf?ei{é Massachusetts
was arrested after he refused to walk with a teacher to her office and instead returned to his class-
room. According to the police report, he yelled at the teacher, bounced a basketbgéé in a school hall-
way, failed to respond to a police m‘%s er's request to go with the teacher and slammed his classroom
door shut. He was subsequently taken into police custody, handcuffed, transported to the i ice
station and charged with "disturbing a lawful assembly.”

This incident illustrates a matter of growing concern to educators, parents and advocates: the extent
to which the permanent on-site presence of police officers in public schools results in the erimi-
nalization of disruptive behavior. While other research has focused on zero-tolerance policies and
the overuse of out-of-school suspension and expulsion as significant factors in feeding the “School-
to-Prison Pipeline,” this report focuses on the additional problem of arrest, in particular the use
of arrest to address behavior that would likely be handled in the school by school staff if not for the
presence of on-site officers.

While some school districts use on-site officers to apprehend students who pose a real and imme-
diate threat to the physical safety of those around them, others predominantly use these officers to
enforce their code of student conduct. In such districts, officers are encouraged to arrest, in many
cases using public order offenses as a justification, students who are unruly, disrespectful, use
orofanity, or show “attitude.”

Schools have every right to hold disruptive youth accou*ﬁa%} for their actions. However, criminaliz-
ing those actions and diverting kids away from school and into the juvenile or adult? criminal justice

system are harmful to everyone. Students who are arresied at school are three times more likely
to drop out than those who are not.” Students who drop out are eight times more likely to end up in
the criminal justice system than those who remain in school and graduate,* and ai‘ cost of housing,
feeding and caring for prison inmates is nearly three times that of educating public school students.®
Using police officers to maintain order and address student behavior is also costly, and an | *n;ara;f—
dent use of taxpayer dollars in these difficult economic times. Evidence-based school disciplina

ams that are designed to improve overall school climate, and that can be i g*gs;:nemwiﬂ{ﬁ E};f

1

i
eachers and administrators, are not only cheaper but more effective at keeping schools
ssjeriy Among other things, guzh programs train teachers on how best to manage their f;iagﬁm&m
o more accurately identify those students who may need additional

f

rry
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o
A «©x

and permit schools fo

and services or a different type of educational program to function in the classroom.
In this report, the Racial Justice Program of the American Civil Lib
Sfepa tment and the American Civil Liberties Union of Massach: mm‘{étg {co esié;géy, th
in partnership with Citizens for Juvenile Justice, examine the rate at which Massachusetts’ three
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:

targest school districts—Boston, Springfield and Worcester—arrest students for public order
ffenses that occur at school during the school day and the extent to which school-based policing
influences arrest rates.

While police and school officials in the three districts were not particularly receptive to this inquiry
linitially refusing to provide the information or denying that it existed, and then demanding ?‘gﬂ of
thousands of dollars to produce it} we eventually obtained sufficient information from the 2007-08,
2008-09 and 2009-10 school years to conclude the following:

° Inallthreedistricts, there were numerous arrests at school during the school day [ “school-
based arrests”] based on misbehavior that could have been addressed more appropri-
ately by teachers and school staff, and with significantly less harm to students. These
arrests were often justified using catch-all public order offenses [such as “disturbing a law-
ful assembly”).

¢ While all three districts appear to overuse “public order” offenses as a justification for
arrests, Springfield had significantly more such arrests than Boston or Worcester, as wall
as a much higher overall arrest rate than either of the other two districts. Although the
number of public order arrests fell during the three years covered by our study, they fell the
least in Springfield and remain unacceptably high.

¢ While there are undoubtedly many reasons why there are more public order arrests in
Springfield than in Boston or Worcester, it appears that the manner in which Springfield
deploys police officers in its public schools is a contributing factor. Springfield is the only
district that has armed, uniformed police officers from the local police department stationed
selected schools for the entire duration of the school day. These officers report to the Chief
of the Springfield Police Department, not the Springfield school district. Although Boston
has officers stationed in selected schools, these officers are employed by the Boston Public
Schools, are answerable to the Public Schools” superintendent, and are unarmed. Worcester
does not have any officers with arresting authority permanently stationed in its schools.

*  Youth of color were disproportionately affected by the pelicing practices in all three dis-
tricts. This disproportionality was gf@ategi in Boston. Although African-American students
accounted for approximately one-third of Boston's student body during the 2008-09 and 2009-
10 school years, two-thirds of all Boston arrests during that period were of African-American
students. Seventy percent of those arrested for public order offenses were African-American.

*  Youth with behavioral and lsarning disabilities were é%@mgsﬁ%a%%%@i@g affected by ths
policing practices in Boston and Springfield. The schools with the highest rates of arrest
{arrests per 1000 students] in these districts were schools for S?Gdé?tﬁ with diagnosed learn-
ing and behavioral disabilities, raising serious questions about the manner in which these

s

schools are administered.
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Supreme Court rules for ACLU client Edie
Windsor’s challenge to “Defense of Marriage Act”
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State Supreme Judicial Court limits GPStracklng
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Protecting your privacy

your privacy and how

Take action online
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Work in the Legislature
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enforcement. They include safeguards against
cironic commun
Ains cking where drive
clear linrits on police surveillance of coustitutionally
protected political and religious expression, and regula-
tion of now completely nnregulated domestic drones.
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FROM THE EXECUTIVE DIRECTOR

The ACLU: On the barricades of history
By Carol Rose
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RCELEBRATING DR. NANCY MURRA

ot [y Aaeilyn Mesnpifipien
r. Kancy Murray meently aelehrated what she
termied her “graduation” from the ACLU of Mas-
‘sathusests after 25 yedrs a the orgmisition’s
education director and first director of tha ACLH of
Marsaehbisetts Bill of Rights Eduoation Praject E
Lollenpues, Loy Wenlees, community lesders anu
Arietily gathesed in July o bid b fare forward” as she
“enbarked on her next We advenuire (ks Spalnl and to
Ahank her for her years oF service b civil rights and
civil liberties, : 1
“Naney Murry as o rave combination of helllianee,
elivguence, dedication onid activism,” sadd ACLU of Mas-
(sachisells executlve direcior/ Carol Rose, "W ore all
thie bepeticiaies of this remarkable difenlen of civil |
righteand eivil liberties” ]
Nanty came 10 the ACLIN of Massachisents [then
TTCRNIMT) in 1997 with a BAL froms Darvard University,
and 2 BPWE and PRI in Modem History from G-
Toed niversity, as well as considerable experience as
a-teacher; scholarand social activisy in Great Hriam,
‘Kenya and the Hmted States: §he had taaght for seven
yeary at-the University of Nairobi and theen directsd o
mattomwide  progren
to combat, raciem. in
themediast London’s
Instite of Race Reli
thone
“We thotght e
‘had & grear vision
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Jal model Tar the wider eifucanonal commanity” said
John Roberts. formen exocutive dinsctor of the ACLU of
Massachuseto ]
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ACLU IN THE U.S. SUPREME COURT AND ACROSS THE NATION

During the 2012-13 term, the ACLU was direct counse! or co-counsel in an unprecedented six cases before the LS, Supreme
Court and submitted briefs in over a dozen others. Overall, the ACLU participated as direct counsel or amicus curioe in nearly
a quarter of the Court’s 77 cases this term,

sociation for Molecular P logy]
v. Myriad Genetics]

ACLU case strikes down “Defense of Marriage Act” as violation of
equal protection

Defending your right to your own
genes

In june, ina 9-0 rulis

4 i faver of

Police may not force people to submit to a blood
test wi th@ut consent and without a warrant

me Courty ina 5S4 rling, upheld the Firth Amendment’s privicy proteciions by reject-
£ sioted may routinely compel drivers to sabmit ta o blood et in divnied 3

without consent and withe

I A Warrant. m
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R seTe”
@

5

ACLU challenges
Arizona voter 1D law

ACLU calls on state officials to launch
ruling, the Su- - ACL|J defends Section 5 of _independent investigations into FBI
cgistrst] the VO't ing nghis Act shooting death of ll)raglrn h)claslwv

In July '1- H'-e-r\’
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ACLU ACROSS THE COMMONWEALTH

Court orders end to Cambridge jail overcrowding ~ ACLU joins PTA to oppose éata~m§ﬂ%ﬁg 53? students
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ACLU files federal suit to 7 State drug lab scandal update:
overturn anti-panhandling ' an“‘important firststep” =

wan all iroportant first
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soonduct In Uy Hinno W
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in May, the ACLYU of Massachusetts fied suit
in federal court in Worcester on behalf of three
Worcester residents to block ar ,ts p S
dinances snacted by the (ity
the ordinances are an ;mconsi‘itutimmi vic
free speech.

One of the new anti-be; 2 -
peaple from deing such things as holding a sig ACLU successfully defends free L
asking for help starting a ha h of Shirl fhcial e Ii\ 27 ; -

s & I
or perferming music while b S;}Qeﬁ s S i ey town officia sajd Matt mws ﬁdi Ecga? director of tﬁe 1’%( L5 of
: . ety
donations, or ting donations for any cause if The Town of Shirley has agreed fo settle the ACLUs civil S s .

T P S B} i in Avgust, Boston defense altorney David Meier,

they are within 20 feet of the entrance to 2 bus stop, s lawsuit on behalf of Robert Schuler, a town offical who N
feate 81 machs oo o Prinee afpubdle s hired by Governor Deval Patrick to determine the ex-
theater, ATM machine or any other "place of public  had been hanned indefinitely from town property as s result N S e i .

£ siate P, e durin ommitee tmm{: P m tent of the scandal, released findings from his review,
of statements he made during a commitiee meeting. The sult | el e , . i
s 5 e B * i g 1 al b ASEE maore than 400 3

The second ordinance prohibits standing on traf- “‘ieaed &Eﬁai the ban was retalistion for Mr Schuler's public m@—lf“‘»g g »f{? (3653 of more than 40,000 people
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AWARDS AND ACCOLADES FOR THE ACLU OF MASSACHUSETTS

The ACLU of Massachusetis recelved Press Pass TV Nellie Bly investigative Media

Award, which recognizes a community member who has Investigared serfous wrong, for g
our “Policing Dissent” report. Published in October 2012, the report found that officers
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National ACLU challenges constitutionality of NSA phone spying program
.The ACLU says unchecked, secret government data collection
violates First and Fourth Amendment rights

York Civil Liberties Linion [WYCLU) in [une filed

A constitiitional challenge 10 a survellbinde pro-

fram under which the National Sscurity Aganey (NSA)

- et wp infiomation about every phionecall placed

within, framor to the Unlted States, The vl angies

~ that the pmgram viplates the First Amendment rights

- of free speech anl atacietion 48 well a5 the right of

. privacy protected by the Fourth Amendnient. THe cog

, plafnt alis Changes that the dragnet program cscesds

the autharity that Congress provided throuph the Pa.
i At

“Ihiz dragnet program‘ds surcly one of the g
est surveiilance efforts ever Danchod by a demaeratic
government agalnsl its own cithens” sid Jamoel [af
for, ACEL doputy dopal dirceton “It 15 the cquivalont of
respaIring every Amarfcan tn file a daily report with the
governmint of every locition they visited, every person
they talked to on the phone, the tme of each el and
the length ol every conversation. The program goes far
Dyl ewen the plrmbss i mits set by the Patriot Act
aivl ropresents § eross i ;
assidation and the right to priviey”

The ACLU s o customier ol Veriesn Business Net:
work Services, which was 1he rediplent of o secren For-
aifyr Intellipines Surdvillance Act (FI8A) Canrt onder
pubitishied by, The Guordian in June, The order required
the company/to “tuen over dnan ongeing Gty basis

i Thﬂ Amencat Civit Liberties |idion audithe New

tlringenent of the freedom of -

phonecall detsils” such as wha cally ane flaced toand
tromand when thosy calis are made-The Javsuit asme
that the goveimment’s blinket setziure of and ahility to
seatch the ACUTs phane reconds compromise sensltive
biformation about its work undetctining the organiz:-

The NSAﬂIlnchained

Y 14!

tion's abiliny 1 énpage in legit
witlt clients, fourialists, advocacy, partaers und others,

“The erx of the governments fustification for the
program i the chilling loghé thal it eap collect everyone's

dlintiy now sk guestions Lo said Alex Abilo, 5 staff

atterney Tor the ACLAYs Natiopal Secturity Project. “The
Constitution does not permit the aisploionhess sumali-

lumge of every person in thi country”

The ACLU'S 2008 Tmwsuit Ammesty et ol v Clupper

fatt

& ging the constitutipnaiity of the FISA Amand:
ments Act, which: authorized tho-so-calted “warmnt-
logs. wirctapping program,” was dismissed 54 by the
Sppreme. Cowrt in. February om the grounds that the
phaintifts coulidt not prove tiat they had been moaitored.
ACLU attormess wirkintig on the comphiint sid they do
ot cxpict the ke of standlag to be & prohlemn (6 the
e case Degause of the recently revealed FISA Cailrl
grder

Alshy Iy Tune. the ACLU gt Yale Law School's Medla
Freedom. and Information Access Clinle filad a:maotion
with the FISA Court, requesting that it publish s apine
tanson the meaning scopeind constitutionality of Pa.
triet Act Section 215, The ACLIF bs currently litigating
a Freedom of Information Act Lawsuis, Ted in Octobor
2011, demanding that the justice: Déportment release -
mformition sboul e government’s se-and inturpre:
tatien of Sevtion 215, ;

TWhere nicods o bie a bright line on whaore intelli
gence ypthering stops” sald NYCLU:executive diroctor”
Bonga Leberman, "1 we don't say 1his is too far, when
s too G T” i

Antorneys on the case are Jatfer and Abde along with -
Brett Max Kaulmag and Patrick Toomey of the ACLL, .
and Arthior N, Hisenberg and Chrstapher ' Dunn of the
KYCLIL =

For resources and the latest updates, go to!
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ACLU IN THE NEWS
Excerpts from editorials around the state cite and
support ACLU of Massachusetts work. ..
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causethe nght you save mayb your own

HOME EXPLORE ISSUES = TAKE ACTION' CONNECT

“A society which respects civil liberty realizes that the freedom of its
people is built, in large part; upon their privacy.”

_—~F’rr=5tc1cr|t|a carididate John £ Kennedy o ACLU membears in 1960

11:24 camerss  FirstAmendment  Northampion

Civil disorderly conduct charge against ACLU client stemmed from incident in which Correla exercised
right to video-record a police officer questioning three men of color.

ACLU of Massachusetis praises Boston's incoming mayor for standing up to the Federal 8-Comm
deportation dragnet.

5"&*’

i-panhandling

First Circuit Court grants partial injunction againstan
ordinance in Worcester

Ban on begging "30 minutes before dark” would have prohibited asking for money around 4pm each

day during the Christmas season.

iyt

Weeks after a United States District Judge nt
subjected 1o "mandatory” immigration detention since June, ?\;‘5& G{x‘{fgﬁ has res!,zmed rzsme, free on
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¢! Because privacy can't protect itself. =
GHIYON' SURVEILLANCE Search this site:

Why PrivacyS0S.org?

The closing decades of the 20th century brought something new: the potential for mass
suneillance, made possible by the evolution of computer technology. When the
government responded to the attacks of 9/11 by enlisting that technology in the senice
of national security, the potential became reality.

Since 9/11, the government has directed dramatically expanded powers of suneillance at | A=l
all of us, not just people suspected of wrongdoing. Our international phone calls, our - BECOME A CARD-CARRYING
emails, our financial records, our travel itineraries, and our images captured on digital ° MEHBER 0'_: THE ACLI.I :

cameras now swell a mountain of data that is being collected in the name of mining for : . " NN
suspicious patterns and associations. :

fell Your Story!

But while the government has gained more and more power to watch us, it has largely - Recentblog posts -

Have you been visited bythe )
= : % kept us in the dark about what it is doing, building a new architecture of domestic

FBI? Do you believe you are a _ & Deparment of dustice
7 i Ik sureillance, about which we know very little. iR v

mrgetof government - funds 'pre-crime’and face

surveillance because of your
sthnicily, religion or policial

. . . Wiy S . recogniion research for
What must we know if we want to remain a free soclety? "PrivacySOS" shines sunlight 3 y

on suneillance (SOS8) and highlights actions you can take to protect your privacy.

siate and local police

Aews? Getin fouch and lefus © v Amazon's Jeff Beros savs
mow! : comparny will defiver

Why does privacy matter? Take a look at this video to find out.

eE == R =N packages bydrons in thiry

minules orlsss

< Come out come out
“whergver you arel NGA
knows whatvou did last

night

¢ Coming 800n 1o your joca
o
d

2 by care about the NEAY

Video op-doc from.tha NYT
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Search this site: |

Privacy Matters

Department of Justice funds 'pre-crime’ and face
recognition research for state and local police

BECOME A CARD-CARRYIG
MEMBER OF THE ACLU:
- > JOIN NOW

Recent bilog posts

Biomslrios
CiA
C "Cyber Securih” L Arsazan’s Jefl Bams savs

ata Mining company vwill delive

DHE

packages %}fgﬁm*s iry thirty

mingtes orless

nows what you did last

e

¢ Personal Stones
L Police Miitarization P Read mor

v Social ¥

Surveillance Cameras
argeting Dissent - Amazon's Jeff Bezos says company will deliver
Targeting immigrants . packages by drone in thirty minutes or less

Targeting Muslims
T5A
L7

Please rote el by o

That drone outside your window might soon bear gifts.
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123113 Shirfey town official settles fawsuit afleging constitutional violations | ACLU of Massachusetis

Because the rights you save may be your own

EXPLORE ISSUES TAKEACTION CONNECT GIVE Search this site: =0

Shirley town official settles lawsuit alleging constitutional

Bhirdey

Town of Shirley to pay $35,000; indefinite ban on entering public lands is lifted.
FOR IMMEDIATE RELEASE
Wednesday, August 28, 2013

CONTACT:
Raguel Ronzone, communications specialist, 617-482-3170 335, r
Christopher O, communications director, 817-482-3170 322, cott@ac

BOSTON - The Town of Shirley has agreed to setile the ACLU's civil rights lawsuit on behalf of Robert
Schuler, a town official who had been banned indefinitely from town property as a result of statements
he made during a committee meeting. The suit alleged that the ban was retaliation for Mr. Schuler's
public criticisms of the Shirley Selectmen, and that it deprived him of constitutionally protected rights to
free speech, to petition the government, and to due process.

The town of Shirley paid $35,000 one month after the Selectmen lified the ban, allowing Mr. Schuler to
return to public buildings. In return, Mr. Schuler has agreed 1o withdraw the lawsuit.

"We are pleased that today's settlement puts an end to the Shirley Selectmen’s violations of Mr.
Schuler's constitutional rights, which prevented him from being an active part of his community,” said
Nicholas Leitzes, an ACLU of Massachusetls cooperating attorney. "The lifting of the order and the
agreement to pay fees implicitly acknowledges what we have said all along--that Mr. Schuler's animated
words were no threat"

The ban on entering public buildings came about after a May 2011 meeting of the town's Financial
Committee, during which Mr. Schuler expressed frustration about the Shirley Selectmen's lack of action
on an impending budget deadline. Using obvious hyperbole, he said that the slow pace made him want
to "pull my gun out and start shooting or something.” The Shirley Selectmen, who were not even
present at the meeting, subsequently issued a "No Trespass Notice” prohibiting Mr. Schuler from ever
setting foot onto town property--even to attend meetings of the committees on which he serves.

Since making the statements in question, Mr. Schuler has been reappointed to the Finance Committee,
where he is serving his fourth term, and reelected to the town Sewer Commission, where he is serving
his third term. The lifting of the notice allows him to once again attend meetings in person and carry out
the responsibilities of an elected and appointed official,

The lawsuit was brought by Nicholas |. Leitzes and Kurt Wm. Hermr of the law firm Skadden, Arps. Slate,
Meagher & Flom, and ACLU of Massachusetts atlorneys Matt Segal and Laura Rétolo.

For more information about the case, see:
hiin/iadumoorg/sehulsy

aclum.org/news_8.28.13 i1
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TAKE ACTION

Claimed FBI power to track and map "behaviors” and “lifestyle characteristics” of American communities
in Massachusetis and nationwide raises alarm,

FOR IMMEDIATE RELEASE
July 27, 2010

CONTACT:
Chris Ott, ACLU of Massachusetts, (617) 482-3170 x322, cotidhac

Rachel Myers, ACLU national, (212) 549-2688 or 2666, mediadiaciu.or

=

BOSTON -~ The American Civil Liberties Union and other civil rights and community groups today
demanded that local FBI officials reveal the extent to which they are using newly revealed powers that
they claim to collect and store information on the ordinary and everyday behaviors of innocent
Massachusetts residents, including mapping of people's lifestyles, religious practices, cultural
traditions, and even eating habits.

New guidelines, distributed to local FBl offices in 2008 but made public this year, give local agents the
authority to secretly map so-called "ethnic-oriented" businesses, behaviors, lifestyle characteristics,
and cultural traditions, according to a recently released FBI operations guide. In one reported instance
of the FBI using a similar authority, FBI agents in California collected data on falafel sales in a falled
effort to pinpoint Iranian terrorists.

"FBI surveillance and mapping based on people's religion, cultural practices, race or ethnic
backgrounds raise profound civil liberties concerns,” said Carol Rose, executive director of the ACLU of
Massachusetts. "Targeting ordinary people based on their race and religion raises the risk of the worst
sort of guilt by association. Rather than keep us safe, this kind of profiling undermines public safety by
creating rifts between communities and the officials whose job it is to protect and serve all residents of
the Commonwealth.”

In 29 states plus the District of Columbia, the American Civil Liberties Union today filed "Freedom of
Information Act” (FOIA) requests with local FBl offices, seeking records related to the agency's
collection and use of data on race and ethnicity in local communities. In Massachusetts, the ACLU
request was joined by the Massachusetts Immigrant and Refugee Advocacy (MIRA) Coalition; the
Lawyers' Committee for Civif Rights; Public Research Associates; the Muslim American Society of
Boston chapter (MAS Boston); the New England Muslim Bar Association; the American-Arab Anti-
Discrimination Committee, Massachusetts Chapter; and JALSA, the Jewish Alliance for Law and Social
Action.

Muslim-American and Arab-American communities expressed particular concern that they will be
targeted because of the number of mosques and cultural centers each community has.

"We share concerns over the FBI's use of information on race and ethnicity in conducting
investigations, because of its potential for use as a pretext for racial profiling,” said Hinna Mushtaque,
vice president of the New England Muslim Bar Association.

The FBI's claimed power to collect, use, and map racial and ethnic data is described in the 2008 FBI
Domestic Intelligence and Operations Guide (DIOG). The FB released the new guidelines in heavily
redacted form in September 2009, but a less-censored version was made public only this year, in
response Lo a lawsuit filed by Muslim Advocates. Although the new FBI quidelines have besn in effect
for more than a year and a half, very iittle information is available to the public about how the FBl has
used this newfound authority.

“The public deserves to know about a race-based law enforcement program with such troubling
implications for civil rights and civil liberties,” said Melissa Goodman, staff attorney with the ACLU
National Security Project. "We hope that the coordinated efforts of ACLU affiliates across the nation will
finally bring this important information to light so that the American people can know the extent of the
FBI's racial data gathering and mapping practices and whether the agency is abusing its authority.”

In addition to Massachusetts, ACLU affiliates filed FOIA requests in Alabama, Arkansas, California
{Northern, Southern and San Diego), Colorado, Conneclicut, Washington, D.C., Delaware, Florida,
Georgia, Winois, Maine, Maryland, Michigan, Minnesota, Nevada, New Jersey, New Mexico, New York,
Chio, Oregon, Pennsylvania, Rhode island, South Carolina, South Dakota, Tennessee, Texas, Uish,
ont and Virginia,

v e BB L LR ey, f s SR
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HOME EXPLORE ISSUES TAKE ACTION = CONNECT - GIVE Search this site: [EEERE0

Prisoners’ Legal Services and ACLU of Massachusetts successfully challenge unconstitutional
conditions of confinement.

CON““ACT

Lesiie Walker, 617 482- 2772 X112, ?&wmm.i

CAMBRIDGE -- A Massachusetts judge has ordered the Sheriff of Middlesex County to end
unconstitutional overcrowding in the Middlesex County Jail within 30 days, ordering that no more than
230 pretrial detainees be held in a jail that in recent years has frequently housed more than 400. The
jail houses people who are awaiting trial and thus have not been convicted of a crime.

@2.07(

The court order was issued in response to lawsuits filed by Prisoners’ Legal Services, the ACLU of
Massachusetls and private attorneys Doug Salvesen, of Yurko, Salvesen and Remz, P.C., and Kenneth
Demoura of Demoura/Smith, challenging conditions at both the Jail and the Billerica House of
Correction.

Although a 1990 court order previously capped the number of detainees in the jail at 200, the actual
number of detainees has frequently swelled to over 400 people in a facility that was built for only 160,
The resulting overcrowding forced people awaiting trial to sleep on the floor in plastic "boats” and
deprived them of adequate toilet and shower facilities, according to findings issued by Judge Bruce R.
Henry.

“Conditions in the Cambridge jail were both inhumane and unsafe,” said Matthew R. Segal, Legal
Director at the ACLU of Massachusetts. "This order will go a long way toward remedying that injustice.”

The Cambridge jail occupies the top three floors of a building that previously also housed the
Middlesex Superior Court and the Cambridge District Court. The courts and related government offices
moved out of the building in 2008 and 2009 after the state decided the cost of removing asbestos from
the building was too great.

“This is an important victory for everyone who cares about the Constitution and the rule of law," said
Leslie Walker, Executive Director of Prisoners' Legal Services. “Conditions at the jail were deplorable.
Judge Henry's decision will put an end to overcrowding that failed to meet minimum standards.”

Under the order, many of the people previously held in the jail will be moved to the Billerica House of
Correction, which houses both pretrial detainees and inmates serving out their sentences after
conviction. Specifically, Judge Henry ordered the county to "take all available steps to house detainees
or inmates at other county or state facilities or to make space available at the [Billerica House of
Correction]," with the caveat that pretrial detainees may not be housed in the same cell as convicted
inmates. However, Judge Henry also ruled that a total of no more than 1,010 prisoners can be held at
the House of Correction, and set specific limits on the number of prisoners in each housing unit.

The court nominally raised the cap on the number of detainees housed at the Cambridge jail from 200
to 230, but noted that the increased cap at the Jail and the House of Correction should "constitute the
ceiling and not the floor on the numbers of inmates/detainees who may be housed at those facilities.”
The caps may not be exceeded except temporarily in an emergency, and only with written authorization
from the court.

Judge Henry also ordered that "No detainee is to sleep on the floor or on a plastic form bed on the
floor. Each detainee is (o have a bed."

A copy of Judge Henry’s decision and order is available here:
tim:

i z 8184
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YOU ARE BEING TRACKED

How License Plate Readers Are Being Used
To Record Americans' Movements

A little noticed surveillance technology, designed to track the movements of every passing driver, is fast
proliferating on America’s streets. Automatic license plate readers, mounted on police cars or on
objects Iike road signs and bridges, use small, high-speed cameras to photograph thousands of plates per
minute.

The information captured by the readers - including the license plate
number, and the date, time, and location of every scan — is being
collected and sometimes pooled into regional sharing systems. As a
result, enormous databases of innocent motorists’ location information
are growing rapidly. This information is often retained for years or
even indefinitely, with few or no restrictions to protect privacy rights

Read the report: You Are Being Tracked »

In July 2012, ACLU affiliates in 38 states and Washington sent public
records zs{:’é requests to almost 600 local and state police departments, o _
as well as other k&g{e and federal agencies, to obtain information on how Learn More »

Ef on %Ezn map iconon i}fif: ?i‘*iia to Ef arn %sma police in your state use license plate readers to
& o

Learn what’s happening to your location information from this interactive
slideshow:
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.CC 20333

April 17, 2012

LAURA ROTOLO, ESQ.
ACLU OF MASSACHUSETTS
211 CONGRESS STREET
BOSTON, MA 02110

Subject: ACLU/DIOG INFORMATION
FOIPA No. 1151943- 000

Dear Ms. Rotolo:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked

below and explained on the enclosed Form OPCA-18a:

Section 552 Section 552a
B/(b)(1) E(D)7HA) G(d)(5)
8(b)(2) B(b)7)(B) B(X2)
a(b)(3) B(b)(7)(C) Blky(M)
Se)7)D) S(k)(2)
B(b)(7)E) B3
QbN7)(F) Q(k)(4)
B(b)4) B(b)(8) tk)(5)
S(b)(5) B(b)(9) agk)(6)
®(b)(6) B(k)(7)

951 page(s) were reviewed and 22 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

& referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished,

© In accordance with standard FBI practice, this response neither confirms nor denies the
existence of your subject’'s name on any watch lists.

& You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of information Policy, U.S. Department of Justice, 1425 New York Ave., NW.

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (50) days
from the date of this letter in order to be considered timely. The envelope and the lefter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.



T The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating {o other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit,

% See additional information which follows.

Sincerely yours,

P= Y/ ey

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

By letter dated July 27, 2010, you requested a fee waiver. Requests for fee waivers are determined on a
case by case basis. See 5 U.S.C. 522(a)(4)(A)(iii). See also Nat'l Sec. Archive v. DOD, 808 F.2d 1381, 1383 (D.C. Cir.
1989). The burden is on the requester to show that the statutory requirements for a fee waiver have been met.

You have requested that search, review and duplication fees be waived because disclosure of the
information sought in the above FOIA request will "significantly contribute to public understanding of the FBI's collection
and mapping of racial and ethnic data in local communities.” You have represented that the ACLU of Massachusetts
"plans to disseminate records disclosed as a result of this FOIA request to the public.” You state that the ACLU of
Massachusetts disseminates information through, among other ways, a weekly electronic newsletter, published reports,
news briefings, and other printed materials. The ACLU of Massachusetts also utilizes its website, www.aclum org, for

dissemination.

I have considered your request, the materials processed in response to it, and applicable law. Your
request for a fee waiver is granted as to search and duplication fees. The ACLU of Massachusetts is not subject to
review fees so no adjudication of that aspect of the fee request is necessary.
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U.8. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

$PrintDate

MS. CATHERINE CRUMP

STAFF ATTORNEY

AMERICAN CIVIL LIBERTIES UNION FOUNDATION
17TH FLOOR

125 BROAD STREET

NEW YORK, NY 10004

FOIPA Request No.  1196953- 000
Subject: AUTOMATIC LICENSE PLATE READERS (ALPRS)

Dear Ms. Crump:

This is in reference to your July 30, 2012 letter, in which you requested a fee waiver for the abovs-referenced
Freedom of Information / Privacy Acts (FOIPA) requests. Requests for fee waivers are determined on a case-by-case

basis. See5U.5.C. 552 (@)(4){A)(iH). The burden is on the requester to show that the statutory requiremants for a fee
waiver have been met.

You have requested that duplication fees be waived because disclosure of the information sought in the above
FOIPA requests will "contribute significantly te public understanding of the operations or activities of the government.”
[Tailor to your case]

I have considered your request in accordance with Title 28, Code of Federal Regulations, Section 18.11(k)
and agree with the reasons you have provided as to why you qualify in this instance for a fee waiver. Therefore, your
request for a fee waiver is granted.

Sinceraly,

David M. Hardy

Section Chief,

Record/information
Dissemination Section

Records Management Division
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