. The apps on your phone use your location data to provide services. Many of these
. apps secretly share and sell this data to the highest bidder. Data brokers claim your

data is anonymized, but put together, the apps you use and the places you visit paint

IT,S N O N E O F TH E I R B U S I N ESS a detailed, and unique, picture of your movements: where you live, where you work,
and where you hang out.

DRIVE TO WORK
Hopping in your car, you open an app to plan your

route to work and check for traffic. Pings of location
data follow you as you go, mapping a unique trace
between your home and office.

CHECK THE WEATHER
Waking up, you immediately check the
weather for the day. This first data point,
early in the morning, instantly reveals
where you live.

DATA BROKER $ $

TAKE A BUS
In the afternoon, you leave for a doctor’s
appointment, using a public transit app to
see how to get there. This location data

trail follows you to the clinic.

PICK UP COFFEE

Feeling a little tired, you decide
to get a coffee along the way. You
open the app for your favorite
franchise and search for the
nearest store.

GO FOR A RUN

After work, you decide to go for
a quick evening run. You use a
smartwatch and fitness app to
log your run.

MEET UP WITH FRIENDS

You leave for a night out. Since you plan

to drink, you use a ride-hailing app to get

there and back. This final data point, \
late at night, places you back at home.
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Location data is associated with each individual phone and is therefore inherently personal
information; if someone knows where a device is most nights and where it goes during the
day, they know a person’s home and work addresses, and therefore that person’s identity.
Third-party data brokers are allowed to buy this personal information, repackage it, and
then sell it to anyone with a credit card — without any federal laws to stop them.
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mu Help stop the sale of cellphone location data in Massachusetts: ACLUM.org/LocationShield
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