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A. EXECUTIVE ACTIONS

¢ BUSH NOMINEE FOR ATTORNEY GENERAL HAS "TERROR FIGHTING"
CREDENTIALS

On September 16, President Bush nominated former Judge Michael Mukasey, a Reagan
appointee who served the federal district court in Manhattan, to be the next attorney
general of the United States. He was the presiding judge in Sheikh Omar Abdel-
Rahman's trial after the first World Trade Center bombing, and ruled that Jose Padilla
could be held as an enemy combatant but should be given access to a lawyer. According
to the September 24 New York Times, Judge Mukasey showed little sympathy to Osama
Awadallah, a San Diego college student who was rounded up in the aftermath of 9/11
and held in the Manhattan detention center. "As far as the claim that he was beaten, I
will tell you that he looks fine to me," the judge said in court before ruling that
Awadallah should be held indefinitely as a material witness despite that fact that he had
never been charged with a crime and had no terrorist ties. Critics say that in many cases
like Awadallah's, Judge Mukasey abused the 1984 material witness law and permitted
Muslim and Arab men to be rounded up and shipped to New York where they were
held for indefinitely for long periods of time without any evidence of wrongdoing being
cited against them and without being charged with any crime. The judge is a close
friend of Rudi Giuliani's, and presided over his swearing in ceremony in 1994.

* AS GONZALES BOWS OUT, UNANSWERED QUESTIONS REMAIN
On September 14, Attorney General Alberto Gonzales had a farewell fete at the Justice



Department. He was praised by Michael Sullivan, the US attorney in Boston who is
acting director of the Bureau of Alcohol, Tobacco, Firearms and Explosives, as someone
"who lives the law and is deeply patriotic in his convictions" (Boston Globe, September
15). Gonzales managed to make his exit in a way that left the country none the wiser
about what exactly the government was doing on his watch. When he announced his
resignation on August 27, President Bush said he was a "man of integrity, decency and
principle" who had been hounded from public office for political reasons (New York
Times, August 28). Leading Congressional democrats such as Harry Reid, the Senate
majority leader, meanwhile vowed that Gonzales' resignation would not deter them
from getting "to the bottom of this mess" and pressing ahead with their enquiries into
the firing of the US attorneys and the politicization of the Justice Department (Boston
Globe, August 28). On August 30, the Justice Department Inspector General Glenn Fine
disclosed he would be investigating whether the sworn statements Gonzales made to
Congress were "intentionally false, misleading or inappropriate" (New York Times,
August 31). The inspector general is also investigating the Justice Department's
involvement in NSA domestic wiretapping and the firing of the attorneys. In addition
to Gonzales, five other high-ranking Justice Department officers resigned in 2007.

¢ EXPANSIVE DEFINITION OF PRESIDENTIAL POWER EMERGES FROM
GONZALES DEBACLE

During the summer, as Congress struggled to get information about the firing of the
nine US attorneys, a constitutional crisis nearly reached the boiling point. The Attorney
General stuck to the script of parsing words while giving nothing substantial to
Congress and trying to dig himself out of a hole of his own making. On July 24,
Gonzales testified before the Senate Judiciary Committee that his March 10, 2004
nighttime visit to the hospital bedside of then Attorney General John Ashcroft was not
intended to get Ashcroft to sign anything "if we did not feel he was competent." Former
Deputy Attorney General James Comey had earlier testified that Ashcroft had serious
reservations about renewing the NSA warrantless domestic spying program, and that
the White House visitors were pressuring him into doing so. Gonzales told skeptical
senators that the program they were talking about in the hospital was not the one
described by President Bush and that the disagreement within the Justice Department
was over a different intelligence program, an assertion he put in an August 1 letter to the
Judiciary Committee. On July 24, Senate Judiciary Committee Chair Patrick Leahy gave
him short shrift: "I don't trust you," he said, while the Republican ranking member Arlen
Specter also cast doubt on his judgment and credibility. Two days later, FBI Director
Robert Mueller said that it was the NSA spying program that was at issue in the hospital
room, and that there was significant dissension about it within the Justice Department —
including the threat of mass resignations. The White House maintained that Gonzales
testified truthfully and accurately before the Senate Judiciary Committee, and that he
was not able to explain further about apparent discrepancies "because to do so would
compromise American security" (Boston Globe, July 28). While Gonzales floundered and
Congress contemplated holding administration officials in contempt, Bush's legal team



floated the view that "executive privilege" gave the White House the power to prevent
the Justice Department from taking the contempt charges before a grand jury, thereby
dispensing with constitutional checks and balances (New York Times, July 21).

¢ DID DATA MINING BY NSA CAUSE SPLIT IN WHITE HOUSE RANKS?

What could have been the other intelligence program alluded to by then Attorney
General Gonzales? According to the lead article in the July 29 New York Times, the
dispute played out by John Ashcroft's hospital bedside might have revolved around the
massive use of data mining to search databases of telephone calls and email records
belonging to Americans, and not the kind of warrantless targeted eavesdropping which
Gonzales said was the focus of the "Terrorist Surveillance Program" that "the president
has confirmed." The lead editorial in the July 29 Times plumbed the murk surrounding
the intelligence programs: "Mr. Gonzales has now told Congress twice that there was no
dissent in the government about Mr. Bush's decision to authorize the National Security
Agency to spy on Americans' international calls and e-mails without obtaining the
legally required warrant. Mr. Mueller and James Comey, a former deputy attorney
general, say that is not true....As far as we can tell, there are three possible explanations
for Mr. Gonzales' talk about a dispute over other — unspecified — intelligence activities.
One, he lied to Congress. Two, he used a bureaucratic dodge to mislead lawmakers and
the public: the spying program was modified after Mr. Ashcroft refused to endorse it,
which made it 'different' from the one Mr. Bush has acknowledged. The third is that
there was more wiretapping than has been disclosed, perhaps even purely domestic
wiretapping, and Mr. Gonzales is helping Mr. Bush cover it up."

* ROLE OF TELECOM FIRMS IN NSA SPYING CONFIRMED BY INTELLIGENCE
CHIEF

In an August 14 interview with the EI Paso Times, which was posted on its website on
August 22 and then picked up by the national media, Mike McConnell, the director of
national intelligence, said that telecommunications companies had played a key role in
NSA domestic eavesdropping, and should be given retroactive legal immunity from
civil suits for their assistance in keeping the nation safe. Director McConnell denied that
massive data mining was taking place and also said that the number of people within
the US who were wiretapped through the Foreign Intelligence Surveillance Court (FISC)
was "100 or less" — he didn't specify over what period of time. The 11-judge FISC
reported to Congress in 2006 that it had approved 2,181 eavesdropping warrants over
the year, with 6,000 or so applications to the court since 2001, 179 of which were
modified by the court and about 6 either rejected outright or set aside. McConnell also
said that one FISC judge early this year had broadly approved the warrantless NSA
spying program, but a few months later, another judge ruled that the administration
would have to get a warrant for any "foreign-to-foreign" communications that passed
through a US telecommunications facility. At that point, McConnell maintained, "we
found ourselves in a position of actually losing ground." It was this ruling which made
the administration turn to Congress, which passed the Protect America Act to enable



warrantless surveillance of communications to Americans to take place if the "target" of
the surveillance was outside to country (see In the Congress, below). But Mike McConnell
is not always a reliable source. On September 9 he told the Senate Homeland Security
Committee that the Protect America Act helped authorities foil recent plots in Germany
and Denmark. Later he was forced to admit that he had "misspoke," since the legislation
had not been passed at the time the plots were under investigation.

¢ TELECOM FIRMS ALSO HELPED FBI CAST WIDE NET

While it was issuing tens of thousands of National Security Letters (NSLs), often without
following the rules, the FBI was pressing telecommunications companies to hand over
data not only on individuals it regarded as targets but on their "community of interest" —
the people they were in contact with (New York Times, September 9). This information
was dumped in daba banks and used for a data-mining technique called "link analysis."
After the Inspector General of the Justice Department issued a report on the FBI's abuse
of National Security Letters, it apparently suspended its "community-of-interest"
requests, which went beyond established FBI authority. This information became public
a week after a federal judge in Manhattan struck down those parts of the USA PATRIOT
Act that authorized the FBI to use National Security Letters (see In the Courts, below).

* FBI WANTS TELECOM FIRMS TO CONTINUE TO COOPERATE

While scrutiny grows on the use the FBI is making of its investigatory powers, the
Bureau has made a budget request of $5 million so it can pay telecommunications
companies to retain their clients' telephone and internet transaction records for two
years and allow the FBI to access that material during this period in violation of rules
protecting customers' privacy. In 2006, Attorney General Gonzales and FBI Director
Mueller reportedly urged telecom providers to hold onto their data for at least two
years, and legislation is now pending in Congress that would require them to retain data
(Washington Post, July 25). The administration is also trying to get Congress to give the
telecom firms immunity from civil lawsuits when they hand over information in
violation of privacy regulations.

¢ ADMINISTRATION USES BOGUS TERROR ALERT TO GET ITS WAY ON
SPYING

On September 25, Keith Olberman reported that Congress caved in to the president and
passed the Protect America Act expanding NSA warrantless surveillance (see In the
Congress, below) after the administration informed key lawmakers of a specific attack
aimed at Capitol Hill. This latest example of the manipulation of fear was attributed to
Rep. Jane Harman (D-CA), chair of the House Homeland Security Subcommittee on
Terrorism Risk Assessment.

* SECRET COURT CONSIDERS DISCLOSING ITS LEGAL OPINION ON SECRET
NSA SPYING
In early August, following the passage by Congress of the Protect America Act



expanding secret government spying on Americans (see In the Congress, below), the
ACLU asked the secret Foreign Intelligence Surveillance Court (FISC) to release
information about the terms of its oversight of the secret NSA spying program. The
Bush administration claimed that reforms of the FISA warrant process enabled the
"Terrorist Surveillance Program" to be placed under the FISC last January. Critics saw
this as an administration ploy to forestall further Congressional requests for information
about warrantless surveillance of Americans. According to Jameel Jaffer, director of the
ACLU's National Security Project, "publication of these secret court orders is vitally
important to the ongoing debate about government surveillance. The public has a right
to first-hand information about what the court permitted and what is disallowed" (New
York Times, August 8). On August 18, in an unprecedented ruling, the FISC agreed that
the ACLU request "warrants further briefing" and told the government to respond to it
by the end of August. The Bush administration in turn urged the FISC to throw out the
ACLU request.

¢ CHENEY HAS NSA WIRETAP DOCUMENTS AND IS NOT GIVING THEM UP
On the day set by the Senate Judiciary Committee as the deadline for the Bush
administration to turn over to Congress documents related to warrantless domestic
spying by the National Security Agency, the counsel for Vice President Cheney said
those documents were held in the vice president's office and would not be turned over
to Congress. Cheney's current chief-of-staff, David S. Addington, has pushed
relentlessly to expand executive branch power according to The Terror Presidency, a new
book by the former head of the Justice Department's Office of Legal Counsel, Jack
Goldsmith.

¢ BUSH ADMINISTRATION SAYS THE WHITE HOUSE NOT SUBJECT TO FOIA
In a court filing in late August, White House lawyers argued that the White House
Office of Administration is not subject to the Freedom of Information Act and does not
have to turn over the 5 million or so e-mails missing from White House servers as part of
the probe into the firing of the US attorneys. The government maintains the Office of
Administration is not an "agency" as defined under the open-records statute because it
has no authority independent of the president.

* NEW EXECUTIVE ORDER ALARMS ANTI-WAR ACTIVISTS

On July 17, the White House issued an executive order extending executive orders 13303
and 13315 to block the property of people "who threaten stabilization efforts in Iraq."
The order was aimed at persons believed "to have committed, or to pose a significant
risk of committing, an act or acts of violence that have the purpose or effect of: (A)
threatening the peace or stability of Iraq or the Government of Iraq; or (B) undermining
efforts to promote economic reconstruction and political reform in Iraq or to provide
humanitarian assistance to the Iraqi people." In addition to those committing "an act or
acts of violence," the order targets those who "have materially assisted, sponsored, or
provided financial, material, logistical, or technical support for, or goods or services in



support of, such an act or acts of violence." This broad language, generally unreported
in the mainstream press, alarmed the peace movement as it traveled across the Internet.

* WHITE HOUSE SECRET PLAN FOR "CATASTROPHIC EVENT" ALARMS
CONGRESSMAN

In response to calls from his Oregon constituents asking him to check out what was in
the classified portion of the White House's Post Attack Continuity Plan issued in May
2007, Rep. Peter DeFazio, a member of the US House on the Homeland Security
Committee with clearance to enter a secure "bubbleroom" to examine classified material,
requested the secret portion of the plan from the White House. He was informed that
his request was denied. An administration spokesman declined to say why: "It is
important to keep in mind that much of the information related to the continuity of
government is highly sensitive." DeFazio was incredulous: "I just can't believe they're
going to deny a member of Congress the right of reviewing how they plan to conduct
the government of the United States after a significant terrorist attack....Maybe the
people who think there's a conspiracy out there are right" (The Oregonian, July 21).

¢ PHONY COMPANY PROVES RADIOACTIVE MATERIALS ARE NOT SECURE
While the government focuses on "connecting the dots" and casts a wide net of
suspicion, undercover investigators from the Government Accountability Office set up a
phony company which earlier this year got a license from the Nuclear Regulatory
Commission that would enable them to purchase radioactive materials for a "dirty
bomb." The West Virginia "company" possessed only a post office box. Without
interviewing the (non-existent) company personnel or even doing an Internet search to
find out more about the company, the Commission mailed a license for the requested
material to that postal box. According to a Commission spokesman, the company was
not investigated because the materials it requested were considered "a lower-level
threat" (New York Times, July 12).

¢ INTELLIGENCE REPORT SEES NEW TERRORIST THREAT TO "HOMELAND"
Days after the revelation about the ease with which a phony company was licensed to
receive radioactive material, a two-page declassified summary of a National Intelligence
Estimate called "The Terrorist Threat to the US Homeland" put the US in a "heightened
threat environment," citing the Iraq war as a recruitment vehicle for Al-Qaeda. "We
assess that Al Qaeda will continue to try to acquire and employ chemical, biological,
radiological, or nuclear materials in attacks and would not hesitate to use them if it
develops what it deems is sufficient capability." The US may now be a "harder target to
strike than on 9/11," but the expenditure of billions of dollars have apparently not make
it safer (New York Times, July 18).

¢ USIS LOSING THE "WAR ON TERROR"
This is the view of 84 percent of the nation's top foreign-policy, intelligence and national
security experts across the political spectrum, according to Foreign Policy magazine's



Terrorism Index (Christian Science Monitor, August 22). More than 90 percent say the
world is growing more dangerous for Americans. Only 15 percent thought creating a
stable Iraq should be the top foreign-policy objective of the next five years, while 30
percent believe winning the "hearts and minds" of the Muslim world was the most
important objective. According to Bruce Hoffman, a Georgetown University terrorism
expert, "This poll presents an enormously bleak and melancholy picture...and it's
difficult not to read it as a complete repudiation of the entire current conduct of the war
on terrorism."

¢ WINNING HEARTS AND MINDS FACES NEW SCREENING HURDLE

There has been an outpouring of opposition from aid agencies that receive funds from
USAID about the government's new terrorist screening program which would require
charities, colleges, religious organizations and other groups seeking USAID funds to
give detailed personal information about their personnel and partner groups to the FBI,
intelligence and law enforcement agencies. According to a notice in the Federal
Register, this data "will be used to conduct national security screening" to ensure that
these persons have no connection to entities or individuals "associated with terrorism"
or "deemed to be a risk to national security." The government will not tell groups that
are rejected for funding why they did not make the grade. Currently, organizations are
required to check personnel and their partner groups against terrorist watch lists and
certify they found no connections.

¢ THE "HOMELAND TERRORISM" WE REFUSE TO FIGHT

The same day the National Intelligence Estimate summary was made public, Boston
Globe columnist Derrick Jackson focused on Congress' refusal to change the law that
severely restricts the use by police of data tracking guns that caused 34,000 fatalities last
year. "Chertoff warns 'we could easily be attacked.' For that, we need every tracking
tool available for Homeland Security. He fretted, 'What do you think is going to happen
to your business when a guy comes across the border with a phony document and
blows up a target in Buffalo or Detroit? Do you think the American public is then going
to allow the border to remain open?' In Homeland Terrorism, guns that come across
state borders are used to kill scores of people...and the American public does not even
get a chance to debate about the borders remaining open. That is because the National
Rifle Association is our border agent, ignoring the tragedies" (July 18). In his August 14
New York Times column, Bob Herbert reported that 100,000 people have been murdered
in the US since 9/11.

e DHS MEETING FEWER THAN HALF ITS PERFORMANCE OBJECTIVES

A Government Accountability Office report released in early September was harshly
critical of the Department of Homeland Security (DHS), stating that it had failed to make
even moderate progress towards eight of 14 government benchmarks more than four
years after its creation, and that only 78 of 171 specific directives were acted upon. The
DHS has 220,000 employees and 22 component agencies. DHS secretary Michael



Chertoff said it had "unequivocally" made the nation safer, and deserves credit for there
not being another terrorist strike on US soil.

* DHS EMPLOYEE SHOWS VIDEO OF HACKERS THREATENING ELECTRICITY
GRID

A video produced for the DHS by the Idaho National Laboratory and marked "Official
Use Only" depicting hackers remotely seizing control over and blowing up an enormous
diesel-electric generator was shown by a DHS employee to the annual convention of
researchers, government officials and equipment manufacturers. Afterwards,
government officials realized they shouldn't have made the "Aurora Generator Test"
public, and told researchers not to discuss it (New York Times, September 27).

¢ DHS DROPS DATA-MINING PROGRAM

The $42.5 million data-mining tool ADVISE (Analysis, Dissemination, Visualization,
Insight and Semantic Enhancement) was one of 12 data-mining projects under the DHS
which would link pieces of information in a sea of data and display results in charts
showing those links. In early September, the testing of the program was abandoned
after it was revealed that live data about actual people was being used instead of
dummy data, in violation of privacy rules.

* FBI INVESTIGATING DHS DATA BREACHES

While the Department of Homeland Security is pushing for a vast national REAL ID
data base of drivers' personal information that would be a honey pot for identity theft,
the FBI is investigating the outsourcing of the information technology networks for the
TSA and DHS to Unisys Corp. The company, which won a $1.7 billion DHS contract,
failed to properly install anti-hacking devices, did not inform the DHS that its computer
systems were being hacked into from June to October 2006, and falsely certified that the
network had been protected, according to the September 24 Washington Post. In early
August DHS head Michael Chertoff told state lawmakers he would not retreat from
REAL ID, stating that insecure travel documents in the hands of terrorists are in fact
weapons.

* REPORT QUESTIONS EFFECTIVENESS OF FUSION CENTERS

A study conducted by the Congressional Research Service (CRS) has found that the 42
state-run Fusion Centers that were supposed to help uncover terrorist plots "have
increasingly gravitated toward an all-crimes and even broader all-hazards approach,”
focusing on traditional criminals and not terrorism. The high tech centers, which were
set up with $380 million in Homeland Security grants, encourage sharing of information
among local, state and federal law enforcement and private partners. According to the
report, there was "little true fusion, or analysis of disparate data sources" going on at the
centers, and federal agents remain reluctant to share information with local police (USA
Today, July 23).
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¢ TERRORIST WATCH LIST RIDDLED WITH ERRORS

A report by the Justice Department's Inspector General has found that the Terrorist
Screening Center, with 700,000 individual records on terrorists and terrorist suspects,
has many errors in its database and is "unable to ensure that consistent, accurate and
complete terrorist information is disseminated to frontline screening agents in a timely
manner" (New York Times, September 7). The report cites some 20 instances where
records on known terrorists were not "watch-listed properly." The database is four times
larger than it was three years ago.

* TERROR DATABASE YIELDS THOUSANDS OF HITS, FEW REAL SUSPECTS
The terrorist screening database yielded about 20,000 false positives last year, leading to
the wrong people getting extra scrutiny or hassled at borders. Only a tiny fraction of
those flagged were ultimately denied entry to the US.

¢ INFORMATION ON FIRST AMENDMENT ACTIVITY OF AMERICANS BEING
STORED FOR UP TO 15 YEARS

The Automated Targeting System of the Department of Homeland Security, which
assigns a "terrorist risk rating" to the millions of Americans who travel by plane, car or
boat, is also a repository of information about reading habits and other personal
information, according to the September 22 Boston Globe. Civil liberties activists
discovered this when they obtained their official records and found in them a
description of a book on marijuana and a flashlight with a marijuana leaf that one of
them had been carrying. The records are to be kept for up to 15 years. There is no
procedure for travelers to access them to correct mistakes or challenge their contents.

* NEW EU-US DEAL ON PASSENGER DATA CAUSES CONCERN

After an outcry about the amount of data that was being sent to the US concerning the
millions of US-bound airplane passengers, the European Union and the US signed a new
agreement permitting the US to store data for 15 years, not the previous 3 1/2. The US
reduced the number of fields about which it was collecting information from 34 to 18,
but expanded the amount of data covered by some fields. The US got the right to share
the data with various government officials and with third countries, and agreed to limit
its use to counterterrorism, investigations of serious crimes, public health emergencies
and flights from custody. Civil liberties groups feared the data would be maintained for
data mining purposes. The EU privacy supervisor expressed "great concern" over the
agreement and a member of the European Parliament warned that it allowed data
collection not just in counterterroism cases but for "a vast and in some cases unidentified
number of crimes. So we have function creep" (Washington Post, July 27). Airlines will
have to transmit final passenger manifests a half hour before departure so that names
can be checked against terrorist watch lists before the planes take off, instead once they
are in the air, as at present.

¢ "SECURE FLIGHT" BEING RE-TOOLED TO MEET PRIVACY CONCERNS
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So said Homeland Security Secretary Michael Chertoff at an August 9 press conference
at which he announced the 139 pages of proposed rules for Secure Flight. Once it is
launched, the Transportation Security Administration (TSA) will check passengers
against terrorist watch lists, a job currently performed by airlines. Passengers would be
asked "voluntarily" to give information in addition to their names — if they don't they
might face extra screening. They would also submit to airlines two identification
numbers — a "redress number" and a "known traveler" number. The "redress number"
would flag passengers who have been "incorrectly" delayed in their travels while
apparently not removing them from the lists, while the "known traveler" number would
indicate that the passengers had submitted required biometric and biographic
information for more rapid processing.

¢ TSA TRAINS 2,000 EMPLOYEES IN "BEHAVIOR DETECTION"

According to the September 25 USA Today, people who look nervous at airports or who
exhibit "odd behavior" or certain "microexpressions" may be singled out by TSA staff
trained in recognizing "deviations from baseline behavior." The program was pioneered
by Logan Airport in 2003. The ACLU of Massachusetts has brought a lawsuit on behalf
of one man detained and questioned at Logan under the program: the African-American
coordinator of the national ACLU's Campaign Against Racial Profiling.

¢ TSA BLASTED FOR LACK OF CARGO SECURITY

A report by the Inspector General of the Homeland Security Department has severely
criticized the Transportation Security Administration for its failure to devote sufficient
resources to checking airline cargo for bombs. While air passengers are subjected to
every greater checks, the government is trying to find a way around a recent law
requiring officials to inspect the cargo that airlines carry in their holds. It is considering
a "certified shipper" program — a variation of the current "known shipper" approach - in
which goods are sealed at a company that meets US security standards. According to an
August 25 Boston Globe editorial, "the folly of relying on shippers to police themselves
became evident in 2003, when an employee of a "known shipper" firm had himself
shipped in a cargo box from New York to Texas to save on airfare."

¢ POLICE FORCES WANT DRONE SKY PATROLS

According to the August 9 New York Times, the Federal Aviation Administration has
granted more than 100 certificates for federal, state and local law enforcement agencies
to use the kind of unmanned drones used by the military for domestic aerial
surveillance. Pilots have expressed concerns about the potential for collisions and civil
liberties advocates are worried about privacy implications, saying that the use of the
drones would "create a world of constant, unseen surveillance."

* DOMESTIC LAW ENFORCEMENT WANTS GREATER ACCESS TO NATION'S
SPY SATELLITES
Saying "I can't conceive of Americans having any serious concern," Charles Allen, the
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Department of Homeland Security's chief intelligence officer, claimed that new data
sharing agreements which would give law enforcement and border control agencies
access to information captured by military satellites do not violate the ban on CIA and
Pentagon spying on Americans. "This is not a system for tracking Americans," he said
(New York Times, August 16). Critics say it marks a new era in domestic intelligence
gathering that installs "Big Brother in the Sky," and violates the Posse Comitatus Act of
1878 prohibiting the military from conducting domestic law enforcement (New York
Times, August 17). The program would be under the supervision of the Director of
National Intelligence and DHS, not Congress. In early September senior House
Democrats called on President Bush to delay expanding the use of satellite and aircraft
spy technology for domestic intelligence purposes.

* DHS PAYS MILLIONS FOR SURVEILLANCE CAMERAS

Thousands of high-tech video cameras are being installed in cities around the country,
paid for by grants from the Department of Homeland Security. According to the August
12 Boston Globe, New York, Baltimore and Chicago have built "massive surveillance
systems that may also link thousands of privately owned security cameras. Boston has
installed about 500 cameras in the MBTA system." And cameras are also going up in
small towns like Liberty, Kansas (population 95).

* DEFENSE INTELLIGENCE AGENCY WANTS TO OUTSOURCE INTELLIGENCE
And is prepared to pay private contractors more than a billion dollars for "Gathering
and Collection, Analysis, Utilization, and Strategy and Support" (Washington Post,
August 19). The DIA now has more than 11,000 military and civilian employees
worldwide and nearly a billion dollar budget, but is struggling to do "the in-depth
intelligence work required under the present circumstances," according to an unnamed
senior Pentagon official. A contract worker would cost $250,000 annually. Boston Globe
columnist James Carroll, whose father founded the Defense Intelligence Agency in 1961,
wrote on August 27 that the plan "raises the prospect that hired guns, instead of sworn
officials, will be conducting covert operations, spying missions, interrogations,
renditions,' surveillance — the whole dangerous complex of shadow activity that began
as the government's most sensitive responsibility... The profit motive trumps any public
ideal. Consequently, government has been in slow motion collapse, with the ineptitudes
of Iraq as final proof of its untrustworthiness."

* CIA RELUCTANTLY ADMITS IT SCREWED UP ON ROAD TO 9/11

On August 22, in response to a Congressional demand, the CIA finally released a 19-
page redacted executive summary of a classified report by the CIA's Inspector General
that had been given to the Congressional intelligence committees two years ago. The
document outlines a litany of blunders made by George Tenet and other CIA leaders in
the period before 9/11, and called for a special board to be created to assess their
"potential accountability.” The administration has refused to do so. The New York Times
editorialized on August 23, "the obsession with secrecy and refusal to accept public
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scrutiny have made a tragic mess of national security policy."

* NYPD FOCUSES ON "THE HOMEGROWN THREAT"

In a 90-page report released in mid August, the New York Police Department adopted a
cookie cutter approach and sweeping generalizations and stereotypes to highlight the
danger of potential terrorists in our midst. The report outlines the four steps towards
"radicalization" that Muslims are prone to. A sample (page 84): "It is useful to think of
the radicalization process in terms of a funnel. Entering the process does not mean one
will progress through all four stages and become a terrorist. However, it also does not
mean that if one does not become a terrorist, he or she is no longer a threat." How does
one enter the process? By being a young middle class male living in a "largely Muslim"
enclave, by being with other young male Muslims who are trying to find the "meaning
of life," and by having an "unremarkable" or "ordinary" life and job, and little if any
criminal history. From then on, "Jihadization" beckons. Senator Joseph Lieberman of
Connecticut, chair of the Homeland Security Committee, called the report's approach a
"breakthrough" in anti-terrorism efforts (New York Times, August 16).

* GOVERNMENT APOLOGIZES TO IRAQI REFUGEE

After the ACLU challenged the arrest, imprisonment and near deportation by federal
agents in Montana of Abdulameer Habeeb, an Iraqi refugee who had been jailed and
tortured by Saddam Hussein, the government relented and wrote a letter to Mr. Habeeb
declaring "the United States of America regrets the mistake" (New York Times, August
24). Mr. Habeeb had been arrested at a Montana train station by Border Patrol agents
who stopped him to inquire whether he had been registered under the "special
registration" system. The ACLU said the arrest was a clear case of racial profiling.

e WHITE HOUSE ILLEGALLY SILENCED BUSH CRITICS

After the ACLU in late June received a heavily redacted version of an October 2002
document, the Presidential Advance Manual, it filed a lawsuit against the former
Director of the White House Office of Presidential Advance, charging him with illegally
excluding individuals perceived to be critical of the administration from public events
when the president was present. The plaintiffs are Jeff and Nicole Rank, who were
arrested at a 4™ of July event in West Virginia that was addressed by the president
because they were wearing t-shirts with the word "Bush" inside a circle with a line
through it. The Manual included material on the best method for preventing
demonstrations and keeping protest out of sight.

* WASHINGTON DC TO PAY $1 MILLION IN LAWSUIT CHALLENGING
ARRESTS

Some 120 demonstrators and bystanders who were illegally arrested in the city during a
protest against the World Bank, IMF and planned Iraq invasion on September 27, 2002
will be paid at least $6,000 each, according to a settlement reached in early August. The
US district court judge who heard the case declared the arrests "null and void."
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* THE COST OF LOST DATA: $256 MILLION AND RISING

The TJX Company is facing costs of this amount because of the computer overhaul,
lawsuits and other claims related to the stealing of more than 45 million customer credit
and debit card numbers over the period of a year. According to a Canadian
investigation into the TJX theft, hackers intercepted wireless transfers of customer
information at two Miami Marshalls stores and gained entrance to central databases for
a year and a half during which the company failed to upgrade its data encryption
system.

* MUSICIAN JOINS THE RANKS OF PEOPLE BARRED FROM ENTRY INTO US
On September 17, the New York Times featured the story of an up-and-coming
musicologist, Nalini Ghuman, who was stopped at San Francisco airport and told she
could no longer enter the United States. She was to have participated last month at the
Bard Music Festival in New York. According to Bard president, conductor Leon
Botstein, "This is an example of the xenophobia, incompetence, stupidity and then
bureaucratic intransigence that we are up against. " Nalini Ghuman, who was born in
Wales, is an expert on the British composer Edward Elgar. At the airport, armed
immigration officers tore up her H-1B visa which was valid through May 2008, defaced
her British passport and were suspicious that she listed Welsh as a language she speaks.
A redacted government document mistakenly listed her as "Hispanic." According to the
Times, she was groped during a body search and warned that if she moved, she would
be considered to be attacking her armed female searcher." When she demanded to
speak to the British consul, "'they told me I was nobody, I was nowhere and I had no
rights," she said. 'For the first time I understood what the deprivation of liberty means."
Questions by several members of Congress including Senator Durbin of Illinois have
gone unanswered by the State Department.

¢ ACLU CHALLENGES EXCLUSION OF RENOWN SOUTH AFRICAN SCHOLAR
On September 25, the ACLU filed suit at the US District Court for the District of
Massachusetts challenging the exclusion from the US of Dr. Adam Habib, a former anti-
apartheid activist who studies democracy and social movements and is now the Deputy
Vice-Chancellor of Research, Innovation and Advancement at the University of
Johannesburg. Dr. Habib, a Muslim who has been a vocal critic of the war in Iraq and
certain US terrorism-related policies, did a Ph.D. at the City College of New York in the
1990s. In October 2006 he was stopped when he tried to enter the country at JFK Airport
to attend meetings with the National Institutes for Health, the World Bank, Columbia
University and the Gates Foundation. He was detained for 7 hours, and interrogated for
7 hours about his associations and political views. He was eventually escorted by armed
guards to a plane that deported him to South Africa. The State Department revoked his
visa and that of his wife and two children, without explanation. He was denied a new
visa when he tried to travel to the US in August 2007 to speak before the American
Sociological Association. He has been invited to speak at the Association's conference in
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2008, which is being held in Boston. The ACLU suit, which names Condoleezza Rice
and Michael Chertoff as defendants, seeks the immediate processing of his visa
application and a declaration that his exclusion violates the First Amendment rights of
the US organizations, citizens and residents that hope to hear him speak.

¢ ADMINISTRATION UNVEILS DRACONIAN ENFORCEMENT-ONLY
IMMIGRATION PLAN

On August 11, DHS Secretary Michael Chertoff and Commerce Secretary Carlos
Gutierrez announced that the Bush administration was committed to doing the
following by December 31, 2008: having 18,300 border patrol agents, 370 miles of
fencing, 300 miles of vehicle barriers, 105 camera and radar towers, and 3 additional
drones. More border agents and drones would be added in 2009. They would fund
additional detention beds to detain 31,500 people under the "catch and return" policy,
would expand biometric exit requirements to identify people who have overstayed their
visas, would step up the training of state and local law enforcement officers to address
illegal information, would expand to 75 the number of Fugitive Operation Teams
tracking down "fugitive aliens"; would terminate voluntary departure status; would
issue a "no-match" regulation to help employers detect illegal workers; would use civil
fines and criminal charges to deter illegal employment; would require all federal
contractors and many state agencies to use the federal electronic employment
verification system; would "streamline" existing guest worker programs; would reform
and expedite background checks for immigration; would guarantee "that illegal aliens
do not earn credit in our social security system for illegal work;" and would revise the
naturalization test to "encourage civic knowledge and patriotism" and launch a web-
based portal to help immigrants learn English.

* "NO-MATCH" LETTERS ARE NO SOLUTION: SUIT CHALLENGES POLICY
On August 30, a coalition of labor, immigrant rights groups and the ACLU brought a
lawsuit in federal court in San Francisco against the Department of Homeland Security
to stop its planned crackdown on employers who hire undocumented workers. The
judge immediately issued an order temporarily blocking the government from
implementing a new DHS rule. DHS is requiring employers to fire workers within 90
days if they cannot resolve discrepancies in their Social Security information or risk a
$10,000 fines. Discrepancies between employee records and the Social Security
Administration database that result in a "no-match" letter are supposed to be a way of
tracking down non citizens who are working illegally. But a report by the Social
Security Administration's Inspector General last December found its database of 435
million records had a 4.1 percent error rate involving 17.8 million records, including
those of 12.7 million native-born citizens, 250,000 foreign-born citizens and 4.8 million
documented non citizens. Databases were littered with misspellings, data entry
mistakes, and name changes, resulting in "no-match" letters being wrongly sent and
workers being wrongly fired. An August 13 New York Times editorial stated, "It is
impossible to know how many workers will be unjustly driven from their jobs by the no-
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match crackdown and stepped-up workplace raids. In a climate of bureaucratic
confusion and fear, workers with no-match problems could be summarily fired by
employers who don't want to bother resolving them. The presumption of guilt will be
an invitation to discriminate against native-born Latino and Asian workers."

¢ "CONFUSED AND EXHAUSTED" DEPORTED CITIZEN LOCATED IN MEXICO
Pedro Guzman, a developmentally-disabled native-born American citizen, was
wrongfully deported after serving 20 days in jail for misdemeanor trespassing and
vandalism, and was subsequently missing for 3 months. He told his relatives he walked

from Tijuana to Mexicali, the distance of 100 miles, eating out of garbage cans. The
ACLU is suing the Bureau of ICE on his behalf.

¢ LITTLE SIGN THAT IMMIGRANTS REPRESENT A "TERROR THREAT"

As the media and some Members of Congress insist that more must be done to keep the
nation safe from immigrants with terrorist intentions, the statistics of the "threat" they
represent is at odds with the hysteria. According to a study by the Transactional
Records Access Clearinghouse of Syracuse University, out of 814,073 immigrants
arrested and charged with offenses in 2004-2005, only 12 faced terror-related charges.
The majority (520,156) were charged with "entry without inspection.”

* 170 STATE IMMIGRATION LAWS ENACTED LAST YEAR

A report by the National Conference of State Legislatures has found that legislatures
around the country have adopted 170 measures curbing employment of unauthorized
immigrants, making it more difficult for them to get driver's licenses, punishing
immigration smugglers, and barring immigrants from collecting unemployment and
other benefits. A Louisiana law requires the names of applicants for drivers' licenses to
be checked against a federal immigration database as well as the terrorism watch list.
There have also been at least 30 anti-immigrant ordinances passed by towns and cities,
some of which have been overturned in court challenges. According to the September
26 New York Times, Riverside, New Jersey and some other towns that passed anti-
immigrant ordinances are considering repealing them. Not only have they been faced
with expensive lawsuits, but their economies have been suffering since undocumented
workers and their families left town.

¢ AS NEW HAVEN TRIES TO PROTECT IMMIGRANTS ICE STEPS UP RAIDS
Two days after the New Haven, Connecticut Board of Aldermen approved a plan to
offer municipal identification cards to all residents in order to bring immigrants "out of
the shadows," ICE raids resulted in the arrest of 32 New Haven residents. The mayor
believes the raids were a retaliation for the card initiative, according to the July 23 New
York Times. Yale University law students who are working with immigrant groups to
challenge the arrests are considering using the argument that they were an
unconstitutional act of retaliation and not based on valid reasons for suspicion, and that
therefore evidence collected during the arrests had to be thrown out.
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¢ HUNT FOR THE UNDOCUMENTED INTENSIFIES AS AGENTS STRIVE TO
REACH ARREST QUOTAS

Stories are multiplying of ICE agents forcing their way into homes without any legal
justification, often in the middle of the night, in search of people who don't live there. A
lawsuit filed as a class action in the district court in Manhattan accuses ICE of
conducting raids targeting Latinos that harm citizens and legal residents and violate the
Fourth Amendment (New York Times, September 21). The suit is focused on the ICE
program called Operation Return to Sender, initiated in 2006, to find and deport
"fugitive aliens" and people who have been ordered out of the country. But it appears
that any non citizen will do. The lawsuit alleges that agents have been ordered to meet
annual arrest quotas, recently increased from 125 in 2003 to 1,000 per fugitive team, and
often behave brutally with scant respect for the law. One plaintiff in the suit says that
when she demanded to see a search warrant, agents twisted her arm and eventually left
her in her nightclothes in Manhattan. Another said agents took his wallet containing
$700 and later returned it without the money.

* MINUTEMEN, SANCTUARY SUPPORTERS, FACE OFF IN CALIFORNIA

The case of Mexican-born Liliana, a (nursing) mother of three US citizens and the wife of
another citizen, is the focus of a Minuteman protest and growing public support as she
takes sanctuary in Saint Luke's Episcopal Church in Long Beach following an ICE raid
on her home. The government says that it has the legal authority to enter churches and
detain immigrants but so far has chosen not to do so. According to the July 8 USA
Today, four immigrants are now staying in church buildings and four others are getting
financial, legal and other help from the sanctuary movement. Churches could risk stiff
fines and prison sentences for providing shelter to immigrants.

* GOVERNMENT AGREES TO IMPROVE CONDITIONS IN FAMILY
DETENTION CENTER

As the result of an ACLU lawsuit, the federal government has agreed to a settlement
that requires it to improve the education, recreation, medical care and nutrition
provided to children at the T. Don Hutto Residential Center in Taylor, Texas that houses
400 asylum seekers and undocumented immigrants, about half of them children. The
center is no longer requiring children to wear institutional uniforms, and providing
them with some bathroom privacy. Family detention is a main component of ICE's
"catch and remove" policy, which it plans to accelerate.

* IMMIGRANTS FACE LONG WAIT WHEN THEY APPLY TO BE CITIZENS

The naturalization process can be years long as 320,000 immigrants wait for the FBI to
finish the name-check process. The long delays have led to lost jobs, failure to get
student loans and in-state tuition, and inability to vote or visit relatives. People from
Muslim countries face the longest waits, despite in many cases being in the US legally
for decades (Boston Globe, September 16).
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¢ ASYLUM SEEKERS KEPT OUT BY ANTI-TERRORISM LAWS

More than a thousand asylum-seekers have been blocked from entering the US because
they provided "material support” to armed groups — often at gunpoint. They include a
Sri Lankan fisherman who was kidnapped by Tamil Tigers and forced to pay a $5000
ransom which was regarded as "material support," and a Burmese teacher who allowed
unarmed members of the Chin National Front to hold a democracy discussion in his
school, according to the August 13 Washington Post. Former US allies during the
Vietnam War from the Hmong and Montagnard communities now are now blocked
from getting green cards because of the material support they gave US forces and their
own guerrilla armies 35 years ago.

e SWEDEN TAKES IN 1,500 IRAQI REFUGEES IN JANUARY; US TAKES IN 15
Richard Cohen in his September 27 New York Times column focused on the "moral
bankruptcy" demonstrated by the US failure to do more for Iraqi refugees, "including
thousands who put their lives at risk for the US." While more than two million Iraqis
have fled their country and another two million have fled their homes and are internally
displaced, the US took in one last April, one last May and 529 in August. In each of
those months, Sweden took in well over a thousand. "A commitment has been made to
process 7,000 refugees in the fiscal year ending Sept. 30. Visas for 500 Iraqis a year who
worked for the US have been promised...Concern has been unmatched by results. Bush
has never addressed the issue, an example of his Green Zone politics: shut out ugly
reality and with luck it will vanish."

* US SOLDIERS THINK IT IS OK TO KILL CIVILIANS

In response to an FOIA request, the ACLU has received 10,000 pages of summaries of
courts martial and other reports into incidents where US soldiers have killed civilians in
Iraq and Afghanistan. The killings included drowning a man in the Tigris River as
punishment for breaking a curfew, suffocating a former Iraqi general during
interrogation, killing a man in his home when weapons and anti-American literature
were discovered, and shooting a woman bystander from a guard tower. One officer
who was convicted of negligent homicide in the death of the former general maintained
that his actions were appropriate and standard: ""The simple fact of the matter is
interrogation is supposed to be stressful or you will get no information,’ Chief Warrant
Officer Lewis Welshofer said in his appeal for clemency. 'To put it another way, an
interrogation without stress is not an interrogation — it is a conversation" (New York
Times, September 4). The ACLU says the documents reveal "a troubling pattern of
troops failing to understand and follow the rules that govern interrogations and deadly
actions" (Boston Globe, September 4).

¢ WHITE HOUSE APPROVES CIA INTERROGATION METHODS WHICH
CRITICS SAY STILL PERMIT ABUSE

On July 20, the White House issued an executive order barring the CIA from using
"willful and outrageous acts of personal abuse done for the purpose of humiliating or
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degrading the individual in a manner so serious that any reasonable person, considering
the circumstances, would deem the acts to be beyond the bounds of human decency" as
well as torture and cruel and unusual punishment. But it endorsed various (classified)
interrogation methods that are more "severe" than those used at Guantanamo Bay. The
Justice Department said the methods did not violate Common Article 3 of the Geneva
Conventions. Some officials reported they do not include waterboarding, but were
silent about such techniques as the use of stress positions, sleep and sensory deprivation,
psychological torture, isolation and dogs. CIA head Michael Hayden said the program
was "irreplaceable” and that fewer than 100 people had been in CIA prisons over the
past 5 years (New York Times, July 21). The CIA will continue to bar the International
Red Cross from visiting detainees. In August, top military lawyers known as the Judge
Advocates General told a Senate hearing that the new rules seemed to be carefully
worded to allow humiliating or degrading treatment if the purpose is national security
rather than to satisfy sadistic impulses (Boston Globe, August 25).

* ABA CONDEMNS CIA INTERROGATION METHODS AND USE OF "STATE
SECRETS" DOCTRINE

At its annual convention, the 413,000 member American Bar Association passed
resolutions opposing the use by the CIA of waterboarding and sensory and sleep
deprivation, and called on Congress to give federal judges more oversight of the
executive branch's use of "state secrets" privilege to throw out legal challenges to the
government's "war on terrorism" actions. The state secrets resolution followed the
dismissal of ACLU lawsuits challenging the NSA secret domestic spying program and
extraordinary rendition. The doctrine derived from a Supreme Court decision in the
1953 case of US v. Reynolds, which was brought by four widows of men killed in a
military plane crash. Accident reports were withheld on the grounds that the crashed
involved a secret electrical system being tested for the government, with the court
holding that information could not be disclosed when "there is a reasonable danger that
compulsion of the evidence will expose military matters which, in the interest of
national security, should not be divulged." Many years later, information obtained
through a FOIA request revealed that the cause of the accident was faulty landing gear,
not a secret electrical system (Los Angeles Times, August 14).

* DOCTORS INVOLVED IN FORCE-FEEDING DETAINEES VIOLATING ETHICS
On August 1, an article in the prestigious Journal of the American Medical Association
condemned military doctors who participate in feeding Guantanamo detainees through
tubes inserted through their noses and throats. A mass hunger strike began at
Guantanamo in August 2005 and two years later 20 detainees are still being kept alive
using restraint chairs and force feeding.

* PSYCHOLOGISTS HELP DEVELOP COERCIVE CIA TECHNIQUES
"Rorschach and Awe," a piece by Katherine Eban in the July Vanity Fair, details the role
played by two CIA-contracted psychologists — James Elmer Mitchell and Bruce Jesson —
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in the development of tactics in CIA interrogations of "war on terror" prisoners.
Psychologists "reverse-engineered" tactics from a military training program called SERE
(Survival, Evasion, Resistance, Escape) that was used to train American soldiers to resist
Soviet-style interrogation techniques, including waterboarding, sleep deprivation and
extreme temperatures. According to Eban, the first FBI agents to interview Abu
Zubaydah used rapport-building techniques and were successful in getting intelligence
from him. When the CIA and James Mitchell arrived, the interrogation became coercive,
leading to a battle over turf and techniques between the FBI and CIA. Mitchell and
Jesson now have their own company with 120 employees in Spokane, and have
classified contracts with the CIA. At its mid August convention, the American
Psychological Association ruled that its members can no longer be associated with the
interrogation techniques used at US detention facilities. Psychologists who have their
membership revoked can lose their licenses. The smaller American Psychiatric
Association and the American Medical Association had earlier barred such participation
by their members.

¢ KINDER, GENTLER INTERROGATIONS BRINGING RESULTS

According to the July 23 Washington Post, even after more than three years of
incarceration at Guantanamo, detainees have useful information to give, and are more
cooperative than ever thanks to the replacement of threats, stress positions and
humiliation with relationship building, Harry Potter books, pistachios, Subway and
McDonald's sandwiches and other positive incentives.

* NEWLY-RELEASED INFORMATION SHOWS AUTHORITIES KNEW
RENDITION VICTIM WAS NO THREAT

On August 10, the New York Times reported that according to newly-released portions of
the inquiry conducted by the Canadian government into Maher Arar's kidnapping from
JEK Airport and subsequent torture in Syria, the CIA probably organized Arar's
"rendition" even though neither the FBI nor the Syrian government thought he was a
serious threat. The investigation of Arar was reportedly triggered by the coerced
testimony of a Kuwaiti-born Canadian who was also tortured in Syria.

* MORE RENDITION VICTIMS JOIN ACLU LAWSUIT

After he was released from Guantanamo, Bisher al-Rawi, an Iraqi citizen who resided in
Britain, joined the lawsuit against the CIA's rendition program which the ACLU filed
last May. Al-Rawi described being kidnapped, stripped, dressed in a diaper, shackled,
blindfolded and flown from Gambia where he was working to Kabul where he was
interrogated and tortured in the US-run "Dark Prison" before being sent to Bagram and
then Guantanamo. He was released from Guantanamo in March 2007; no charges were
ever brought against him. Also joining the lawsuit was Mohamed Farag Ahmad
Bashmilah, a Yemeni citizen. He was kidnapped from Jordan, beaten, stripped, putin a
diaper, shackled, hooded, strapped in a plane and then flown to Kabul and Bagram to be
interrogated and tortured for six months, before being against stripped and shackled
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and flown to an unknown country where he was again tortured. In May 2005, he was
sent back to Yemen under similar circumstances, detained for 9 months and then
released. The lawsuit is against Jeppesen Dataplan, Inc., a Boeing subsidiary, for
knowingly providing direct flight services to the CIA, including the clandestine
transportation of al-Rawi and Bashmilah to CIA sites for torture.

* CANADA REFUSED TO TAKE UIGHURS FROM GUANTANAMO

According to documents obtained recently by the Canadian Press news agency, Canada
refused to offer asylum to detainee captives at Guantanamo who are of Uighur descent
and Chinese nationality even though the US agrees they are not security threats. Several
of them were sold to Americans by Pakistani bounty hunters and transferred to
Guantanamo. Five of the Uighurs were transferred to a a refugee camp in Albania,
while 17 remain locked up in isolation for 22 hours a day at Guantanamo (New York
Times, August 17).

¢ US WANTS NEW POLICE CHIEF; SENDS OLD ONE TO GUANTANAMO
Charlie Savage, writing in the Boston Globe for August 12, reported that a police chief in
Gardez, Afghanistan — who had been courted by US troops and who had handed over a
suspect to be sent to Guantanamo — was himself sent to Guantanamo in July 2003 when
the US wanted to replace him with someone more educated and less corrupt. Abdullah
Mujahid, the father of three children, is still in a solitary cell in the island prison, despite
the fact that he has been cleared for release. According to Savage, Mujahid is one of
several tribal chieftains sent to Guantanamo, "many of whom had been key supporters
of the US-led invasion. The use of Guantanamo Bay for purposes other than fighting
international terrorism could have legal significance, because Bush has tried to justify
creating a place where detainees can be held without normal legal protections on the
grounds that the prisoners are enemy combatants who might launch a terrorist attack if
they are released." On July 31, Vice-President Cheney said the US could not close
Guantanamo because there was no other place to send some of the world's

most dangerous men.

¢ PENTAGON REPORT STATES DETAINEES REALLY ARE DANGEROUS

To counter claims that Guantanamo was full of people who should not be there, a report
by the Combating Terrorism Center at the US Military Academy at West Pont maintains
that 73 percent of detainees were a "demonstrated threat" to American or coalition
forces, and that 95 percent were at least a "potential threat" (New York Times, July 26).
The report took issue with the conclusions of the 2006 Seton Hall study of Combatant
Status Review Tribunal (CSRT) description of detainees which concluded that only 8
percent were characterized by the military as Al Qaeda fighters.

¢ GUANTANAMO INSIDER CRITICIZES DETAINEE HEARING PROCESS
Col. Stephen E. Abraham, an attorney and decorated Army interrogation officer who
gave testimony to Congress, is the first Guantanamo insider to publicly criticize the
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system of hearings at the prison. For six months he was posted at the camp in the Office
for the Administrative Review of the Dentention of Enemy Combatants. He said the
CSRT process gave detainees had no realistic way to challenge "evidence" based not on
solid information, but incomplete intelligence reports, hints of terrorist ties and
generalizations (New York Times, July 23). Sometimes detainees were termed "jihadists"
with absolutely no evidence being offered in support of the classification. He sat on one
CSRT panel which by a 3-0 vote found that the detainee was NOT properly classified as
an enemy combatant and had not been associated with Al Qaeda or Taliban. The
Pentagon did not like this result, and two months later brought the detainee before
another panel which said he WAS properly classified as an enemy combatant and IS a
member or associated with Al-Qaeda. Col. Abraham was never assigned to another
panel.

* 16 DETAINEES TRANSFERRED TO SAUDI ARABIA

In mid July, the transfer of 16 Guantanamo detainees to Saudi Arabia left 360 still at the
prison camp, with 80 cleared for transfer. Of the remainder, 50-75 are unlikely to either
be sent home or put on trial, according to the July 23 Washington Post. About 50 (citizens
of Algeria, China, Libya, Tunisia and Uzbekistan) have told their lawyers they fear
torture if sent home. According to the September 2 Washington Post, two detainees who
were sent from Guantanamo to Tunisia were tortured after their return. Among those
transferred to Saudi Arabia was a Bahraini national Jumah al-Dosari, who tried to kill
himself nearly two dozen times. Lamenting his inability to take his life, he wrote to his
attorney, "We are facing here the most horrible type of oppression, physical torture, and
terrorizing treatment. I am a human being — but a dead one, without rights, dignity,
humanity or identity" (Washington Post, July 17, 2007).

B.IN THE US CONGRESS

On the June 26 Day of Action, members of the ACLU, Amnesty and over 80 other
organizations rallied in Washington and delivered 200,000 petition signatures to
members of Congress calling for habeas corpus to be restored and torture, rendition
and the abuse of power ended. Not only has the 110* Congress failed to restore
habeas and roll back the worst portions of the Military Commissions Act, it has
endorsed the executive branch power grab by signing into law the warrantless NSA
surveillance of Americans.

¢ COWED CONGRESS PASSES "PROTECT AMERICA ACT"

On August 5, President Bush signed into law the “Protect America Act of 2007," which
would more accurately be called the "Spy on Americans Act." The entire Massachusetts
Congressional delegation opposed it with the exception of Senator Kerry and Rep.
Delahunt who did not cast a vote. Before the vote, Rep. John Tierney spoke about the
critical importance of the judicial check offered by the FISA court: "The rule of law is still
critical in this country. It is exactly when the government thinks that it can be the sole,
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fair arbiter that we most need a judicial system to stand in and strike the balance."

The Democrats had drafted a bill of their own which would have fixed the so-called
"surveillance gap" in the Foreign Intelligence Surveillance (FISA) Act by permitting US
intelligence to have warrantless access to foreign communications that crossed through the
United States while maintaining some court oversight and other provisions against purely
domestic warrantless surveillance. House Speaker Nancy Pelosi declared that the Bush
version of the FISA fix "does violence to the Constitution of the United States."

Whatever. With the word "terrorism" held like a sword over their heads and the August
recess beckoning, Pelosi allowed the Bush version to be brought to the floor and dozens of
Democrats and Joe Lieberman (I-CT) joined the Republicans to give the President exactly
what he was seeking - a massive, untargeted collection of international communications
without court order or meaningful oversight by either Congress or the courts. It contains
virtually no protections for the U.S. end of the phone call or email, leaving decisions about
the collection, mining and use of Americans’ private communications up to then Attorney
General Gonzales and Director of National Intelligence McConnell (whose addition was a
sweetener for Democrats). And it does not confine itself to international terrorism
investigations, but can potentially be extended to cover any international issue.

The Act allows the Attorney General (AG) to issue program warrants for international
calls without court review. This new program grants the AG — not a court or independent
body — the authority to issue year-long program warrants for surveillance of people
"reasonably believed to be outside of the United States." The secret intelligence court that
has been overseeing such activities for the last thirty years is cut out of the process, leaving
the executive branch unchecked.

It has no protections for American phone calls and emails that are caught up in the
dragnet. The new program only requires that the surveillance be targeted at people
overseas. While this will allow collection of foreign-to-foreign calls, it also allows the
government to pick up all international communications where one party is in the United
States, so long as no one particular person in the U.S. is being directly “targeted.” The law is
silent on how to treat these American phone calls and emails — leaving the administration
to decide how to collect, store, data mine and use Americans’ private communications and
to conduct what are in effect massive fishing expeditions.

It provides only a phony court review of secret procedures. The AG is directed to submit
to the intelligence court the procedures by which this new program will operate. However,
the report to the court only need detail how the program is directed at people reasonably
believed to be overseas — it does not require the AG to explain how it treats Americans’
calls or emails when they are intercepted. The court will have no information about how
extensive the breach of American privacy is, nor the authority to remedy it.
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It requires only meaningless reporting to Congress. The new law requires the AG to report
to the Intelligence and Judiciary Committees twice a year. But those reports will only
contain information about activity in violation of the AG’s own secret guidelines about
targeting foreigners over seas. Again, this ignores the impact that vast international
collections will have on U.S. persons. The AG does not have to report on how many
Americans’ calls it has tapped, incidentally picked up or how many Americans have become
targets, even though the AG will now be allowed to rummage through all calls and emails
coming into and out of the U.S.

The Act has a sunset that may be of little value. The ACLU will continue to work with
Congress over the next six months to insert real protections into FISA for Americans who
are going to be swept up in these new dragnets. However, the sunset will fall in the middle
of the politically charged primary season, where it may be even harder to rein in intelligence
activities already in progress than it is to resist expansion of those authorities in the first
place.

During the recess, Rep. Pelosi reportedly received more than 200,000 emails of protest for
letting the bill come to a vote.

¢ CONGRESS PRESSED TO FURTHER EXPAND THE PROTECT AMERICA ACT
When Congress returned in September, competing attempts to reform the Protect America
Act — or make it permanent - were discussed in the Senate Judiciary and Intelligence
Committees. On September 18, Director of National Intelligence Mike McConnell urged
Congress to strengthen the Act, by defining the term "electronic surveillance" in a more
expansive way. Members were also being pressured to protect telecommunications
companies that secretly cooperated with the National Security Agency in the warrantless
spying program by granting them retroactive immunity from lawsuits.

¢ NADLER BILL WOULD REFORM USE OF NATIONAL SECURITY LETTERS
New York Congressman Jerry Nadler has introduced a bipartisan National Security
Letters (NSL) Reform Act, H.R. 3189, that would limit the FBI's use of NSLs to those
directly connected to terrorism investigations, mandate reports to Congress on the use of
the NSLs and place a time limit on the NSL gag order. So far Rep. Delahunt is the only
Massachusetts Congressman among the 24 co-sponsors. ! "#$% () )(* #+)$"")&
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* SENATE TURNS ITS BACK ON MORE FUNDING FOR REAL ID

By a 50-44 vote, the Senate in late July refused to adopt an amendment that would
increase funding to implement REAL ID from the current $50 million to $300 million
across the states. The actual cost of implementing the REAL ID driver's license
makeover has been estimated in excess of $23 billion over 10 years. The failure to
increase funding deals what opponents hope will be a crushing blow to the viability of
an essentially unworkable National ID program that poses serious privacy threats.
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Currently, 17 state legislatures have taken a stand in opposition to REAL ID, with 7
passing laws rejecting it outright. =$.(" 1%&$.. $37& 3& $%RYH 1+BASEWS3&1&
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¢ SENATE TRIES AND FAILS TO RESTORE HABEAS CORPUS DUE PROCESS

A bipartisan amendment to the Defense Authorization Bill that would have restored
habeas corpus protections to detainees got a majority of votes (56-43) but fell 4 sort of the
60 needed to cut off debate and move to a final vote on the amendment. The amendment
would change the part of the Military Commissions Act of 2006 that sharply limits
access to federal courts of "war on terror" detainees.

* SENATORS HOPE TO STRENGTHEN PRINCIPLE OF POSSE COMITATUS
Senators Patrick Leahy (D-Vermont) and Christopher Bond (R-Missouri) have inserted
in the defense budget bill a repeal of language slipped into last year's defense budget bill
that made it easier for the president to declare martial law and go over the heads of
governors to use the National Guard as a domestic police force in event of a natural
disaster, epidemic, terrorist attack or "other condition." That language eroded the ban
against federal troops engaging in domestic law enforcement except where explicitly
permitted by Congress enshrined in the Posse Comitatus Act of 1878.

¢ KERRY INTRODUCES ACT TO MAKE IMMIGRATION ENFORCEMENT MORE
HUMANE

On September 20, Massachusetts Senator John Kerry, citing the fall out from the New
Bedford immigration raid earlier this year, introduced the Families First Immigration
Enforcement Act. It would require the Bureau of ICE to: allow detainees who were
seized in raids to be interviewed by state social services; give notice to state agencies so
they can arrange for fluent language speakers and other services that may be needed;
place detained persons in facilities within the jurisdiction of the local ICE field office,
instead of shipping them far away; provide a toll free number for families to use after a
raid so they can obtain more information about the status of their loved ones; allow
detainees access to legal orientation presentations; release those detainees on their own
recognizance or minimum bond if there are humanitarian grounds for doing so.

* HOUSE REPORT CITES SPECIFIC WAYS WHITE HOUSE BROKE THE LAW

A July report from the House Judiciary Committee chair John Conyers, Jr. built the case
for issuing contempt citations to White House chief of staff Joshua Bolten (custodian of
emails and other documents) and former White House counsel Harriet Miers (who
failed to turn up when subpoened to testify) in order to get to the bottom of the firing of
the nine U.S. attorneys. According to the report, Karl Rove and other senior White
House and Justice Department aides may have obstructed justice and violated federal
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statutes protecting civil service employees, prohibiting political retaliation against
government officials and covering presidential records. The report cites the need for
access to White House information to determine whether laws were indeed broken.
The White House responded that it would block the Justice Department from pursuing
such a case, asserting executive privilege. Conyers and other Democrats maintain that
such executive privilege claims do not apply to a former executive branch official like
Miers. By the time Congress resumed its sessions in September, both Karl Rove and
Alberto Gonzales were also "former" government employees.

¢ CIA NOMINEE WITHDRAWS AFTER HEARING

After being questioned by the Senate Intelligence Committee about his support for an
infamous torture memo, John Rizzo on September 25 withdrew his name from
consideration to be the CIA general counsel. Rizzo had acted as interim general counsel
at the CIA from 2001-2002, and from August 2004 to the present. In mid September,
Rizzo testified that the Bybee memo's opinion that a technique could not be considered
torture unless it inflicted pain "equivalent in intensity to the pain accompanying serious
physical injury, such as organ failure, impairment of body function, or even death" was
"on the whole a reasonable one" (Washington Post, September 13).

C. INTHE COURTS

* JUDGES RULE AGAINST PATRIOT ACT IN TWO DIFFERENT FEDERAL
COURTS

On September 6, US District Court Judge Victor Marrero struck down the amended USA
PATRIOT Act's National Security Letter (NSL) provision. 'His ruling in New York
came in the case Doe v. Gonzales, which the ACLU originally filed in April 2004 on behalf
of an anonymous internet access company that had received an NSL. In September 2004
Judge Marrero ruled that the NSL provision with its permanent gag order was
unconstitutional, stating that "democracy abhors undue secrecy." The government
appealed that ruling, and subsequently Congress amended that portion of the uSA
PATRIOT Act. In his new ruling, Judge Marrero maintains that the revisions of the law
permitting courts to review challenges to gag orders in severely restricted circumstances
did not go far enough to address First Amendment concerns, and that they in fact
created new constitutional problems. In strong language, the judge confirmed the
importance of the bedrock principles of the Bill of Rights. Citing the negative impact of
the segregation and internment decisions of Plessy v. Ferguson and Korematsu v. United
States, he wrote: "These examples, however few in number, loom large in proportions of
the tragic ill-effects felt in the wake of the courts' yielding fundamental ground to other
branches of government on the constitutional role the judiciary must play in protecting
the fundamental freedoms of the American people. Viewed from the standpoint of the
many citizens who lost essential human rights as a result of such expansive exercises of
government power unchecked by judicial rulings appropriate to the occasion, the only
thing left of the judiciary's function for those Americans in that experience was a
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symbolic act: to sing a requiem and lower the flag on the Bill of Rights." Since Judge
Marrero first ruled on the government's use of NSLs, the Justice Department's Inspector
General Glenn Fine has issued a report citing how they have been misused and abused,
with at least one thousand violations of NSL rules since 2002. He also reported that there
were about 143,000 NSLs issued in the years 2003-2005 alone.

On September 26, Judge Anne Aiken of the US District Court in Portland, Oregon struck
down the FISA requirements for secret physical searches and surveillance under the
USA PATRIOT Act as violations of the Fourth Amendment. In a case brought by
Brandon Mayfield, the Portland lawyer who was arrested, jailed and had his house and
office searched and bugged during an FBI investigation which mistakenly linked him to
the 2004 Madrid train bombings, the judge stated: "For over 200 years, this nation has
adhered to the rule of law — with unparalleled success...A shift to a nation based on
extraconstitutional authority is prohibited, as well as ill advised." Judge Aiken
maintained that the part of the Act allowing FISA surveillance and searches without any
probable cause requirement was unconstitutional. "In place of the Fourth Amendment
people are expected to defer to the Executive Branch and its representation that it will
authorize such surveillance only when appropriate,” which in affect amends the Bill of
Rights and deprives it "of any real meaning" (New York Times, September 27). After his
Spanish authorities demonstrated that the fingerprints that the FBI said were Brandon
Mayfield's in fact belonged to someone else, Mayfield was given a government apology
and agreed to a $2 million settlement which allowed him to continue with his legal
challenge to the USA PATRIOT Act.

* APPEALS COURT HEARS NSA WARRANTLESS SPYING CASES

On August 16, a three-judge panel of the 9 Circuit Court of Appeals in San Francisco
listened as Justice Department attorneys invoked "state secrets" privilege in an effort to
persuade the court to dismiss two major lawsuits challenging the Bush administration's
warrantless domestic spying program. In July US District Court Judge Vaughn Walker
had declined to toss out lawsuits against telecommunications companies, permitting
them to be heard by the appeals court. The first case concerned AT & T customers who
were seeking damages from the company for sharing their private records with the
National Security Agency (Republicans in Congress are hoping to pass a law granting
AT &T and other telecommunications companies retroactive immunity from such
claims). The other is a case known as Al-Haramain v. Bush, in which a defunct Islamic
charity contends that it had been subjected to an unconstitutional wiretap. It is wrapped
in layers of secrecy, with Oakland lawyer Jon Eisenberg barred from seeing government
filings in the case and being required "to write one of his briefs in a windowless
government office, without notes or lawbooks, under the watchful eye of two federal
security guards" (Los Angeles Times, August 15). In 2004, the charity's lawyers had been
accidentally given classified documents by the government showing it was a target of a
warrantless surveillance program. The FBI later retrieved the documents, and the
government is now insisting that they must be considered top secret.
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PBS' Now program has reported that AT & T is collecting most emails sent domestically
and sharing them with the NSA and that the NSA has a secret spy room at the AT & T's
San Francisco facility. The device installed in San Francisco is reportedly capable of
intercepting 10 gigbytes of data per second, which means it could go through all the
information in all the books in the Library of Congress in 15 minutes.

¢ JUDGE REJECTS BROAD CLAIMS OF SECRECY IN DOCUMENTS CASE

On September 25, US District Judge Henry Kennedy refused to agree with the
government's refusal to hand over documents relating to the National Security Agency's
warrantless wiretapping program. In the case, which was brought by the ACLU and
other organizations under the Freedom of Information Act, the judge said the
government had to give additional explanations for withholding many documents
related to the NSA program, particularly those that relate to its legal justification.

* PADILLA CONVICTED IN MIAMI TRIAL

On August 16, after a three-month trial, a federal jury convicted former "enemy
combatant" Jose Padilla of terrorism conspiracy charges. The government did not try
him as the would-be "dirty bomber" (which they said he was when he was held for 3 %2
years incommunicado on a naval brig), but for conspiracy to commit terrorism overseas
by helping send money and people to wage holy war in Bosnia, Chechnya, Kosovo and
Somalia. His co-defendants were also found guilty. According to the August 18 New
York Times, the strongest piece of evidence in Padilla's case was what prosecutors said
was his application form to attend an Al Qaeda training camp in 2000. It quoted law
Professor Peter S. Marguilies: "It is a pretty big leap between a mere indication of desire
to attend a camp and a crystallized desire to kill, maim and kidnap." The conspiracy
charge "is highly amorphous, and it basically allows someone to be found guilty for
something that is one step away from a thought crime." Sentencing for Padilla is set for
December 5.

* MUSLIM CHARITY ON TRIAL AS 300 "UNINDICTED CO-CONSPIRATORS"
NAMED

Beginning in July, five officers of the largest Muslim charity in the country, the Holy
Land Foundation for Relief and Development, went on trial in Dallas on charges that it
was an arm of the Palestinian Islamic group Hamas. The government opened its case by
saying it funneled at least $12 million to the militant group and the money was used in
part to take care of the families of suicide bombers. It listed 300 individuals and groups
in the indictment as "unindicted co-conspirators," among them well-known
organizations such as the Council on American-Islamic Relations which called the list "a
broad smear" and "McCarthyite tactics" that aimed to "marginalize and disenfranchise
mainstream Muslim groups" (Washington Post, July 25). No one on the list knows what
they are being accused of, and the Holy Land Foundation, which claims to have sent
funds to the occupied Palestinian territories for humanitarian relief, has not been given
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access to secret government evidence that relied heavily on Israeli intelligence. The two
Israeli agents who testified were allowed to do so anonymously for security reasons.
One of them acknowledged that none of the overseas charities supported by the Holy
Land Foundation had appeared on US government terrorist lists, and was unable to say
whether these overseas charities had Hamas ties before 2001, when the Holy Land
Foundation still operated. The other Israeli agent, who testified with the courtroom
cleared, was unable to say how anyone other than an Israeli intelligence officer might
have known that the "zakat committees" supported by the Holy Land Foundation had
ties to Hamas. There were also striking discrepancies in the wiretapped evidence
submitted by the FBI, with the defense maintaining the government relied on inaccurate
translations or outright misrepresentations. For instance, one FBI memo, which relied
on a translation from Arabic to Hebrew to English, had the Foundation's office manager
telling Israeli authorities that charitable funds were "channeled to Hamas." According to
defense attorneys, the proper translation was "we have no connection to Hamas" (Los
Angeles Times, July 23). The defense argued that much of the evidence was more than a
decade old, before Hamas was declared a terrorist organization by the US. By mid
September, prosecutors were not maintaining that the charity was directly implicated in
terrorism. Instead, they said the directors of the Holy Land Foundation were aiding
terrorists "indirectly" by giving funds for charitable purposes to "zakat committees" that
were controlled by Hamas. The funds, which were used to build hospitals and feed the
hungry, helped build public support for Hamas, enabling it to recruit terrorists.

* MUSLIM GROUPS BRING LAWSUIT AGAINST FBI SURVEILLANCE

In mid September, Islamic groups and prominent Muslim leaders in Southern
California filed a lawsuit with the help of the ACLU to force the FBI to release more
documents about the alleged surveillance of individuals and mosques. The groups filed
an initial FOIA request in May 2006 after reports that the FBI was using a radiation
monitoring program in surveillance at mosques, homes and businesses. After only 4
pages were turned over as a result of that request, the groups have gone to court seeking
additional information.

* BRAND NEW COURT ORDERS DETAINEE TRIALS TO PROCEED

In its first decision, the Court of Military Commission Review reversed the rulings of a
military commission judge who had dismissed the case against Guantanamo Bay
detainee Omar Khadr. The judge had ruled that under the Military Commissions Act of
2006, detainees had to be declared "unlawful enemy combatants" to be face trial before a
military commission, and Khadr had only been termed an "enemy combatant." The new
review court said that trial judges can rule on whether they detainees are "unlawful"
enemy combatants and then proceed with their trials.

D. IN THE COMMONWEATH

* FBI ORDERED TO PAY MORE THAN $100 MILLION TO FALSELY CONVICTED
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US District Judge Nancy Gertner has found the FBI "responsible for the framing of four
innocent men" in a 1965 gangland murder and ordered the government to pay them
$101.7 million for the decades they spent in prison (July 27, 2007). She declared in her
decision that the FBI deliberately withheld evidence and then covered up for the
injustice of decades, as the men aged behind bars and two died in prison. "FBI officials
up the line allowed their employees to break laws, violate rules, and ruin lives,
interrupted only with the occasional burst of applause,” she wrote.

¢ MIT SOPHOMORE FACES CRIMINAL HOAX CHARGES

MIT student Star Simpson triggered a terrorism scare at Logan Airport in September
when she appeared wearing a sweatshirt with a lit circuit board on its front and asked at
an information booth when a certain plane would be arriving. She explained that she
was wearing a work of art after guards armed with M16s told her she was lucky to be
alive. She now faces the charge that she wore a "hoax device...with the intent to cause
anxiety, unrest, fear or discomfort to some person or group of persons."

¢ IMMIGRANT RAID IN CHELSEA SPREADS FEAR

On August 8, 27 Brazilian nationals were arrested in a Chelsea supermarket parking lot
in connection with alleged identity-fraud rings that supplied workers permits to the
undocumented. They have been charged with conspiracy to possess unlawful
identification, and face up to five years in prison and $250,000 in fines. According to the
August 9 Boston Globe, residents feared that the raid was part of a general round up of
undocumented people, and not aimed at those responsible for criminal activity. Chelsea
had recently been declared a sanctuary city by municipal officials.

* MASSACHUSETTS GETS MORE MONEY FOR PORT AND MBTA SECURITY
In July Massachusetts received $5 million in new funds for transit security and $1.86
million for port security. The grants will be used to fund new video systems and boats
outfitted with sonar and underwater remote operating vehicles (Metro, July 19). The
total of $14.2 million in Homeland Security grants received by Boston for the 2007 fiscal
year represent a nearly 22 percent decrease from last year.

¢ COMMONWEALTH RELEASES "HOMELAND SECURITY STRATEGY"

In September, the Massachusetts Executive Office of Public Safety and Security (EOPSS)
released its "State Homeland Security Strategy" (SHSS) that aims "to sustain a safe,
secure and prepared Commonwealth without undermining that which makes this state,
and the nation, so unique." Copies are available from EOPSS.
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